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A POSTPANDEMIC OUTLOOK FOR
ORGANIZEDCRIMINALACTIVITIES:
AGILITYACROSSTHEPHYSICAL,
SOCIAL,ANDCYBERSPACES

Jim Jones and Anthony Stefanidis

e global COVID-19 pandemic and response aected every aspect of 
our society, including the activities of criminal organizations. In this 
chapter, we discuss several examples of criminal organization agil-
ity during the pandemic, drawn from the physical, social, and cyber 
domains. We assess that criminal organizations are emerging from 
the pandemic stronger than before, the pandemic presents a unique 
opportunity to study criminal organization agility, and criminal 
organizations are more exposed aer their pandemic-driven adjust-
ments. We also assess that this adjusted criminal activity and other 
factors, including risky operations that expose discoverable data, cre-
ate investigative opportunities that will enable a deeper understand-
ing of criminal organization structure and will enhance our ability 
to disrupt and dismantle the organizations behind a broad range of 
illegal activity.
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COVID-19DisruptsIllicitBusiness

e eects of the CVID-19 pndemic on the globl economy were 
substntil nd brod reching. Hrvrd economists Dvid Cutler 
nd Lrry Summers estimted in 2020 tht the combined nncil 
cost of pndemic-relted lost output, s well s current nd long-
term helth expenses, mounted to $16 trillion in the United Sttes 
lone,1 mking this the biggest economic crisis since the Gret 
Depression. With the illicit economy ccounting for  not insignif-
icnt prt of the globl economy—estimtes put it t 5-10 percent 
of the globl GDP2—it ws expected tht this subset too would be 
ected by the pndemic.   

In ddition to upending everydy life worldwide, pndemic- 
relted disruptions ected numerous ctivities tht re integrl 
prts of the opertions of trnsntionl criminl orgniztions. For 
exmple. restrictions on trvel, border closings, nd worldwide lock-
downs temporrily obstructed the globl illicit drug supply chin.3 
As  result, the movement of drugs into nd throughout the United 
Sttes ws temporrily disrupted, lowering the vilbility nd ris-
ing the price of illicit drugs like heroin nd fentnyl during the rst 
hlf of 2020.4 

But the disruptive eects of CVID-19 on illicit ctivities were 
complex nd multifceted. Humn smuggling crtel opertions, for 
exmple, were impcted by the CVID-19-induced restrictions on 
nonessentil trvel cross the United Sttes-Mexico border. U.S. 
Customs nd Border Ptrol (CBP) dt suggest  mssive drop in 
pprehensions of fmilies from the Northern Tringle—comprising 
Guteml, Hondurs, nd El Slvdor—tht ttempted to cross the 
Southwest border into the United Sttes in mid-2020 compred to  
yer erlier.5 At the sme time, however, the economic crisis in the 
United Sttes resulted in  signicnt drop in remittnces sent by 
migrnt workers to their fmilies bck home in Mexico. is put these 
fmilies in nncil hrdship nd drove higher migrtion ptterns 
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from Mexico to the United Sttes, with the result of n ctul increse 
in the number of Mexicn fmilies pprehended while crossing the 
border.6 So, while the pndemic creted obstcles for some mnifes-
ttions of orgnized criminl ctivities, it lso creted opportunities. 

In this chpter, we focus on the gility demonstrted by crimi-
nl networks round the world during the CVID-19 crisis, s they 
diversied their opertionl portfolio to tke dvntge of the oppor-
tunities emerging during the pndemic. We do so by exmining illicit 
ctivities tht relte to the trde of substndrd helth supplies nd 
certin cybercrime ctivities tht cpitlize on the Zoom-dominted 
workplce environment tht chrcterized the initil 12-month 
pndemic period. ese representtive exmples of the gility nd 
resourcefulness displyed by these orgniztions support n rgu-
ment tht we should be viewing such orgniztions s functionl net-
works in pursuit of opportunities, rther thn rigid structures tht 
re exclusively pursuing specic types of opertions. 

IllicitActivitiesAdaptingtothePandemic

e senstionlistic mens nd brod societl impct of illicit ctiv-
ities tend to dominte ttention when we try to understnd nd 
respond to such ctivities. However, studying them under the light of 
economics principles provides dditionl insight on gols nd meth-
ods, especilly regrding orgnized illegl entities like crtels.7, 8

In tht context, the disruptive eects of the pndemic tested the 
dptbility of illicit businesses. Businesses dpt for two resons: to 
respond to chnges in their business environment or to reshpe exist-
ing environments9, 10 in n eort to identify nd cpitlize on emerg-
ing mrket opportunities.11 And illicit business pursued both. 

Taking Advantage of a New Business Environment
e pndemic chnged the business environment by mking medicl 
supplies  scrce nd, therefore, highly protble commodity. Events 
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in the erly stges of the pndemic were indictive of individul illicit 
entrepreneurship, rther thn orgnized eorts.

e World Helth rgniztion declred CVID-19  pn-
demic on Mrch 11, 2020, nd the United Sttes declred  ntionl 
emergency under the Stord nd Ntionl Emergencies Acts on 
Mrch 13, followed on Mrch 23 by Executive rder 13910, to pre-
vent hording of helth nd medicl resources, nd eventully by 
the estblishment of  Deprtment of Justice (DJ) CVID-19 
Hording nd Price Gouging Tsk Force.12 

Despite these government eorts to nticipte such ctivities, 
medicl supply scms were lredy underwy. As erly s April 1, 
2020, the DJ nd the Deprtment of Helth nd Humn Services 
seized hundreds of thousnds of msks (N95 nd surgicl) nd 
other medicl equipment from  price gouger in Brooklyn who ws 
selling this equipment to doctors nd nurses t prices s much s 
700 percent bove mrket price.13 Comprble ctivities were con-
currently evolving in cyberspce. As erly s Mrch 22, the DJ 
led n ction ginst  website tht ws engging in wire frud 
nd steling credit crd informtion by promising to ship CVID-
19 vccines,14  good eight months before the rst nnouncement 
of such  vccine ws mde. Numerous other scm websites strted 
popping up oering nonexistent or counterfeit N95 msks, non-
existent CVID-19 tests, nd other frudulent CVID-19-relted 
items.15 While erly eorts focused on steling credit crd infor-
mtion, n ctul globl industry emerged to produce nd dis-
seminte counterfeit personl protective equipment (PPE). From 
Turkey to Romni, counterfeit PPE goods were seized t their 
point of production or intercepted by CBP gents s the items were 
shipped to the United Sttes. e UN ce on Drugs nd Crime 
summrized, in  2020 report, the wide globl footprint spred 
by the illicit production nd distribution of substndrd nd fl-
sied medicl products, spnning ll continents nd thousnds 
of websites.16 
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Reshaping Business Environments
Concurrently with illicit ctivities tking dvntge of emerging 
business opportunities, criminl orgniztions sw the pndemic s 
 unique opportunity to strengthen their position within locl com-
munities. In  unique tke on brnd mngement, the Sinlo Cr-
tel invited BBC journlists to  sfehouse to record the crtel pcking 
tun, rice, nd toilet pper for Mexico’s poor.17 e pckges, mrked 
with the nme of “El Chpo” Guzmán, were distributed publicly, some 
directly by the crtel nd others through “El Chpo 701,” the brnd of 
Guzmn’s dughter Alejndrin. Although donting money to locl 
communities ws not unknown to the Sinlo Crtel under El Chpo, 
even more brutl crtels, like the Crtel Jlisco Nuev Generción, 
quite remrkbly joined this prctice.18 is nrco-philnthropy serves 
 direct purpose: to oer these crtels community leverge, potentilly 
strengthening their sttus s  locl uthority tht rivls stte uthority. 

Cybercrime’sEvolutionDuringCOVID-19

Cybercriminl dpttion to the pndemic environment occurred 
in two distinct stges. First, emil nd web-bsed scms immeditely 
pivoted to pndemic-relted goods nd services.19 As noted previously, 
nonexistent test kits, PPE, nd vccines were ll used s the bsis for 
nncil frud nd ruses for dt collection s soon s these items or 
nticipted developments received ttention in the public spce. Con-
sidering the miniml cost to dpt existing scms to these new res, nd 
the well-estblished cybercriminl tendency nd bility to dopt the fer 
of the dy,20 this is not surprising. e second dpttion stge included 
criminl ctivity tht took some time to rmp up, either becuse of infr-
structure or cpbility requirements, s in the cse of counterfeit goods, 
or becuse the ctions themselves took time, s in the cse of computer 
system nd network compromise. e subject of this section is this lst 
ctivity: the circumstnces, ctivities, nd implictions of cybercriminl 
system nd network compromise during the pndemic.
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Exploitation Targets
Prior to the pndemic, enterprise networks were in something of  
stedy-stte environment. Brodly speking, these systems hd re-
sonbly robust technicl countermesures in plce to secure their 
digitl ssets ginst externl ttckers nd to secure communictions 
between themselves nd business prtners, nd less-secure home 
users were somewht isolted from enterprise networks, s suggested 
in Figure 1. Attckers (red in Figures 1-3) fced solid defenses t 
the enterprise perimeter nd gined nothing ginst the enterprise 
by ttcking home users. is is not to sy tht these enterprise sys-
tems hd zero risk or tht they were not being ctively nd some-
times successfully ttcked vi phishing nd other mens. Rther, the 
enterprise ecosystem hd reched  sort of equilibrium where most 
hd resonble protections in plce nd were generlly not viewed s 
low-hnging fruit by the cyber ttcker community.

Figure1 ThePrepandemicAttackSurface

Perhps only in retrospect cn we mke the sttements bove, s 
it is only by comprison to the current stte of irs tht the prepn-
demic security posture of our enterprise systems looks good. e 
pndemic response drove  rushed, unplnned, nd inconsistently 
executed move to provide enterprise-wide, remote ccess with tools 
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nd technology tht were not initilly up to the tsk, performed by 
personnel oen lcking the necessry skills nd trining to securely 
implement these indequte tools nd technology, nd llowed  
sense of urgency to bypss the best prctices in risk ssessment nd 
risk mngement.21

is “rush-to-remote” incresed the direct ttck surfce of nerly
every system nd network in the enterprise ecosystem. Even if imple-
mented properly, instituting enterprise-wide remote ccess creted 
multiple new ttck vectors into  given network.22, 23 If ny errors 
were mde, then these errors compounded the number of dditionl 
vectors, incresing even further the enterprise’s risk exposure. nce 
in  network, ttckers hd incresed ccess to the enterprise’s prt-
ners s well (see Figure 2).

Figure2 ThePostpandemicDirectAttackSurface

To mke mtters worse, previously unconnected home users 
quickly becme remote workers with privileged ccess to the enter-
prise network (see Figure 3). Where business prtners hd previously 
been screened to ssess nd ensure their cyber security posture—
oen enforced contrctully—enterprises suddenly opened their 
entire networks to multiple endpoints with utterly unknown secu-
rity postures nd compromise sttes.24 e typicl home network 
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hs multiple unmnged devices on  single unprtitioned internl 
network with miniml physicl security, mixed personl nd profes-
sionl ccounts nd devices, no controls limiting the introduction 
nd removl of portble digitl devices, no personnel security, no for-
ml ptch mngement process, no ctive monitoring, nd uncertin 
network perimeter security.

Figure3 ThePostpandemicIndirectAttackSurface

In the prepndemic cyber world, business prtners were oen 
wlled o to  limited section of the enterprise network, nd they 
nd other remote users underwent dditionl monitoring to detect 
misuse or system compromise. Wlling o ws not possible when 
the entire workforce becme remote: s  group, they required 
ccess to the entire enterprise. Estblishing individul user system 
nd network permissions is unwieldy even when given plenty of 
time, nd time ws not  luxury tht enterprise IT tems nd risk 
mngers hd t the strt of the pndemic. Furthermore, the best 
prctice of incresed monitoring for remote users—whether busi-
ness prtners or workforce—does not scle. In short, the increse 
in direct nd indirect ttck surfces ment the prepndemic 
enterprise fortress becme n open city with eectively no wlls, 
mots, or gtes.
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From n ttcker’s point of view, home users who were of lim-
ited vlue s trgets before the pndemic bruptly becme esy 
gtewys to enterprise trgets of considerble vlue. Attckers 
could monitor the network endpoints of trc on  shred medium 
(e.g., neighborhood, public WiFi, etc.) nd estblish likely individu-
l-employer reltionships even without ccess to the encrypted net-
work trc contents. If n ttcker wnted to be  bit more direct 
bout  trget,  moderte mount of eort using open sources 
could identify the home loctions of t lest some employees from 
lmost ny orgniztion.

Postpandemic Considerations
Unfortuntely, the risk posed by the rushed implementtion of 
remote ccess is not limited to the pndemic timefrme. Considering 
the chllenges fced by IT tems to implement remote ccess t the 
pndemic lockdown’s outset, it is too much to hope tht ll steps tken 
were thoroughly documented so tht they could be fully undone er 
the lockdown ws lied. ese unintentionl residul congurtions, 
combined with the set of cpbilities delibertely le in plce,25 pres-
ent n undesirble deprture from the prepndemic security posture 
of enterprise networks nd systems. For those orgniztions desir-
ing to retin work-from-home cpbilities for their employees nd 
contrctors, much work remins to secure these endpoints nd the 
systems they ccess. 

Additionlly, networks nd systems were compromised during 
the lockdown,26 nd not ll of these compromises re yet known or
ddressed. ver time, we expect to discover these compromises s 
they re leverged by the ttckers, or discovered by thret-hunting 
nd remedition tems. As we lern more bout recent nd ongoing 
rnsomwre ttcks, we my nd tht some of these ttcks were 
fcilitted by the circumstnces of the lockdown nd remote ccess. 
e Colonil Pipeline hck, for exmple, ws reportedly initited 
vi  compromised VPN ccount.27 e pssword for this ccount 
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ws subsequently found connected to n unrelted brech on the 
Drk Web, rising the possibility tht the sme pssword my hve 
been re-used on multiple systems nd this ws how the ttckers 
compromised the ccount.28 Prepndemic, not s mny users hd 
VPN ccounts, nd these ccounts were more tightly controlled nd 
monitored; however, in the resource-chllenged pndemic times, it 
ppers tht n ccount ws not fully disbled nd VPN ccess ws 
not crefully monitored, enbling the successful ttck.

Other Considerations
Fortuntely, not ll implictions of the lockdown-driven, enterprise 
ccess chnges re bd from  cybercrime investigtion point of view. 
Cybercrime ctors were more ctive during the pndemic lockdown, 
for exmple, performing reconnissnce ctivities ginst  greter 
number of trgets. Expnding the trget set incresed not only the 
likelihood tht cybercriminls might hit  honeypot, but the likeli-
hood tht investigtors might discover this ctivity through routine 
detection, nd in both cses gin  richer dtset for correltion nd 
nlysis. is richer dtset hs incresed our bility to discover nd 
understnd cybercriminl ctivities nd infrstructure, both key 
spects of preventing nd mitigting ttcks. Additionlly, multiple 
non-cybercriminl orgniztions nd others entered the cybert-
tck spce with wek opertionl security nd without the requisite 
skills, tools, nd tctics. Returning to the Colonil Pipeline exmple, 
the ttckers represented  loose colition of t lest two dierent 
cybercriminl groups, one writing the rnsomwre tool nd nother 
executing the ttck. e rnsom, pid in Bitcoin, ws trnsferred 
through multiple Bitcoin wllets in the dys er the ttck, but  
sizeble portion (bout 85 percent) wound up in  wllet tht the 
FBI ws ble to seize.29 While not exctly  rookie mistke, trnsfer-
ring signicnt funds through  public ledger cryptocurrency nd to 
n insecure ccount revels the inexperience of t lest some of the 
ttckers. Put simply, mteurs mke mistkes, nd sometimes these 
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mteurs re connected to more sophisticted ctors, mking both of 
interest to nlysts nd investigtors.

Outlook:ChallengesandOpportunities

ne wy to describe the universe of illicit ctivities is through the tx-
onomy presented in Figure 4. e light-colored top boxes represent the 
ggregte of wht we know bout ctors nd opertions, wheres the 
bottom drker boxes represent wht is still unknown to us. ne of the 
mjor chllenges tht criminl investigtions fce is tht, while we hve 
resonble estimtes for the size of the top boxes, our understnding of 
the size of the bottom two boxes is obviously miniscule. Furthermore, 
this txonomy is chrcterized by the connections mong its compo-
nents. Some of these connections re known: we hve n understnd-
ing of connections between known ctors nd opertions (solid blue 
rrow). But some of the connections re only suspected: we suspect 
the connections between known ctors nd unknown ctors nd oper-
tions (blue-outlined rrow), but we do not know their full extent.  

e pndemic ected the connections of this txonomy in 
two wys. First, it brodened the previously unknown connections 
by dding novel links between known ctors nd unknown ctors/
unknown opertions (red-outlined rrow). At the sme time, we 
gined dditionl clrity on these connections, s some of them were 
reveled through pprehensions (solid red rrow). 

Seen through n investigtive lens, these developments hve 
dvnced our understnding by reveling new ctors nd oper-
tions, such s smll-time opportunistic criminls engged in price 
gouging or other illicit ctivities. Although these new insights re not 
expected to hve lsting or substntil eects, the connections estb-
lished during the pndemic between known ctors nd unknown 
ctors/unknown opertions cn be viewed s both chllenges nd 
opportunities. Chllenges becuse these previously known nd 
unknown ctors my be empowered, s my be the cse when they 
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enjoy heightened support by locl communities, or they my form 
more complex networks, with more sophisticted opertionl modi 
operndi nd cpbilities tht were up to now untpped. At the sme 
time, s some of these orgnized criminl networks my hve stepped 
beyond their trditionl opertion spces, we my gin dditionl 
opportunities to study them nd dvnce our understnding of their 
structure nd membership. 

Figure4 ATaxonomyofIllicitActivities

Returning to the question of criminl orgniztion gility tht we 
posed in this chpter’s introduction, we nd:

• e cartels and other criminal organizations are strengthened 
and emboldened in the aermath of the pandemic. Mny stte-
run institutions were wekened during the pndemic, both 
in terms of ctul wekness (e.g., budgets, stng, infr-
structure) nd in terms of public trust. is dmge will tke 
yers to repir, nd, in the interim, criminl orgniztions will 
continue to step in nd exploit the current voids. Similrly, 
cybercriminls lerned much during the pndemic nd will 
use these new skills going forwrd; they lso built  signicnt 
bcklog of compromised systems for lter exploittion.
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• e pandemic oered, and still does oer, a unique opportu-
nity to study the agility of criminal organizations. First impres-
sions suggest tht these ctors re remrkbly resilient nd 
dptble. n the other hnd, the new ctivities nd ssoci-
ted indictors hve not been invisible. ngoing nd future 
reserch nd nlysis promise  better understnding of how 
these dpttions occur, wht dt nd indictors we might 
collect nd develop, nd how we might detect nd disrupt 
such ctivities in their erly stges.

• Criminal organization structure is more exposed than it was 
prepandemic. As these orgniztions moved into new res of 
ctivity, sometimes unprepred nd ill-equipped to do so, we 
hve found bundnt dt to support nlysis nd discovery of 
criminl network ctivity nd structure. Anlysis of these new 
res will led to connections, discovery, nd understnding 
of previously stelthy ctivities, fcilitting disruption nd dis-
mntling of the underlying criminl orgniztions behind the 
ctivities rther thn simply ddressing criminl ctivities in  
surfce nd piecemel fshion.
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