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A POSTPANDEMIC OUTLOOK FOR
ORGANIZEDCRIMINALACTIVITIES:
AGILITYACROSSTHEPHYSICAL,
SOCIAL,ANDCYBERSPACES

Jim Jones and Anthony Stefanidis

e global COVID-19 pandemic and response aected every aspect of 
our society, including the activities of criminal organizations. In this 
chapter, we discuss several examples of criminal organization agil-
ity during the pandemic, drawn from the physical, social, and cyber 
domains. We assess that criminal organizations are emerging from 
the pandemic stronger than before, the pandemic presents a unique 
opportunity to study criminal organization agility, and criminal 
organizations are more exposed aer their pandemic-driven adjust-
ments. We also assess that this adjusted criminal activity and other 
factors, including risky operations that expose discoverable data, cre-
ate investigative opportunities that will enable a deeper understand-
ing of criminal organization structure and will enhance our ability 
to disrupt and dismantle the organizations behind a broad range of 
illegal activity.
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COVID-19DisruptsIllicitBusiness

e eects of the CVID-19 pndemic on the globl economy were 
substntil nd brod reching. Hrvrd economists Dvid Cutler 
nd Lrry Summers estimted in 2020 tht the combined nncil 
cost of pndemic-relted lost output, s well s current nd long-
term helth expenses, mounted to $16 trillion in the United Sttes 
lone,1 mking this the biggest economic crisis since the Gret 
Depression. With the illicit economy ccounting for  not insignif-
icnt prt of the globl economy—estimtes put it t 5-10 percent 
of the globl GDP2—it ws expected tht this subset too would be 
ected by the pndemic.   

In ddition to upending everydy life worldwide, pndemic- 
relted disruptions ected numerous ctivities tht re integrl 
prts of the opertions of trnsntionl criminl orgniztions. For 
exmple. restrictions on trvel, border closings, nd worldwide lock-
downs temporrily obstructed the globl illicit drug supply chin.3 
As  result, the movement of drugs into nd throughout the United 
Sttes ws temporrily disrupted, lowering the vilbility nd ris-
ing the price of illicit drugs like heroin nd fentnyl during the rst 
hlf of 2020.4 

But the disruptive eects of CVID-19 on illicit ctivities were 
complex nd multifceted. Humn smuggling crtel opertions, for 
exmple, were impcted by the CVID-19-induced restrictions on 
nonessentil trvel cross the United Sttes-Mexico border. U.S. 
Customs nd Border Ptrol (CBP) dt suggest  mssive drop in 
pprehensions of fmilies from the Northern Tringle—comprising 
Guteml, Hondurs, nd El Slvdor—tht ttempted to cross the 
Southwest border into the United Sttes in mid-2020 compred to  
yer erlier.5 At the sme time, however, the economic crisis in the 
United Sttes resulted in  signicnt drop in remittnces sent by 
migrnt workers to their fmilies bck home in Mexico. is put these 
fmilies in nncil hrdship nd drove higher migrtion ptterns 
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from Mexico to the United Sttes, with the result of n ctul increse 
in the number of Mexicn fmilies pprehended while crossing the 
border.6 So, while the pndemic creted obstcles for some mnifes-
ttions of orgnized criminl ctivities, it lso creted opportunities. 

In this chpter, we focus on the gility demonstrted by crimi-
nl networks round the world during the CVID-19 crisis, s they 
diversied their opertionl portfolio to tke dvntge of the oppor-
tunities emerging during the pndemic. We do so by exmining illicit 
ctivities tht relte to the trde of substndrd helth supplies nd 
certin cybercrime ctivities tht cpitlize on the Zoom-dominted 
workplce environment tht chrcterized the initil 12-month 
pndemic period. ese representtive exmples of the gility nd 
resourcefulness displyed by these orgniztions support n rgu-
ment tht we should be viewing such orgniztions s functionl net-
works in pursuit of opportunities, rther thn rigid structures tht 
re exclusively pursuing specic types of opertions. 

IllicitActivitiesAdaptingtothePandemic

e senstionlistic mens nd brod societl impct of illicit ctiv-
ities tend to dominte ttention when we try to understnd nd 
respond to such ctivities. However, studying them under the light of 
economics principles provides dditionl insight on gols nd meth-
ods, especilly regrding orgnized illegl entities like crtels.7, 8

In tht context, the disruptive eects of the pndemic tested the 
dptbility of illicit businesses. Businesses dpt for two resons: to 
respond to chnges in their business environment or to reshpe exist-
ing environments9, 10 in n eort to identify nd cpitlize on emerg-
ing mrket opportunities.11 And illicit business pursued both. 

Taking Advantage of a New Business Environment
e pndemic chnged the business environment by mking medicl 
supplies  scrce nd, therefore, highly protble commodity. Events 
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in the erly stges of the pndemic were indictive of individul illicit 
entrepreneurship, rther thn orgnized eorts.

e World Helth rgniztion declred CVID-19  pn-
demic on Mrch 11, 2020, nd the United Sttes declred  ntionl 
emergency under the Stord nd Ntionl Emergencies Acts on 
Mrch 13, followed on Mrch 23 by Executive rder 13910, to pre-
vent hording of helth nd medicl resources, nd eventully by 
the estblishment of  Deprtment of Justice (DJ) CVID-19 
Hording nd Price Gouging Tsk Force.12 

Despite these government eorts to nticipte such ctivities, 
medicl supply scms were lredy underwy. As erly s April 1, 
2020, the DJ nd the Deprtment of Helth nd Humn Services 
seized hundreds of thousnds of msks (N95 nd surgicl) nd 
other medicl equipment from  price gouger in Brooklyn who ws 
selling this equipment to doctors nd nurses t prices s much s 
700 percent bove mrket price.13 Comprble ctivities were con-
currently evolving in cyberspce. As erly s Mrch 22, the DJ 
led n ction ginst  website tht ws engging in wire frud 
nd steling credit crd informtion by promising to ship CVID-
19 vccines,14  good eight months before the rst nnouncement 
of such  vccine ws mde. Numerous other scm websites strted 
popping up oering nonexistent or counterfeit N95 msks, non-
existent CVID-19 tests, nd other frudulent CVID-19-relted 
items.15 While erly eorts focused on steling credit crd infor-
mtion, n ctul globl industry emerged to produce nd dis-
seminte counterfeit personl protective equipment (PPE). From 
Turkey to Romni, counterfeit PPE goods were seized t their 
point of production or intercepted by CBP gents s the items were 
shipped to the United Sttes. e UN ce on Drugs nd Crime 
summrized, in  2020 report, the wide globl footprint spred 
by the illicit production nd distribution of substndrd nd fl-
sied medicl products, spnning ll continents nd thousnds 
of websites.16 
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Reshaping Business Environments
Concurrently with illicit ctivities tking dvntge of emerging 
business opportunities, criminl orgniztions sw the pndemic s 
 unique opportunity to strengthen their position within locl com-
munities. In  unique tke on brnd mngement, the Sinlo Cr-
tel invited BBC journlists to  sfehouse to record the crtel pcking 
tun, rice, nd toilet pper for Mexico’s poor.17 e pckges, mrked 
with the nme of “El Chpo” Guzmán, were distributed publicly, some 
directly by the crtel nd others through “El Chpo 701,” the brnd of 
Guzmn’s dughter Alejndrin. Although donting money to locl 
communities ws not unknown to the Sinlo Crtel under El Chpo, 
even more brutl crtels, like the Crtel Jlisco Nuev Generción, 
quite remrkbly joined this prctice.18 is nrco-philnthropy serves 
 direct purpose: to oer these crtels community leverge, potentilly 
strengthening their sttus s  locl uthority tht rivls stte uthority. 

Cybercrime’sEvolutionDuringCOVID-19

Cybercriminl dpttion to the pndemic environment occurred 
in two distinct stges. First, emil nd web-bsed scms immeditely 
pivoted to pndemic-relted goods nd services.19 As noted previously, 
nonexistent test kits, PPE, nd vccines were ll used s the bsis for 
nncil frud nd ruses for dt collection s soon s these items or 
nticipted developments received ttention in the public spce. Con-
sidering the miniml cost to dpt existing scms to these new res, nd 
the well-estblished cybercriminl tendency nd bility to dopt the fer 
of the dy,20 this is not surprising. e second dpttion stge included 
criminl ctivity tht took some time to rmp up, either becuse of infr-
structure or cpbility requirements, s in the cse of counterfeit goods, 
or becuse the ctions themselves took time, s in the cse of computer 
system nd network compromise. e subject of this section is this lst 
ctivity: the circumstnces, ctivities, nd implictions of cybercriminl 
system nd network compromise during the pndemic.
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Exploitation Targets
Prior to the pndemic, enterprise networks were in something of  
stedy-stte environment. Brodly speking, these systems hd re-
sonbly robust technicl countermesures in plce to secure their 
digitl ssets ginst externl ttckers nd to secure communictions 
between themselves nd business prtners, nd less-secure home 
users were somewht isolted from enterprise networks, s suggested 
in Figure 1. Attckers (red in Figures 1-3) fced solid defenses t 
the enterprise perimeter nd gined nothing ginst the enterprise 
by ttcking home users. is is not to sy tht these enterprise sys-
tems hd zero risk or tht they were not being ctively nd some-
times successfully ttcked vi phishing nd other mens. Rther, the 
enterprise ecosystem hd reched  sort of equilibrium where most 
hd resonble protections in plce nd were generlly not viewed s 
low-hnging fruit by the cyber ttcker community.

Figure1 ThePrepandemicAttackSurface

Perhps only in retrospect cn we mke the sttements bove, s 
it is only by comprison to the current stte of irs tht the prepn-
demic security posture of our enterprise systems looks good. e 
pndemic response drove  rushed, unplnned, nd inconsistently 
executed move to provide enterprise-wide, remote ccess with tools 
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nd technology tht were not initilly up to the tsk, performed by 
personnel oen lcking the necessry skills nd trining to securely 
implement these indequte tools nd technology, nd llowed  
sense of urgency to bypss the best prctices in risk ssessment nd 
risk mngement.21

is “rush-to-remote” incresed the direct ttck surfce of nerly
every system nd network in the enterprise ecosystem. Even if imple-
mented properly, instituting enterprise-wide remote ccess creted 
multiple new ttck vectors into  given network.22, 23 If ny errors 
were mde, then these errors compounded the number of dditionl 
vectors, incresing even further the enterprise’s risk exposure. nce 
in  network, ttckers hd incresed ccess to the enterprise’s prt-
ners s well (see Figure 2).

Figure2 ThePostpandemicDirectAttackSurface

To mke mtters worse, previously unconnected home users 
quickly becme remote workers with privileged ccess to the enter-
prise network (see Figure 3). Where business prtners hd previously 
been screened to ssess nd ensure their cyber security posture—
oen enforced contrctully—enterprises suddenly opened their 
entire networks to multiple endpoints with utterly unknown secu-
rity postures nd compromise sttes.24 e typicl home network 
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hs multiple unmnged devices on  single unprtitioned internl 
network with miniml physicl security, mixed personl nd profes-
sionl ccounts nd devices, no controls limiting the introduction 
nd removl of portble digitl devices, no personnel security, no for-
ml ptch mngement process, no ctive monitoring, nd uncertin 
network perimeter security.

Figure3 ThePostpandemicIndirectAttackSurface

In the prepndemic cyber world, business prtners were oen 
wlled o to  limited section of the enterprise network, nd they 
nd other remote users underwent dditionl monitoring to detect 
misuse or system compromise. Wlling o ws not possible when 
the entire workforce becme remote: s  group, they required 
ccess to the entire enterprise. Estblishing individul user system 
nd network permissions is unwieldy even when given plenty of 
time, nd time ws not  luxury tht enterprise IT tems nd risk 
mngers hd t the strt of the pndemic. Furthermore, the best 
prctice of incresed monitoring for remote users—whether busi-
ness prtners or workforce—does not scle. In short, the increse 
in direct nd indirect ttck surfces ment the prepndemic 
enterprise fortress becme n open city with eectively no wlls, 
mots, or gtes.

Network members

Network attackers

Secure 
Communications

NetworkA NetworkB
HomeNetwork



197

A Postpandemic Outlook for Organized Criminal Activities

From n ttcker’s point of view, home users who were of lim-
ited vlue s trgets before the pndemic bruptly becme esy 
gtewys to enterprise trgets of considerble vlue. Attckers 
could monitor the network endpoints of trc on  shred medium 
(e.g., neighborhood, public WiFi, etc.) nd estblish likely individu-
l-employer reltionships even without ccess to the encrypted net-
work trc contents. If n ttcker wnted to be  bit more direct 
bout  trget,  moderte mount of eort using open sources 
could identify the home loctions of t lest some employees from 
lmost ny orgniztion.

Postpandemic Considerations
Unfortuntely, the risk posed by the rushed implementtion of 
remote ccess is not limited to the pndemic timefrme. Considering 
the chllenges fced by IT tems to implement remote ccess t the 
pndemic lockdown’s outset, it is too much to hope tht ll steps tken 
were thoroughly documented so tht they could be fully undone er 
the lockdown ws lied. ese unintentionl residul congurtions, 
combined with the set of cpbilities delibertely le in plce,25 pres-
ent n undesirble deprture from the prepndemic security posture 
of enterprise networks nd systems. For those orgniztions desir-
ing to retin work-from-home cpbilities for their employees nd 
contrctors, much work remins to secure these endpoints nd the 
systems they ccess. 

Additionlly, networks nd systems were compromised during 
the lockdown,26 nd not ll of these compromises re yet known or
ddressed. ver time, we expect to discover these compromises s 
they re leverged by the ttckers, or discovered by thret-hunting 
nd remedition tems. As we lern more bout recent nd ongoing 
rnsomwre ttcks, we my nd tht some of these ttcks were 
fcilitted by the circumstnces of the lockdown nd remote ccess. 
e Colonil Pipeline hck, for exmple, ws reportedly initited 
vi  compromised VPN ccount.27 e pssword for this ccount 
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ws subsequently found connected to n unrelted brech on the 
Drk Web, rising the possibility tht the sme pssword my hve 
been re-used on multiple systems nd this ws how the ttckers 
compromised the ccount.28 Prepndemic, not s mny users hd 
VPN ccounts, nd these ccounts were more tightly controlled nd 
monitored; however, in the resource-chllenged pndemic times, it 
ppers tht n ccount ws not fully disbled nd VPN ccess ws 
not crefully monitored, enbling the successful ttck.

Other Considerations
Fortuntely, not ll implictions of the lockdown-driven, enterprise 
ccess chnges re bd from  cybercrime investigtion point of view. 
Cybercrime ctors were more ctive during the pndemic lockdown, 
for exmple, performing reconnissnce ctivities ginst  greter 
number of trgets. Expnding the trget set incresed not only the 
likelihood tht cybercriminls might hit  honeypot, but the likeli-
hood tht investigtors might discover this ctivity through routine 
detection, nd in both cses gin  richer dtset for correltion nd 
nlysis. is richer dtset hs incresed our bility to discover nd 
understnd cybercriminl ctivities nd infrstructure, both key 
spects of preventing nd mitigting ttcks. Additionlly, multiple 
non-cybercriminl orgniztions nd others entered the cybert-
tck spce with wek opertionl security nd without the requisite 
skills, tools, nd tctics. Returning to the Colonil Pipeline exmple, 
the ttckers represented  loose colition of t lest two dierent 
cybercriminl groups, one writing the rnsomwre tool nd nother 
executing the ttck. e rnsom, pid in Bitcoin, ws trnsferred 
through multiple Bitcoin wllets in the dys er the ttck, but  
sizeble portion (bout 85 percent) wound up in  wllet tht the 
FBI ws ble to seize.29 While not exctly  rookie mistke, trnsfer-
ring signicnt funds through  public ledger cryptocurrency nd to 
n insecure ccount revels the inexperience of t lest some of the 
ttckers. Put simply, mteurs mke mistkes, nd sometimes these 
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mteurs re connected to more sophisticted ctors, mking both of 
interest to nlysts nd investigtors.

Outlook:ChallengesandOpportunities

ne wy to describe the universe of illicit ctivities is through the tx-
onomy presented in Figure 4. e light-colored top boxes represent the 
ggregte of wht we know bout ctors nd opertions, wheres the 
bottom drker boxes represent wht is still unknown to us. ne of the 
mjor chllenges tht criminl investigtions fce is tht, while we hve 
resonble estimtes for the size of the top boxes, our understnding of 
the size of the bottom two boxes is obviously miniscule. Furthermore, 
this txonomy is chrcterized by the connections mong its compo-
nents. Some of these connections re known: we hve n understnd-
ing of connections between known ctors nd opertions (solid blue 
rrow). But some of the connections re only suspected: we suspect 
the connections between known ctors nd unknown ctors nd oper-
tions (blue-outlined rrow), but we do not know their full extent.  

e pndemic ected the connections of this txonomy in 
two wys. First, it brodened the previously unknown connections 
by dding novel links between known ctors nd unknown ctors/
unknown opertions (red-outlined rrow). At the sme time, we 
gined dditionl clrity on these connections, s some of them were 
reveled through pprehensions (solid red rrow). 

Seen through n investigtive lens, these developments hve 
dvnced our understnding by reveling new ctors nd oper-
tions, such s smll-time opportunistic criminls engged in price 
gouging or other illicit ctivities. Although these new insights re not 
expected to hve lsting or substntil eects, the connections estb-
lished during the pndemic between known ctors nd unknown 
ctors/unknown opertions cn be viewed s both chllenges nd 
opportunities. Chllenges becuse these previously known nd 
unknown ctors my be empowered, s my be the cse when they 



200

A WORLD EMERGING FROM PANDEMIC

enjoy heightened support by locl communities, or they my form 
more complex networks, with more sophisticted opertionl modi 
operndi nd cpbilities tht were up to now untpped. At the sme 
time, s some of these orgnized criminl networks my hve stepped 
beyond their trditionl opertion spces, we my gin dditionl 
opportunities to study them nd dvnce our understnding of their 
structure nd membership. 

Figure4 ATaxonomyofIllicitActivities

Returning to the question of criminl orgniztion gility tht we 
posed in this chpter’s introduction, we nd:

• e cartels and other criminal organizations are strengthened 
and emboldened in the aermath of the pandemic. Mny stte-
run institutions were wekened during the pndemic, both 
in terms of ctul wekness (e.g., budgets, stng, infr-
structure) nd in terms of public trust. is dmge will tke 
yers to repir, nd, in the interim, criminl orgniztions will 
continue to step in nd exploit the current voids. Similrly, 
cybercriminls lerned much during the pndemic nd will 
use these new skills going forwrd; they lso built  signicnt 
bcklog of compromised systems for lter exploittion.
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• e pandemic oered, and still does oer, a unique opportu-
nity to study the agility of criminal organizations. First impres-
sions suggest tht these ctors re remrkbly resilient nd 
dptble. n the other hnd, the new ctivities nd ssoci-
ted indictors hve not been invisible. ngoing nd future 
reserch nd nlysis promise  better understnding of how 
these dpttions occur, wht dt nd indictors we might 
collect nd develop, nd how we might detect nd disrupt 
such ctivities in their erly stges.

• Criminal organization structure is more exposed than it was 
prepandemic. As these orgniztions moved into new res of 
ctivity, sometimes unprepred nd ill-equipped to do so, we 
hve found bundnt dt to support nlysis nd discovery of 
criminl network ctivity nd structure. Anlysis of these new 
res will led to connections, discovery, nd understnding 
of previously stelthy ctivities, fcilitting disruption nd dis-
mntling of the underlying criminl orgniztions behind the 
ctivities rther thn simply ddressing criminl ctivities in  
surfce nd piecemel fshion.
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