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Abstract

This thesis introduces a methodology for determining program locations where
faults can easily hide. It is a program structure-based model that analyzes pro-
gram flow both statically and dynamically; each program location is analyzed
relative to its preceding locations and succeeding locations. A statistical model
termed propagation analysis studies the relation between incorrect internal data
states and their affect on the output. Infection analysis is a statistical model
which studies the relation between classes of faults and internal data states. To-
gether these two models combine to form one model of analyzing programs termed

Propagation and Infection Analysis(PIA).

PIA employs aspects of both software testing methods and verification tech-
niques. The results of PIA distinguish it from traditional verification efforts how-
ever. Verification compares a program with its specification. The ultimate goal
of verification is to show the program is correct with respect to its specification.
PIA characterizes a program in terms of how its failure behavior will be impacted
by the presence of faults at various locations. A location which minimally impacts
the failure bebavior is called fault insensitive. The goal of PIA is to identify fault
insensitive location. Since program correctness, safety, and reliability are all intri-
cately connected to the presence (or absence) of faults in the code, PIA therefore
provides information useful in quantifying the effectiveness of other verification
activities.

The implementation of the propagation and infection analysis model is per-
formed through dynamic executions of the program. Propagation analysis quan-
tifies the impacts on a program after its internal data states have been altered;
infection analysis quantifies the impacts on internal data states that “common”
faults have once injected at program locations. The statistics gathered from both
altered data states and altered locations are then used to make predictions about
expected program behavior if a fault were there,

Models are also provided for applying the results from propagation and infec-
tion analysis to a variety of applications dealing with software quality assurance.
These include software complexity, debugging, software testing, software reliabil-
ity, software security, and probable correctness.

xii
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Chapter 1
Introduction

This thesis presents both a model and an implementation for quantifying the
impact that a particular location in the program has on the program’s output
behavior. This enables identification of program locations where faults may more
easily be hidden. Quantification of the impact of such sections is important in
areas such as probable correctness, software reliability, and program testing.

1.1 Definition of the Problem

This thesis explores the problem of determining where a fault can easily hide. It
does this by quantifying the impact that each location has on a program’s output
behavior. With this knowledge, the complementary information is also revealed:
determining where a fault can not easily hide through the same quantifying process.
This thesis presents a model and an implementation for solving this problem; the
method does not use the program’s specification or an oracle. The scheme requires
no prior knowledge of the software specification, design, or implementation.

The method introduced is called “Propagation and Infection Analysis(PIA)”.
Propagation and infection analysis employs aspects of both software testing meth-
ods and verification techniques [7]). The results of propagation and infection anal-
ysis distinguish it from traditional verification efforts however. Verification com-
pares a program with its specification. The ultimate goal of verification is to
show the program is correct with respect to its specification [21]. Propagation
and infection analysis characterizes a program in terms of how its failure behavior
will be impacted by the presence of faults at various locations. A location which
minimally impacts the failure behavior is called fault insensitive. The goal of
propagation and infection analysis is to identify fault insensitive locations. Since

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CHAPTER 1. INTRODUCTION 2

program correctness, safety, and reliability are all intricately connected to the
presence (or absence) of faults in the code, propagation and infection analysis
therefore provides information useful in quantifying the effectiveness of other ver-
ification activities.

Determining the impact a fault will have on a program’s variables(internal or
output) is difficult. Examples can be created where:

1. removing a fault increases the failure rate,
2. adding a fault decreases the failure rate, and

3. adding two identical faults to different locations produce radically different
failure rates [22].

This thesis builds on ideas found in [16, 5]. Morell [16] defines a creation con-
dition as a boolean condition describing program states in which the substitution
of alternate code alters the computation. He further defines a propagation condi-
tion to be a boolean condition under which two altering states produce different
output. These ideas are extended into the methodology of propagation analysis
and infection analysis [22]. Propagation analysis empirically determines the prob-
ability of a propagation condition being satisfied; infection analysis empirically
determines the probability of a creation condition being satisfied.

1.2 Importance of the Problem

Quantification of the impact of each location on the program hehavior is important
in areas such as probable correctness [6], software reliability [17, 2], and program
testing [7]. With the information collected from propagation and infection analy-
sis, the following can be determined.

1. Where to get the most benefit from limited testing resources (fault insensi-
tive locations require more testing, therefore by identifying these locations,
propagation and infection analysis saves resources which can be applied
to the more critical fault insensitive locations; propagation and infection
analysis results can save testing locations with more input points than are
necessary to be convinced the location is probably correct),

2. Where not to emphasize testing; (propagation and infection analysis results
may show extreme fault insensitivity thereby pinpointing locations for which
no reasonable amount of testing can be performed to show high confidence
in probable correctness, thus alternative techniques should be applied),
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CHAPTER 1. INTRODUCTION 3

3. The degree to which testing must be performed in order to be convinced
that a location is probably correct; (propagation and infection analysis re-
sults may be used to determined how many test cases are necessary to be
convinced a location is probably correct), and

4. Whether or not software should be rewritten (propagation and infection
analysis results may be used as a guide to whether software is accepted,
i.e., if a piece of software has more than some threshold of fault insensitive
locations, then the product may be rejected since too much testing will be
required before probable correctness can be shown).

There are other applications of these ideas; several are discussed in Chapter 5.
The results of propagation and infection analysis tell where faults are more or less
likely to exist, and this points to locations in the code where extra attention is
warranted.

1.3 Survey of Related Techniques

There exist many schemes for fault detection in computer programs; these schemes
are generally classified as either static or dynamic. Two broad schemes of static
analysis are proof-of-correctness and program review. Testing, software reliability,
and propagation and infection analysis are dynamic analysis schemes. Proof-of-
correctness is static in that a formal proof is constructed to show that the function
computed by the code is correct with respect to the specification [15, 1]. Program
review inspects both the code and design to reduce the number of errors [3].
Testing is dynamic in that the program is executed on actual inputs. Software
reliability measures the probability of the failure-free operation of software in some
time interval [2]. The remainder of this section discusses how propagation and
infection analys’s is both unique yet related to dynamic and static schemes for
analyzing the function a program computes.

Testing plays a significant role in analyzing software for faults. Statement
testing attempts to execute every statement at least once; branch testing is another
dynamic structural testing scheme that requires that each branch be executed at
least once [15, 8, 19]. Both of these techniques are structural methods of covering
software. However executing a location and not observing a failure merely provides
one data point for estimating whether or not the statement contains a fault.
Propagation and infection analysis is another structural method which covers
the software structure. However propagation and infection analysis extends this
coverage idea to quantify the impact that a fault at a location will have on the
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CHAPTER 1. INTRODUCTION 4

failure rate.

Mutation testing [20] is testing strategy which evaluates the input points, by
taking a program P and producing n versions(mutents) of P, [p1,ps,...ps], that
are syntactically different from P. If the input points distinguish the mutants
from P, then it is assumed that if the actual program works with those test cases,
the program is good. Mutation testing assumes the “competent programmer hy-
pothesis” which states that a competent programmer produces code that is close
to being correct, where “close” means only a few syntax changes are required to
correct the program. It also assumes that faults that interact can be caught with
test data that reveals single faults, i.e., fault coupling is ignored [14]. Mutation
testing tests input data; good test data kills all mutants. Infection analysis uses
mutation testing ideas in the following way: Syntactic changes are made to pro-
gram locations; however, in propagation and infection analysis, these syntactic
changes must cause semantic changes. Propagation analysis generalizes the ap-
plicability of mutation testing by allowing the data state to be perturbed. Note,
however, that PIA’s goal is significantly different than mutation testing. Whereas
mutation testing tests the input data, infection analysis tests the location’s ability
to sustain a change in its semantics yet not change the state of the program.

Error-based testing attempts to define certain classes of errors and the subdo-
main of the input space which should reveal any error of that class if that error
type exists in the program [18, 23]. Morell [16] proves properties about error-
based strategies concerning certain errors that can and cannot be eliminated us-
ing error-based testing. Since error-based testing restricts the class of computable
functions, it is limited as well. Error-based testing defines errors in terms of their
syntax. Propagation and infection analysis is related to error-based testing in
that it advances the notion of error-based testing by defining classes of errors in
terms of their impact on the state of the program. Hence determination can be
made for each location of what a state error of a particular impact has on the
program’s output behavior. If the output behavior of the program is not similar
to the expected impact, then a fault of that particular impact can be dismissed as
not occurring. Hence propagation analysis can show that an infinite set of errors
of a particular impact is unlikely to exist in the program.

Fault-seeding is an error-based technique used to estimate both the number of
faults remaining as well as their type. Faults are seeded and the “seeded” version
is then run. Based upon the number of faults discovered, an estimate of the
number of remaining faults is made [12]. A drawback is that if the seeded faults
are not representative of the inherent faults, the estimate is invalid. Stratified
fault-seeding [13] improves fault-seeding by using the results from propagation
analysis and infection analysis. It can be used to show that faults of a particular
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CHAPTER 1. INTRODUCTION 5

impact do not exist, instead of a syntactic class of faults.

Testing and propagation and infection analysis are fundamentally different.
Testing’s goal is to detect faults through the production of failures; propagation
and infection analysis’s goal is to statistically determine whether or not a location
will reveal a fault through the production of a failure. Propagation and infection
analysis may be viewed as a method for producing raw informatior that is central
to the analysis of white-box testing strategies.

Software reliability is concerned with program output behavior. It attempts to
predict from previous behavior either the probability of no failures in a specified
time interval, or the number of remaining faults 2, 17]. In general, software
reliability models are black-box schemes which do not consider the code. By
relating fault presence to failure tendency, propagation and infection analysis may
serve as the basis for a white-box model of software reliability.

Proof-of-correctness is a static method which can show the absolute correctness
of a program. There are programs, however, where no such proof is possible. An-
other problem with correctness proofs is proving the correctness of the proof. The-
oretically, Propagation and infection analysis is applicable to any program, thus
programs for which proofs-of-correctness are not possible may still be analyzed
with propagation and infection analysis. For programs where proofs-of-correctness
are not possible, Propagation and infection analysis can provide information on
both where and to what degree to perform testing. Proofs of correctness require a
specification; propagation and infection analysis does not require a specification.

In summary, propagation and infection analysis contains information not pre-
viously available, information that can be used by both dynamic and static veri-
fication schemes. The difference between propagation and infection analysis and
other methods is the information necessary to use the method and the information
provided by the method. Both these differences are significant in several diverse
applications.!

1.4 Propagation and Infection Overview

Propagation and Infection Analysis is built upon the three conditions which are
necessary and sufficient for a program to fail:

1. a fault must be reached,

1See Chapter 5.
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CHAPTER 1. INTRODUCTION 6

2. the fault must cause an incorrect internal data state, and

3. the incorrect internal data state must eventually cause incorrect output.

Thus for a program location to be fault insensitive, one of the three conditions
above must have a high probability of being false for a randomly selected input.
A rarely executed location could easily hide a fault, since the location rarely is
presented the opportunity to affect the output behavior. Next, suppose there is a
location which should have the correct statement x := x mod 10000000. And further
suppose the value of x prior to this statement is almost always positive and less
than 100. Then there are many constants which can replace 107 and yet still not
produce an incorrect internal data state. Hence a fault could easily hide here as
well. Finally, suppose a program outputs x*y and y is almost always zero. The
location where x is defined is a location where a perturbed data state (where x
has a perturbed value) frequently produces correct output. This too is a location
where a fault can easily hide.

For each location, propagation and infection analysis statistically estimates
for a probability of each of these three conditions occurring. Thus propagation
and infection analysis is a white-box scheme for quantifying the impact that each
location has on the failure behavior of a program.

1.5 Thesis Organization

The organization of the thesis is as follows: defining the area of interest, defining
a model for the area of interest and its definitions, developing algorithms for
implementing the model, implementing and experimenting with the algorithms,
and showing the application of the model. A chapter overview follows:

Chapter 2: Terminology. This chapter restates standard definitions from soft-
ware engineering and provides definitions specific to the propagation and in-
fection analysis model. For those familiar with dataflow analysis{10, 11, 9, 4],
the first section may be skimmed.

Chapter 3: Algorithms for Propagation and Infection. Chapter 3 presents
algorithms for implementing the model introduced in Chapter 2. '

Chapter 4: Propagation and Infection Methodology. This chapter describes
the parts of the PIA methodology and how they interact. It also presents
assumptions about the input program. Chapter 4 introduces alternative
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CHAPTER 1. INTRODUCTION (f

schemes for implementing the PIA model to those in Chapter 3, which are
analytical versus computational.

Chapter 5: Propagation and Infection Applications. This chapter presents
several application areas of propagation and infection analysis: software
reliability, probable correctness, debugging, software testing, and software
metrics. A brief introduction or references to each area is given, as well as
introductory models showing how propagation and infection analysis may
be applied.

Chapter 6: Empirical Results. Chapter 6 presents the results of several ex-
periments on non-trivial programs showing the value of the model and imple-
mentation. Also, Chapter 6 empirically shows an important characteristic
of similar versions of a program: the propagation and infection results from
one version of a program are often identical for another version. In cases
where they are not identical they are often very similar. This means the
analysis may begin sooner in the software life-cycle, and the analysis results
do not change drastically as faults are removed.

Chapter 7: Conclusions. This chapter briefly summarizes the accomplishments
of the thesis and acknowledges the weaknesses and limitations of both the
model and implementation. Future work to be performed is detailed.

There are four appendices in the thesis. The following briefly summarizes their
contents:

Appendix A: Mathematical Preliminaries. Appendix A contains introduc-
tory material from several areas of computer science and mathematics,
including graphs, regular expressions, conditional probability, and Monte
Carlo simulation.

Appendix B: Programs for Propagation and Infection Estimates of qck-
srt. This appendix shows the programs used on a quicksort program to
produce the results of the thesis model. It is included to show exactly how
estimates are produced.

Appendix C: Program Used in Experiment I. This appendix contains the
source code of a particular function used in one experiment from Chapter 6.

Appendix D: Notation and Symbols Appendix D is a summary of the nota-
tion and symbols used throughout the thesis. This appendix will be useful
as a quick reference guide during reading.
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Chapter 2

Terminology

For the reader who is unfamiliar with software engineering terminology, this chap-
ter gives a brief introduction to particular terms from software engineering that
are related to this research. These terms appear throughout the chapters and in
many method-related definitions. For those interested in reviewing tne requisite
mathematics needed, Appendix A contains brief synopses.

This chapter’s main purpose is to introduce the definitions specific to the prop-
agation and infection analysis model; some are in [5]. This chapter also contains
definitions tailored for particular application areas of propagation and infection
analysis which are introduced in Chapter 5. Additional definitions appear in latter
chapters as needed. The first section of Chapter 2 gives definitions that uniquely
identify code fragments; this is necessary since propagation and infection analysis
is a structure-based method. Section 2.2 contains definitions for implementing the
PIA methodology on the code “chunks” defined in Section 2.1.

2.1 Abstraction Level Definitions

A program may be viewed at various levels of abstraction. The level of abstraction
refers to the method of grouping program pieces into particular units. Forming
levels of abstraction allows for a convenient way to either discuss specific locations,
semantically meaningful groups of locations, or syntactically meaningful groups.

The highest abstraction level is the entire program. The lowest level is one
bit of the object program. Other low level choices include the assembly code
instructions and machine code instructions. Higher levels come from the source
program,; choices include a statement, a path, a module, a language sub-construct,

10
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CHAPTER 2. TERMINOLOGY 11

a sub-expression, and a collection of paths.

Without losing generality, it is assumed the code is structured. For a program
to be structured as defined in [3], all control logic must be handled by (1) simple
sequencing, (2) if-then-else, and (3) do-while constructs. There are additional require-
ments in the definition of structured programming in [3] that are not of concern
here. A program P is a sequence of source statements that compile. The function
program P computes is denoted by [P] and this notation is adapted from Mills et
al.[1]. [P](x) denotes the output P computes on input z. A specification S alone
determines correctness for any input/output pair, and ¢ is the input domain for
S. The function computed by S is denoted similarly by [S], and a program P is
correct if and only if [S] = [P]. For [S] = [P] to be true, Vz € ¢ ([S](z) = [P](z))
must be true.

A location in a program is defined by a language construct or sub-construct
in the source program. For instance, if (condition) then, while (condition) do, and as-
signment statement are each considered as a location. Other high-level language
constructs such as case (a) of and repeat (condition) until may also be semantically
decomposed into locations according to their functional equivalence using if (condi-
tion) then and while (condition) do syntax. To discuss program flow, a digraph is used;
graph terminology is presented in Appendix A. The mapping between the di-
graph(flowgraph) and the program depends on the chosen abstraction level; what-
ever is determined to be a location in the program is represented by a unique vertex
in the digraph. A subflowgraph is a subgraph of a flowgraph. The flowgraph is cre-
ated statically. The flowgraph may be augmented to include information at each
vertex about what variables are being defined and referenced at that location.
The term node is used synonymously for vertex.

The node corresponding to the first location in the program is called the start
node in the flowgraph, and the node corresponding to the last location executed
prior to termination is called the ezit node in the flowgraph. Without loss of
generality it is assumed that there is only one start node and one exit node in
the flowgraph of the program. A back arc is an edge from a higher numbered
predecessor as determined by a breadth-first search of the flowgraph, where the
root is the start node. Each vertex in the flowgraph can be further classified as
either a begin node, intermediate node, or finish node. A node may be both a
begin node and a finish node. A begin node is either the start node, or a node
whose predecessor has a back arc going into it (the predecessor). A finish node is
either the exit node or a node with a back-arc leaving it. An intermediate node is
any node which is neither a begin nor a finish node.

A path through a digraph is the sequence of nodes encountered in the flow-
graph including the start node and the exit node. A path may not be empty. A
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(4] exit

o (1) x ;e x +1
@, 2, 9 ° a [2) 1f x < 100 then
1, 2, 3, &) n xiex+1
(a) )

Fig. 2.1: Two representations of code, (a) regular expressions (b) flowgraph

subpath is any contiguous sequence of endpoints reached on a path. A subpath
may not be empty. A path is a subpath of itself. Sets of paths can be represented
by regular expressions where the alphabet is the set of vertices and each concate-
nation of symbols from the alphabet represents a path. Figure 2.1 illustrates a
mapping between code, flowgraph, and regular expressions. The notation (1, 3,
5, 4, 2, 4) represents the subpath through the program where location 1 is exe-
cuted first, then 3, 5, and continually until location 4 is reached a second time.
A location in the program is termed reachable if and only if there is a subpath to
the corresponding vertex from the start node.

A route is a subpath starting at a begin node and ending at

1. the first finish node encountered from the begin node, or

2. the next begin node encountered,

where no edge in the subpath is a back-arc. A trip represents a path or set of
paths whose regular expression contains neither alternation nor reflexive transi-
tive closure, but may have transitive closure for loops allowing for one or more
iterations.! Also, any edge encountered between endpoints on the trip may not
be a back-arc. Not allowing a trip to contain reflexive transitive closure ensures
that an indefinite loop or definite loop of zero iterations is categorized differently
from a loop with one or more iterations of the body.

A program’s set of trips is all paths through its flowgraph; it is a collection
of path equivalence classes that associates paths with similar locations. A subtrip
represents a subpath or set of subpaths whose regular expression contains no

1The definition for trip is non-specific in the situation of a loop, since the regular expressions
1(2,3, 1)* and (1, 2, 3)* 1 satisfy the definition for Figure 2.2 (2). Although both are correct,
they represent the same trip. Therefore two regular expressions can represent the same trip,
however the T should only include one regular expression per trip.
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alternation; the regular expression may have no reflexive transitive closure, but
may have transitive closure for loops with one or more iterations. A trip is a
subtrip of itself. A trip set represents one or more trips and is represented by a
regular expression that contains alternation. This is helpful when a loop contains
a branching statement since the set of trips in this situation combinatorically
explodes. The notion of a trip set groups similar trips grouped together. The
notation for these two sets is as follows: T'S is the set of regular expressions of all
trip sets of a program, and T is the set of regular expressions of all trips of the
program, where a path represented by a regular expression of a member of T is
not represented by a member of T'S. Likewise, no two elements of T' can represent
the same path. Thus the elements in T U T'S represents all paths through the
program, and the intersection of paths represented in T’ and in T'S is empty; each
regular expression in T'U T'S represents what is termed a path equivalence class.
The set of all path equivalence classes through a program is denoted as PEC
(PEC=TUTS).

Graph (b) in Figure 2.2 shows an instance of why the trip set definition is
necessary. Notice in Figure 2.2 and succeeding flowgraph figures in the thesis
that a shaded node represents a start node. Consider only several of the regular
expressions for the many trips that potentially exist when the loop is executed:
(1,2,3,51),(1,2 4,51),(1,2,3,5,1,2,4,5,1), and (1,2, 4,5, 1, 2, 3, 5, 1).
By using the trip set notion, this infinite set of trips my be summarized by the
regular expression (1 (2, 3, 5 | 2, 4, 5))*1.

2.1.1 The Four Abstraction Levels

This section identifies four abstraction levels at which the input program may be
viewed. Propagation analysis and infection analysis strictly use the first level,
however later application models will use higher levels.

Propagation analysis and infection analysis use the statement level(Level 1).
The rule used to determine whether a “chunk” of code is at level 1 is:

Rule 2.1 Any assignment statement or predicate that affects the value of the pc
is considered as a location in the level 1 flowgraph.

For instance, for the construct if (@) then 3 else 7, the predicate if (a) then would
be a level 1 location, and each successive location containing a

1. if (condition) then,

2. while (condition) do, or
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)

(1) while a < b do f1) while 0 < a do
{2) 1f a > b then begin

2 b o
0 - (23 1t a than

(6] cseg+l

(4] else g im0+ 2;
[S] b:=b+1;

end

(4] elseb t=bd -1;

Fig. 2.2: Level 1 flowgraph

3. assignment statement

in the two branches(8,y) are considered as level 1 locations. Since the else repre-
sents else if not(a), it is not considered as a location. Figure 2.2 shows if and while
constructs being mapped into flowgraphs.

All levels defined above the level 1 are defined for application areas of prop-
agation and infection analysis. The second level is the route level(Level 2); it is
not mentioned beyond this chapter. It is useful, however, for discussing loops and
may be useful in a modular propagation and infection analysis model; this thesis
presents a non-modular model. At level 2, there is a subflowgraph for each route.
For Figure 2.2’s graph (a) there are four routes: (1,2), (2, 3), (1, continuation),
and (2, 4).

In Figure 2.2 (a), nodes 1 and 2 are begin nodes; 3 and 4 are finish nodes.
There are no intermediate nodes. The next higher level is the trip level(Level 3).
In Figure 2.2 (a), the trips include (1, 2, 3)*1 and (1, 2, 4)*1(node 1 is used in
this example as the exit node instead of creating a dummy node as the exit node).
The highest level(Level 4) is the trip set level. In Figure 2.2 (a), the trip set is (1,
2,3 1,2, 4)*1 and for Figure 2.2 (b), the trip set is (1, 2, 3, 5 | 1, 2, 4, 5)*1.
For Figure 2.2 (b), the routes are (1, 2), (1, continuation), (2, 3, 5), and (2, 4, 5),
and the number of trips is potentially infinite. The begin nodes are 1 and 2, 5 is
a finish node, and 3, and 4 are intermediate nodes.

Levels 1 and 2 are termed subpath levels; 3 and 4 are termed path levels.
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Additional examples showing mappings from various constructs to the various
abstraction level regular expressions are found in Figure 2.3.

2.2 Model and Implementation Definitions

An error is a mental mistake made by the programmer, and a fault is the manifes-
tation of this mistake in the program. An error can be misreading the specification,
typing incorrectly, misunderstanding the algorithm, etc. A fault can be omitted
code, an incorrect predicate, wrong variable substitution, incorrect expression,
etc. A fault point is the location where the fault resides. A distributed fault en-
compasses more than one location. For this model, a fault point is considered
as unique, thus distributed faults are not considered. A failure occurs when the
output differs from the correct value or there is no output when there should be.
Fault size of a fault at a particular location is the proportion of inputs based
on the input distribution that reach the fault and result in failure. Thus for a
particular location z, if k is the cardinality of the input space and y points fail for
some fault f, then the fault size of f at z is £.

A use of a variable v is any location « in which v is referenced. A definition of
a variable v is any location z in which v is assigned a value. Definition can occur
via an assignment or input statement. Location X is data dependent on location
Y iff there exists a variable u such that

1. u is defined at Y,
2. uis used X, and

3. there exists a control path from location Y to location X along which u is
not redefined [2].

Control dependence may be defined for the two instructions while and if as follows:

1. if Y then Al else A2, location X is control dependent on location Y if location
X is referenced in Al or A2,

2. while Y do B, X is control dependent on location Y if location X is referenced
in B [2].

2 Although this is functionally equivalent to i := 1; while i < a do £, the initialization and
the control are left together.
3Since this can be implemented using while-do it is allowed in the structured language.
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(a) () (<) (4) (e ¢)) ()]
(1) whileado foriz=ltoa do?  while a do repeat® whilea do  if « then stmty
) B Ji] while 8 do B if B then B stmtz
(3) ete. etc. -y until o ~ else v
4 etc. etc. else v etc.
(5) etc.

(a) Code fragments

(a) () {c) {d) (a) () g)

(b) Corresponding flowgraphs

3 () c d e f g
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13 13 14 (1,2,3)*4 15 124 | 1,2
(12)¥13 | (1,2)¥1,3 | (1,2)7 (32)7)7 14 (23124715 | 1,34
(1,2)71,4
(c) Trips and Trip Sets

13113112 ]23|231(134
23 1,5
2,4

(d) Routes

Fig. 2.3: Additional abstraction examples
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CHAPTER 2. TERMINOLOGY 17

A program dependence digraph can be created with vertices representing loca-
tions and arcs representing the control and data dependencies [2]. A dependence
digraph differs from the flowgraph since it is a function of the control and data
dependencies, i.e., the semantics; the flowgraph is a function of the syntax. By
back-chaining through the program dependence digraph from the output location,
all locations upon which the output is either data or control dependent can be
determined; variables which may affect the output are determined.

A variable a is directly influenced by variable b if the location where a is defined
is data dependent on the location where b is defined. A variable a is indirectly
influenced by variable b if there exists a variable ¢ which is directly influenced by
variable b, and variable a is in directly influenced by variable c. Whether a directly
influences b or a indirectly influences b, it is said that a influences b. A variable is
active at a particular location if its value at that location may potentially affect
either program control flow or computation in a way which subsequently affects
the output. Formally, let G represent the program dependence digraph, and let
G* denote the reflexive transitive closure of G. And let (a,b) € G* denote that
there is a subpath in G from a to b. Thus z is an active variable at location 2
if and only if (z,0) € G*, where O is a location which produces output, i.e., the
location represented by the exit node. So the same variable may be active at one
location yet not active at another. The program counter is always treated as a

variable and is crnsidered to be active. A variable which is not active is termed
dead*

A location’s data state is a mapping of all variables to values which are defined
for the executing program. For this model, this state occurs between locations,
since the execution of a location is considered to be an atomic operation. Although
most source locations are translated into many machine operations which are not
atomic, for simplicity, atomic source locations are assumed. B;;(z) represents the
data state encountered prior to executing location ! on the it* iteration from input
z. Ayi(z) represents the data state produced after executing location [ on the it*
iteration from input z. Let U, Bii(z) = Bi(z) and let UL, Aii(z) = Ai(z). If
location [ is not in a loop and ! is reached by all input points, then Vz | B(z) |= 1.

A value distribution at a location for a particular active variable is the distri-
bution of values that occur from the data states at that location from a particular
input distribution. A data space at a locatiou is the collection of value distribu-
tions for all active variables succeeding location I. If more than one path or path
equivalence class goes through a location, the data space may be thought of parti-

4The notion of determining whether a variable is dead is similar to dead-code detection in
compiler optimization. A variable definition is dead-code iff there is no succeeding subpath to
an output location, i.e., not active for any succeeding subpath.
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tioned into a subdata space corresponding to each path or path equivalence class,
since each path or path equivalence class may have different sets of active variables
at a location with different value distributions. If there are infinitely many paths,
then there are infinitely many subdata spaces; hence paths are grouped according
to path equivalence classes to create finitely many subdata spaces. Figure 4.2
shows an example where the data space prior to location z is made from two sub-
data spaces. Figure 2.45 shows an example of the value distributions at the data
spaces of two locations in the path of some program. A data state that is created
for performing propagation analysis or infection analysis by selecting values from
the value distributions is termed a sampled data state. The variables essential in
a sampled data state that must be assigned values are the active ones.

A virusis an incorrect value in a pairing at some data state where correctness is
determined by an assertion for that location for that program. The term virus may
seem inappropriate in this context, however there is a closer relationship between
the virus termed here and the physical virus than between the popularized term
virus, such as the Internet worm [4]. The Internet worm was bent on destruction;
a biological virus does not necessarily do harm; neither does a virus in a data
state. A data state may contain more than one virus. The number of viruses in
data state z of location [ is termed the degree of the virus and is notated as D;(z).
This is referred to as the error degree of the data state. The means by which a
data states becomes infected when determining Dj(z) is arbitrary; whether from
an actual fault or other method. It may also be the case that a fault at a location
causes several viruses at that location’s data space. If a virus exists, the internal
data state at that point is termed infected. If D)(z) = 0, the data state is termed
clean. A variable is termed infected if it contains a virus. A variable in a data
state is termed clean if it is not infected.

A semantic alternative is a copy of the code at a location that has been syn-
tactically altered with the additional restriction that it is semantically different,
i.e., [original location] # [altered location]. A perturbation functicn is a mathe-
matical function that produces “altered” values for variables. In general, it uses
the current value of a variable as input and produces an infected value as output.

The ezecution rate of a given fault is simply the probability that a random
input (from the assumed input distribution) will arrive at the location. It is the
following probability:

Pr[Bi(z) # D] = Pr[n # 0] (2.1)

where n is the number of arrivals at location ! on random input z. So this is
just the probability that n does not equal zero. This makes the execution rate a

SFigure 2.4 done by Christoph Michael.
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function of the input distribution and the fault point.

Let f; denote the function that is computed at the fault location { and f]
denote the function that should be computed at the fault location. If for some
y € Bi(z), fily) # fi(y), it is said the fault at location ! has infected A;(z) for the
i corresponding to y. The infection rate of a fault at location [ is the conditional
probability that a succeeding data state will be infected given that the execution
reaches location [ for a random input z. The infection rate is:

Prlinfected(l, z) | Bi(z) # O) (2.2)

where
infected(l, z) = { T if 3y € B(z) fily) # fi¥)

F otherwise

The infection rate is a function of the fault and the set of data states that can be
present at the fault location.

The process of estimating this probability (equation 2.2) is a function of the
fault inserted at the location, the value distributions in the preceding data space,
and the method of selecting a data state for that location. The value produced is
termed an infection estimate, and it estimates infection rates for a class of faults
rather than a single fault.

The nropagation rate of a fault at location [ is the conditional probability that
the program will fail, given that the fault at [ has infected one of its successor
data states. The propagation rate is:

Pr[program fails on input x | infected(l, z)) (2.3)

The propagation rate of a fault is a function of the set of infected data states
created by the fault and the succeeding locations. Propagation rate estimation
for a location z is a function of the data states used, the method of infecting
the data states, and the succeeding locations that the infected data state reaches.
This value produced is termed a propagation estimate.

Let dsg, = U;U;Aii(z) represent the data space succeeding location [ over
many input points z, and let dsp, = U, U;Bi(z) denote the preceding data space
of location ! over many input points z. Then dsg_, denotes the data space
succeeding the exit location of the program and dsp_, denotes the data space
preceding the exit location. Denote the set of inputs that are represented by
clean data states at data space ! as {dsg, is clean}, i.e., the set of input points
that have passed through successor locations of location ! and have managed not
to have their corresponding data states infected. The set of input points that have
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produced an infected data state in data space dsg, is denoted as {dsg, is infected}.
Two different schemes are presented in this thesis for estimating the propagation
rate: failure propagation estimation and viral propagation estimation. The failure
propagation rate for location I, Fy, is the probability that an infected data state
at location ! causes “differing output”. Formally it is

Fi = Pr[{dsg__, is infected} | {dsg, is infected}] =

Pr[{dsg,_, is infected} N {dsg, is infected}]
Pr{{dsg, is infected}]

The viral propagation rate for location [, Vy, is the conditional probability that
given an infected data state occurs in the preceding data state of location ! on
some iteration ¢, By;(z), the infection propagates to the succeeding data state of
location I, A;;(z). Formally it is

(2.4)

Vi = Pr{{dsg, is infected} | {dsp, is infected}] =

Pr[{dsp, is infected} N {dsg, is infected}]
Pr{{dsp, is infected}]

(2.5)

Two different scenarios that may occur to an infected data state once the data
state becomes infected are defined in the thesis: type I cancellation and type II
cancellation. Cancellation is said to have occurred at location [ on the i*® iteration
of location [ if

1. (type I): 3i 3z Dy(Ai(z)) < Di(Bii(z)), or

2. (type II): 3 3z Dy(A;4(x)) = Di(Bii(z)), where the variable receiving the
action at location [ is clean in B;;(z) yet influenced at location [ by an
infected variable in data space B;(z).

As an example, suppose every data state in dsg, and dssp, is infected; then the
viral propagation estimate for location [ is 1.0. Now suppose that every data state
in dsgp, is infected, however not every data state in dsg, is infected; then the viral
propagation estimate for location [ is < 1.0, hence type I cancellation occurred.
Type I cancellation occurs when the code at a location removes the infection
caused at another location, i.e., the successor location either partially or totally
corrects the infection caused by the fault. A special case of type I cancellation
occurs when

1. location ! is the first location of a branch, thus location I's predecessor
location is a conditional location, and
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2. on the branch where [ occurs, a particular variable or set of variables are no
longer active(however they are active on a different branch stemming from
I’s predecessor location).

As an example, suppose that for a conditional location there are two branches,
and location [ is the first location on the first branch and location ! is the first
location on the second branch succeeding the conditional location. For this special
case of type I cancellation,

Vz 3¢ Al Dpred(ryizz)(Apred(tiia)i(2)) > Di(Bri(2)),

however
Vz 3¢ A Dpreaqt iz)(Apred(rri,z),i(2)) = Du(Bui(x)),

where pred(l,:,z) denotes the predecessor location of location / on input z on the
ith iteration of 1. When considering type I cancellation in the thesis, this strange
phenomenon of type I cancellation is not considered. Type II cancellation is also
only defined in Chapter 2; it is not further discussed.

2.3 Conclusions

Chapter 2 has provided an overview of the notation and definitions of the thesis.
Two of the basic probabilities which are central to the thesis are presented: the
infection rate and the propagation rate. Appendix D contains an overview of
the notation and symbols from this chapter and the remaining thesis for quick
reference.

6Similarly throughout the thesis, suce(l, #,z) denotes the successor location of location { on
input z on the i*? iteration of I.
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Chapter 3

Algorithms for Propagation and
Infection

Propagation analysis and infection analysis perform both static and dynamic anal-
ysis on the input program. Once completed, the PIA methodology produces two
sets of estimates:

1. estimates of probabilities for “if a fault occurs, will a variable or the program
counter contain an incorrect value?” and

2. estimates of probabilities for “if an incorrect value occurs, will the program

fail?”

These estimates of probabilities are related to the three conditions which are
necessary and sufficient for a program to fail:

1. a fault must be reached during execution,
2. the computation at that point must be adversely affected, and

3. the adverse computation must cause incorrect output [6].

Propagation analysis [6] is the portion of PIA that attempts to quantify the
answer to the second question above. By determining the impact of incorrect in-
ternal values on program output, propagation analysis estimates where faults may
hide more easily. Propagation analysis estimates this probability by comparing
outputs from perturbed computations versus non-perturbed computations of the
same program being analyzed; propagation analysis therefore requires no oracle.
With propagation estimates and knowledge of the input distribution, “guesses” of

24
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where an erroneous internal data state cau lie “silent” (without exposing itself)
for periods of testing time or operational time are thus discovered.

Propagation analysis performs its task by studying the peculiarities of the
code’s structure while measuring the code’s resistance to erroneous data states,
i.e., how much can the variables’ values diverge and still produce the same output.
It simulates the impact that a fault from the set of potential faults may have on
a data state; this is accomplished by changing the values of variables at locations
in the program. There is no probability associated with whether it is likely that
a particular variable might have an incorrect value at a particular location during
propagation analysis; it is considered equally probable that any particular variable
is incorrect at any location. For instance, if variable z is defined at 100 preced-
ing locations and variable y is defined once, although it is more likely z will be
incorrect, no weights are attached in the methodology to enforce this intuition.

Infection analysis [6] is the portion of PIA that quantifies the answer to the
first question; it is similar to propagation analysis in that it requires no oracle, and
locates where faults may easily hide by determining which faults have low impacts
on data states. Infection analysis is performed at each location ! ; it measures
location I’s ability to contain a semantic alternative from a fault class F; yet not
produce a virus. Each element in F| is viewed as equally probable; there are no
weights associated with whether a semantic alternative is more or less likely than
another semantic alternative.

A particular semantic alternative or erroneous data state may affect one pro-
gram entirely different than another. In fact, the impact a semantic alternative or
erroneous data state has when located at different places within the same program
may greatly differ. It is the semantics of the succeeding and preceding locations
reached combined with the input distribution that determine the impact of se-
mantic alternatives and injected viruses on a program’s behavior.

Sections 3.1, 3.2, and 3.3 present the algorithms for finding infection estimates,
viral propagation estimates, and failure propagation estimates. Throughout this
thesis, the term estimate is meant as a point estimator, Y, of a some target
parameter of interest. The point estimate that is used is the sample mean,

? = Yi’
1

3=

n

where there are n samples and

Y = 1 event of interest occurred
*7 1 0 otherwise
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7).

3.1 Infection Estimation Implementation

The infection estimate for a location ! is an estimate of the conditional probability
that a fault (semantic alternative) existing at location / produces a virus in the
succeeding data state of ! given that the fault (semantic alternative) is reached.
For every location in the input program, there is an infection rate for a particular
fault at that location. Our estimate for the infection rate using Chapter 2’s
notation for a location [ with input = where a € F; is:

I, = Prfinfected(l, a, z) | Bi(z) # D] (3.1)

where
infected (1, a,) = { T iff 3y € Bi(e) fily) # fulv)

F otherwise

and f, is the function computed by semantic alternative a. The true infection rate
for a particular known fault is found by equation 2.1 and is a function of the fault
versus the correct location. The infection estimate is a function of a set of semantic
alternatives versus the current location. This is the main difference between the
infection rate and the infection estimate. The algorithm for the infection estimate
is a function of a class of faults F; since not every potential fault at a location can
be tried.! The algorithm for implementing equation 3.1(as shown in Figure 3.1)
is:

1. create a semantic alternative from F; for location /; call this semantic alter-
native a,

2. set variable count to 0,

3. present the original code at / and the semantic alternative a with a data state
from the preceding data space of [, and execute both locations in parallel;
set a time limit for termination of the semantic alternative, and if execution
is not finished in that time interval, assume an infinite loop occurred,

4, compare the resulting data states of a and [, and increment count when an
infection occurs; repeat steps 3 and 4 n times,

YThe definition of F; is detailed in Chapter 4.
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5. divide count by n yielding an infection estimate for semantic alternative a,
denoted as I; 42,

6. perform the previous five steps on each element of F; = {a,, a, ...} creating
infection estimates, Ij 4, , Iiq;, ... for location I,

7. several applications® of PIA require the minimum infection estimate of a
location; to find the minimum, select the lowest infection estimate as the
overall infection estimate for location I:

agﬁ;_‘{h,a} = CLréui:}l__'{Pr[infected’(l, a,z) | Bi(z) # 9]} (3.2)

Omitted location faults have infection estimates close to 1.0 since most locations
either have a computational effect or control flow effect. Faults of omitted loca-
tions should not affect the infection estimate selected by equation 3.2.

Infection analysis can be partially automated by a system that performs syntax
mutation provided that the system produces semantic alternatives versus pure
syntactic mutants. It is necessary to provide information about F; to such a
system so that the semantic alternatives represent F; for that location. One
example of a system that performs syntax mutation is Mothra [1, 5].

3.2 Propagation Estimation Implementation

PIA uses only failure propagation estimates. The algorithm for determining a
failure propagation estimate is specific to a location; viral propagation estimates,
however, are determined specific to a path. Both estimates are found in a similar
manner: from execution-based data.

3.2.1 Failure Propagation

The failure propagation estimate for a location is an estimate of the conditional
probability of a pseudo-failure occurring given that a virus exists in the data
state immediately following the location. A pseudo-failure occurs when output is

2The infection estimate is a point estimator which is the sample mean of the number of
infections, however to determine the confidence intervals in the estimate, the confidence interval
of the frequency distribution for 95% confidence can be found with p &+ w, where w = 2.
V(- (1 —p)/n) and p = count /n [4].

3Detailed in Chapter 5.
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Fig. 3.1: Infection estimation

produced which is different than that which would have occurred had the virus
not been injected.? Pseudo-failure is determined by the inpui program, which
may or may not be the correct program. For every location in the program, there
is a failure propagation rate for a specific fault relative to the correct program as
defined by equation 2.2. Our failure propagation estimate for location ! and input
z is defined by the following conditional probability:

Fi, = Pr[pseudo-failure on input z | perturbed(l, a,z)). (3.3)
where

T iff a € fi(Bi1(z)) and function perturb(a)® has executed
perturbed(l, a,z) = on input z
F otherwise

aiid where A; is the set of active variables at location I regardless of the succeeding
subpath. Once again, the propagation rate is a function of the correct program,

4This was referred to as “differing output” in Chapter 2.
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whereas the failure propagation estimate is a function of the current program.
One method for estimating the failure propagation estimate of a location [ is:

1. Take the set A; and select some active variable denoted as a,
2. Set variable count to 0,

3. Sample from the distribution of values for a at [ in A;;(z); it is necessary
to sample for values of all active variables at that location so that thereis a
complete data state from which to start execution; repeat this step n times,

4, Alter the sampled value of a with a perturbation function(defined in Section
3.3), and execute the succeeding code on both the perturbed and original
data states,

5. For each observed different outcome between the perturbed data state and
the original data state, increment count; increment count if an infinite loop
occurs; repeat steps 3-5 n times,

6. Divide count by n yielding a failure propagation estimate, F; .5,

7. Repeat the previous six steps on each a; €A, yielding many failure prop-
agation estimates, Fy,,, Fi,,,.... Each active variable is chosen to account
for the impacts of omitted location faults,

8. Several applications of PIA require the minimum failure propagation esti-

PR S PR { .
mate of a location:

minaca, (P} = (3.4)
min,ca, { Pr[pseudo-failure on input z | perturbed(l, a,z)]}. ’

Failure propagation estimation may be automated in a similar manner as infection
estimation. Currently, this estimation is being performed semi-automatically (in
a combined manual/automated scheme). A large shell is built that holds multiple
copies of the program, one copy for each location being analyzed. Perturbation
function code is inserted at the proper place in each location, and the shell is
executed. Output from the shell is a set of F;, probabilities for each location .

4Defined in Section 3.3.

5The failure propagation estimate is a point estimator which is the sample mean of the
number of pseudo-failures, however to determine the confidence intervals in the estimate, the
confidence interval of the frequency distribution for 95% confidence can be found with p + w,
where w=2-/(p-(1 —p)/n) and p = count /n [4].
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{ocation | propagafion estimate
0,764164000000
0.000000000000
~4453530000000
0.185985600000
G.13760400000

o] ] WO o) =

Table 3.1: Propagation estimates for gcksrt using perturb(0.95,1.05,x) and perturb(0.5,1.5,x)

Empirical evidence exists to support a simplification: shorten the third step
of the algorithm by perturbing on the first iteration data state only.® A pro-
gram presented in Chapter 6 had failure propagation estimates determined in two
manners:

1. as the algorithm specifies with perturbation only occurring in f;(B;1(z)),
and

2. by repeatedly perturbing each data state fi(B;1(z)), fi(Bi2(z))s-..

It might be expected that as the perturbation parameters widened, failure
propagation estimate values would increase. This did occur at two out of three
locations with the above algorithm of determining failure propagation estimates
as shown in Tables 6.4 and 6.5. However when the second scheme was applied,
Table 3.1 shows that regardless of the perturbation function, identical estimates
occurred. A more intuitive argument for perturbing on the first data state can
be given by first answering a question: “when can a data state get infected?”
Infection can occur on any iteration of the location, however there will be a first
time that infection will occur. The earliest that infection can occur is on the first
iteration, hence perturbation is performed on tke first data state fox this reason.
On which iteration to perturb is a topic for further investigation.

3.2.2 Viral Propagation

The viral propagation estimate of location I, on the i** iteration of location I, Vy;,
is the probability that if a virus exists in B;;(z) for a randomly selected z, then
there is a virus in A;;(z) for some ;. Whether the error degree of the infected data
state changes between data states is not considered (provided that the error degree

6Detailed in Chapter 6.
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is greater than or equal to one after executing location  on the i** iteration).” One
algorithm for estimating V;; at location ! is:

1. take a subset of data states that cause path j to be reached; denote the set
of inputs that created these data states as ¢;,

2. let the subset of the input points represented by infected data states in dsp,
be denoted by the set {dsp, is infected}.®

3. execute location ! on each data state represented by an input point in
{dsp,is infected},

4, then
_ | {dsg, is infected} |

Vii = | {dsp, is infected} |

(3.5)

which is the proportion of input points that managed to stay infected in the
succeeding subdata space of location [ on the i** iteration of location / on path j.

3.3 Perturbation Functions

Potential faults for a location are the set of faults that are considered to have a
higher probability than some threshold of occurring. Since this set of faults will
in general be unknown, in the ensuing discussion, consider the set of potential
faults to be a set of “common faults.” For instance, at a location that increments
a counter, a potential fault might be to omit the location; inserting a compiler at
the location is a ridiculous fault. An infection intervalis a distribution of the range
of values that the set of potential faults at a location may map a variable ’s value
into. Infection intervals are represented by the left distributions in each of graphs
shown in Figure 3.2(in general the exact shape and orientation of this distribution
will be unknown). The infection interval is a function of the preceding data space
and the set of potential faults. Although the set of potential faults at a location
may be infinite, limitations may be placed on this set by determining membership
within the set according to impacts on values. The term infection interval is not
related to the term infection rate; infection interval is introduced for convenience
in the discussion in determining perturbation function parameters. Perturbation

"Typically a location will either increase or decrease the error degree, however for a location
to change the virus would require it to both clean the current infection in By ¢(z) and create a
new infection in A;¢(z).

8Chapter 5 explains how to determine {ds; is infected}.
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Fig. 3.2: Example showing an infection interval versus potential fault value distribution

function parameters contain the information of the desired impact on a variable
in a data state that is required in failure propagation estimation. The curves on
the right of each graph in Figure 3.2 represent the distribution of values produced
by particular perturba.ion parameters.

An infection interval’s length is the difference between the largest and small-
est value in the infection interval. The infection interval’s distance is the linear
distance along the abscissa-axis between the infection interval of potential faults
and the distribution of values a perturbation function would map the same pre-
ceding data state into. If these ranges overlap the infection interval distance is
zero. Figure 3.2(a) is an example where the distance is zero. Figure 3.2(b) is an
example where the distance is not zero. Figure 3.2(c) shows an example where the
two distributions are almost the same. A goal in finding perturbation function
parameters is to cause as much overlapping between the curves in Figure 3.2 as
possible. This assures impacts similar to those of potential faults.

Recall a perturbation function is the parameterized function that is used to
infect data states during failure propagation analysis. Input to the function is
the current value of the active variable being altered. Output is a new value in
the range specified by the perturbation function parameters. Section 3.3 designs
an algorithm for a perturbation function that produces altered values that mimic
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the impacts on values that the set of potential faults would produce, i.e., an
infection interval distance of zero. Although the infection interval distance will
in general be unknown, there will occasionally be circumstances under which
a “better than random guess” as the perturbing distribution and perturbation
function parameters is possible. A function that produces random values based
upon some perturbing distribution is used during failure propagation analysis to
avoid the possibility of estimating failure propagation from “programmer” unlikely
faults. This is a major complaint against fault-seeding techniques.

As an example of a “better than random guess”, a constant function such as
the following might be used during failure propagaticn analysis if it were known
that any fault placed at the location under analysis would produce one particular
value z in the succeeding data state:

f(z) ={ z for all x

Such a perturbation function would be practical if it were known that a program-
mer was misinformed that a variable should be set to constant when it should be
set to constant + 1; such will be a rare event at best. This can be generalized to a
set of constants as well with the function

f(z) = { z for all x, where z € a set of constants

This might occur in a compiler in the parse tables.

If the perturbation function were to produce the same output value as the input
value, no failure propagation is possible leaving the failure propagation estimate
biased. If the perturbation function always produced the original value the failure
propagation estimate would be zero. In general, the type of function used will
produce random values based upon the input value, a perturbing distribution,
and the perturbation function parameters. The perturbing distribution will in
general be a random distribution, and the perturbation function parameters are
the parameters to the perturbing distribution.

A twofold concern exists in determining a non-constant perturbation function:
first is determining the perturbing distribution; second is determining the param-
eters this function. The remainder of this section addresses a scheme for the latter
of these concerns under the assumption that the perturbing distribution is uni-
form. This scheme can be generalized to a non-uniform two parameter perturbing
distribution.

Possibilities for non-constant perturbing distributions include all of the con-
tinuous and discrete random distributions. The perturbation function
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newvalue(x) := equilikely( trunc(oldvalue(x)*0.6), trunc(old- value(x)*1.40)) is an example of
a discrete distribution that perturbs a value by substituting an equilikely random
value on the interval of 40% more and 40% less than the original value. For this
function, the infection interval length is trunc(oldvalue(x)*1.4) - trunc(oldvalue(x)*0.6) =
trunc(oldvalue(x)*0.8). This function however leaves the possibility of returning new-
value(x) = oldvalue(x). The following code avoids this. Note two things about
this fragment: if the value being perturbed is zero, either a -random.park or ran-
dom.park is returned, and if constantl and constant2 are so close to 1.0 that the while
loop does not normally exit, the loop is forced to halt after five iterations and
either increase or decrease the input value by random.park. Note that the call to
random.park is a call to the random number generator in [2] which generates a real
value between 0.0 and 1.0.

function perturb(x: real;): real;
var newvalue: real;
constantl: real;
constant2: real;
counter : integer;
begin
constantl := (*0.0 < constantl < 1.0%)
constant2 := (*constant2 > 1.0¥)
newvalue = x;
if (x=0.0) then begin
if random_park < 0.5 then
newvalue:=random_park

else
newvalue:=-random_park
end
else
begin

counter := 0
while (newvalue = x) do begin
newvalue:= uniform(x*constantl, x*constant2);
counter := counter + 1;
if (newvalue=x) and (counter=>5) then begin
if random.park < 0.5 then
newvalue:=x-random.park
else
newvalue:=x-+random_park;
end,

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CHAPTER 3. ALGORITHMS FOR PROPAGATION AND INFECTION 35

end;
end;
perturb := newvalue;
end;

The choice of a perturbation function is an important decision; one should have
an idea of the length and location along the abscissa-axis of the infection interval
before determining the perturbation function parameters. If the impacts of the po-
tential faults are expected to make modest changes to the value, and each of these

- changes is likely, then equilikely( trunc(oldvalue(x)*0.9), trunc(oldvalue(x)*1.1)) or equi-

likely( trunc(oldvalue(x)*0.95), trunc(cldvalue(x)*1.05)) are reasonable choices since they
have small infection interval lengths. The motivation in determining perturbation
function parameters is that there is an assumption that a fault that produces
a distribution of values that is linearly far from the infection interval along the
abscissa-axis should be caught during developmental testing. This means that the
greater the divergence in values from faults, the decrease in the chance of type
I cancellation. If a fault maps values outside the range of the infection interval,
the observed propagation rate should be greater than the propagation estimate.
This notion requires additional research. If the analysis is performed with param-
eters that produce a smaller range of values, then a more conservative estimate
of propagation results. Even if the fault causes a smaller range of values than
anticipated, there is uniform sampling from the points which occur in the smaller
interval.

A method of determining the perturbation function parameters for a two pa-
rameter perturbing distribution where the parameters define the upper and lower
bound for the outputted value is:

1. make the assumption the infection interval has endpoint parameters a,b,
thus [a, ] is the interval,

2. decrease this interval to [a + ¢, b — ¢}, where ¢ > 0, ¢ < b — a, and the value
for c is arbitrary,

3. pick the value a + c or a value near a + ¢ and check it’s propagation; if it
propagates, reset a to this value, and try the value b—cor a value near b—c;
if it propagates, reset b to this value, and try a value slightly greater than
a+c; if it propagates ignore it and try a value slightly less than b— c; repeat
many times in this step-wise manner until one of the following is true:

(a) all values tried in [a,a + ¢} and [b,b — c] propagated, in which case the
parameters a, b are chosen for the perturbation function,
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(b) the first point s € [a,a + c] did not propagate, hence the parameters
are s,(b— (s — a)), or

(c) the first point s € [b,b+ ¢] did not propagate, hence the parameters
are (a + (b— 3)),s.

It is unlikely that the set of potential faults will produce altered values that
can be correlated with any distribution as implied in Figure 3.2. There could be
many spikes along the abscissa-axis appearing as random “noise.” The algorithm
presented above can be adjusted if the potential faults distribution is known. How-
ever in general this is not known, therefore the uniform distribution is assumed.
Another distribution worth noting for potential use as a perturbing distribution
is the normal distribution, where the mean of the distribution is set at the origi-
nal value. The normal distribution would be a reasonable perturbing distribution
if the potential faults at the location are more likely to make small changes as
opposed to large changes. The results of this thesis are found in Chapter 6 and
used the uniform perturbing distribution. Additional studies on producing per-
turbation functions that mimic potential faults is an area for future research.

3.4 Conclusions

Infection rate, propagation rate, and execution rate are defined for a known fault
at a specific location. The definitions from Chapter 2 are for known faults and the
definitions provide a basis for understanding how specific faults are related to the
failure rate. When testing begins, the faults are naturally not known, and propaga-
tion rates and infection rates can not be directly measured. So Chapter 3 provides
both a model and implementation for generalizing the definitions of infection rate
and propagation rate to produce the infection estimate and propagation estimate.
This generalization is performed by hypothesizing that a fault exists at a location
and measuring the impact of the hypothesized fault [3]. Infection estimation per-
forms this with semantic alternatives; viral propagation estimation performs this
with semantic alternatives as well; and failure propagation estimation performs
this generalization with perturbation functions. Research is continuing into de-
signing perturbation functions, specifically how various perturbing distributions
impact failure propagation analysis.

Chapter 3 has defined the model and implementation for the PIA methodology.
Chapter 4 presents additional algorithms necessary for implementing the model.
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Chapter 4

Propagation and Infection
Methodology

This chapter describes modifications to the algorithms of Chapter 3 for gaining
efficiency and improved quality in the estimates. Figure 4.1! shows the interaction
between the main and auxiliary processes of the implementation discussed in this
chapter.

Propagation and infection analysis may eventually be extended into a gen-
eral purpose scheme for analyzing arbitrary programs, however the application of
propagation and infection analysis has only been to programs written in Pascal
and Fortran-77; thus claims about propagation and infection analysis’s applicabil-
ity to arbitrary languages are not made. PIA requirements on the input program
are:

1. the program is written in a structured language [10],?

2. the program is closely correct; a program P is termed to be closely correct
if and only if
(a) P compiles,

(b) testing schemes currently being applied are producing no failures (there-
fore it is assumed testing is to be halted),

lIn Figure 4.1, process 1 —=+| process 2 represents information a which is cre-
g

ated in process 1 and passed to process 2. P is the original input program.
3The Fortran-77 software considered in Chapter 6 is from the LIC experiment[14} and this
software does not satisfy this criterion.

38
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(c) [P] = [P, where P, is a correct version of P; = in this case may be
quantified to a proportion of inputs of less than 10~* on which these
two functions differ, and

(d) the failure rate of P, Ap, is < 10~* failures per execution.,®

3. all program variables are of a statically declared size.

The first requirement exists in order to limit the types of paths through a program;
this simplifies the path equivalence class definitions and the program flowgraph.
The second requirement is needed because propagation and infection analysis
is temporally expensive. The intuition behind requiring the closely correct cri-
terion is to ensure that the program structure changes minimally as faults are
removed; the four requirements ars a stringent attempt to assure this. This
means that propagatic and infection analysis will not need to be reperformed
which would be temporally expensive. Requirement 2(c) ensures that for most
inputs z, [P](z) = [P.](z). Requirement 2(d) ensures that those inputs y where
[P](y) # [P:](y) have low probabilities of being picked. The third requirement
exists to simplify sampling and storage of data states. It is not a theoretical lim-
itation of propagation and infection analysis, it is a practical limitation; it exists
to simplify the implementation of the process that produces data states. There
does exists a propagation and infection analysis implementation scheme that can
handle dynamic variables in the input program which will be explained in this
chapter.

The use of the term “program” when discussing the application of propagation
and infection analysis can also be interpreted as “module.” A module has an
input distribution (from values of global variables and in parameters) and the
global variables defined in the module combined with the out parameters are
the module’s output. For some large software systems, there are modules whose
integrity are far more critical than others. For such modules as well any other
module, propagation and infection analysis may be individually applied.

The processes that this chapter discusses and are represented in Figure 4.1
are:

o Process Simplify
o Process Abstraction Analyzer

o Process Dataflow Analyzer

3Ap < 10~* failures per execution is what was used for the experiments of Chapter 6. This
value was determined arbitrarily.
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Fig. 4.1: Processes of PIA

o Process Natural Data State Producer
o Process Propagation Analyzer

e Process Infection Analyzer

Sections 4.1, 4.2, 4.3, and 4.4 describe auxiliary processes that convert the input
program and input distributions in a manner such that the main propagation
and infection processes are more specific and more efficient. Sections 4.5 and
4.6 explain the propagation estimation process and infection estimation process.
Section 4.7 describes the final output produced by the main processes. Section
4.8 explains how the final output described in Section 4.7 relates to the objective
of the thesis set forth in Chapter 1.
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4.1 Process Simplify

Process Simplify is an auxiliary process and is the first process of the methodology
invoked. Process Simplify inputs the original program P and produces a program
P’ such that [P'] = [P]. This process performs two tasks. The first task takes
arithmetic expressions in assignment statements of P with k operators(k > 2)
termed compound ezpressions and produces functionally equivalent arithmetic ex-
pressions in P’ with k expressions each with one operator. An arithmetic expres-
sion with one operator and two operands is termed a simple expression and is in
the form a ® b, where ® € {+,—,*,/} and a and b are variables or constants.
This task requires the introduction of additional local variables. The reduction to
simple expressions follows the precedence of the original expression, so if P con-
tains a precedence fault, so will P'.* The BNF grammar for arithmetic expressions
whether simple or compound [13] is:

<arithmetic expression> ::= <term> | <arithmetic expression> + <term>
| <arithmetic expression> - <term>

<term> = <factor> | <term> * <factor> | <term> / <factor>

<factor> :i= <variable> | <constant> | (<arithmetic expression>)

The second task inputs predicates from P which are boolean combinations of
arithmetic relational expressions. The logical operators and and or form boolean
combinations. Each arithmetic relational expression contains a relational operator
from {<,>,=,#,<,2>}. Predicates in the form if (a) and (b) then and if (a) or (b)
then are termed compound predicates [1]. Process Simplify converts compound
predicates of this form to if (a) then begin if (b) then .... end and if (a) then ... else
if (b) then ... respectively. These (a)s and (b)s are termed simple predicates [1]
when they are in the form z ® y, where @ € {<,>,=,#,%,2} and z,y are
arithmetic expressions. Arithmetic expressions in simple predicates are currently
not simplified in the methodology. Potentially it may be shown that simplifying
arithmetic expressions within predicates handles a particular situation of which
the author is currently unaware. An example of what this entails follows:

if ((a++b-+c) > d) then

4This problem is partially solved by requiring that variables have associated units; the Inte-
grated Verification and Testing System (IVTS)[2] is an environment requiring units for programs
in the language Hal/S[5, 9].
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becomes:

dd=a+b
e=dd+c
if ((¢) > d) then

Note that two additional local variables where created during simplification: dd
and e. The BNF grammar for compound and simple predicates is:

<simple predicate> i:= (<arithmetic expression> <relop>
<arithmetic expression> )
| not (<arithmetic expression> <relop>
<arithmetic expression> )
<compound predicate> ::= (<simple predicate> <andor> <simple predicate>) |
not (<simple predicate> <andor> <simple predicate>)
<andor> = and | or
<relop> n==£|<|> L2

Implementation of Process Simplify is not required in PIA. Conversion to
simple expressions and simple predicates encourages isolation of locations where
faults of low impact can more easily exist without being found. Remember that
propagation and infection analysis is structure-oriented; the more the software
structure is decomposed, the more precise the analysis. Process Simplify is one
tool designed specifically for achieving this. By implementing Process Simplify, a
perturbation function has fewer fault impacts to simulate than when applied to
compound expressions.

4.1.1 Simple Expression Examples

This section presents two examples of the conversion from a compound expression
to a simple expression. Observations during experimentation have shown that
performing simplification increases the preciseness of the quantification of the
failure propagation estimates strictly through increasing the number of estimates.
An example demonstrating this is the following compound expression from [19):

t := 0.9 * (sqr(y+1.0)+1.0)*exp(em*glalxm-gammin(em-+1.0)-glg)
(**** data space ***¥).
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When failure propagation analysis is performed on the variable t of this expression
in the succeeding data space, it produced a high failure propagation estimate.
When failure propagation analysis is applied to the local variables being defined
for the equivalent simple expressions:

aa := sqr(y+1.0);
(¥%%% intermediate data space ****)

bb := aa + 1.0;
(**** intermediate data space ***¥)
cc:=em + 1.0;

(**** intermediate data space ****)
dd := gammln(ce);

(**** intermediate data space ****)
ee = em*glalxm-dd-slg:

(**** intermediate data space ****)
ff := bb * exp(ee);

(**** intermediate data space ****)
t:=09*ff

(**** data space *¥***)

it is discovered that one of the simple expressions produces a tiny failure propa-
gation estimate(close to 0.00003). This small estimate was not discovered when
the compound expression was analyzed for failure propagation.

Creation of more locations by Process Simplification adds additional data
spaces in addition to new variables. Data spaces in P’ but not in P are termed
intermediate data spaces. Intermediate data spaces represent the state of the com-
putation after the newly created locations are executed. Intermediate data spaces
contain the state of the computation at the subexpression abstraction level. This
example shows that the higher the granularity(meaning the lower the abstraction
level analyzed), the more precise the estimates produced.

One last example of expression simplification is the arithmetic expression x :=
(a*b)*in(23 / k) which has 4 operators. The simple expressions are:®

vl :=a*b
(**** intermediate data space ****)

5The effects of the unary In operator are ignored; there is no need to assign a unary operator
and its parameter to a newly created variable; all that is required is that the argument to a
unary operator is a simple expression or variable,
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v2 :=In(23 / k)
(**** intermediate data space *¥*¥)
v3:=vl*v2

(**** data space ***¥)

With intermediate data spaces, failure propagation analysis will simulate fault
impacts in the succeeding data states of a*b, In(23 / k), and vi * v2 with three
functions, instead of only simulating the fault impacts in (a*b)*In(23 / k) by one
perturbation function.

4.1.2 Simple Predicate Examples

Since infection analysis of conditional locations needs semantic alternatives which
impact the program counter, conversion to simple predicates helps ensure that
complete infection analysis occurs particularly when infection analysis is per-
formed manually. As the number of simple predicates in a compound predicate
increases, the probability of forgetting to analyze a semantic alternative increases
when done manually and without simplification. By creating more locations which
require less analysis, this probability is hopefully reduced. If infection analysis is
automated, simplification of conditional predicates is unnecessary.

When predicate simplification occurs, the algorithm for failure propagation in
Chapter 3 changes slightly. Failure propagation analysis at predicate locations
should be performed in the data space of the last simple predicate that replaced
a compound predicate. Do not perform failure propagation analysis in interme-
diate data spaces created by predicate simplification.® The reason for predicate
simplification is improved infection analysis, not failure propagation analysis.

An example of conditional predicate simplification follows for both the if-then-

else statement and the while-do statement. The compound predicate:

if (((a+b = ¢) and (d+e <= f) and (g=h)) or (a=d)) then
(**** data space ***¥)

XXX;

is simplified to:

5Perturbing at an intermediate data space created by predicate simplification is equivalent
to forcing a predicate to have side-effects which do not impact the program counter; this is
unrealistic and does not occur; thus it is not performed.
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if (a+b = c)then begin
(**** intermediate data space ¥***)
if (d+e <= f) then begin
(**** intermediate data space ****)
if (g=h) then

(¥¥** data space ****)

XXX,

end;

end
else
if (a=d) then
(**** data space ****)

XXX,

Notice that within the predicate a+b = ¢ there is no simplification applied to
the expression a+b. Predicate simplification only applies to the logical operators,
however to increase the granularity of the analysis this may be advisable.

As an example of the while-do statement, consider the following:

while (((a+b = ¢) and (d+e <= f) and (g=h})) do
(**** data space *¥***)

AXK;

This is simplified to:”

100: if (a+b = c)then begin
(**** intermediate data space *¥**)
if (d+e <= f) then begin
(**** intermediate data space ****)
if (g=h) then

(*¥+** data space **¥*¥)

XXX}

goto 100;

TWith the use of a goto; the usage of a goto is allowed because its inclusion does not alter
the overall flowgraph structure. Note that the goto location created does not receive failure
propagation analysis or infection analysis since it clearly is going to the correct location. If
the goto transfers control to the wrong location on a particular iteration, that is because the
predicate is wrong.
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end;

There is an implicit assumption in the implementation of Process Simplify that
[original software] = [simplified software], i.e., the simplification process outputs
functionally equivalent software. It should be clear that all the transformations
described in this section are semantic-preserving.

4.2 Process Abstraction Analyzer

Process Abstraction Analyzer is a necessary auxiliary process that inpute P’ and
outputs a program P"” with each level 1 location identified by a descriptor ¢on-
taining a unique location number. This process is trivial and can be performed
manually or automatically.

4.3 Process Dataflow Analyzer

Process Dataflow Analyzer is a necessary auxiliary process that inputs P” and
outputs the set of active variables at each location regardless of the succeeding
subpath. Hence, Process Dataflow Analyzer produces the active variables at each
data space.® For each data space in P", Process Dataflow Analyzer internally
produces the program dependence directed graph. The active variables are then
determined from the reflexive transitive closure of the program dependence di-
rected graph. This procedure is static. References to dataflow analysis include
[7, 8, 6, 3].

4,4 . Process Natural Data State Producer

Process Natural Data State Producer is a necessary auxiliary process for PIA.
Infection and propagation estimates are functions of sampled data states; Pro-
cess Natural Data State Producer is responsible for providing these sampled data
states. Process Natural Data State Producer inputs P” and the input distribution
of P, and outputs the value distributions for each data space and intermediate
data space of P". Process Natural Data State Producer exists to ensure that

8This process can determine the active variables at subdata spaces if augmented with the
information about the path equivalence classes.
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the sampled data states used during failure propagation and infection analysis
resemble those that the program produces during execution.

The process of forming sampled data states should ensure that there exists an
input point for the program that could have created that data state. For instance,
if the predicate (z; > 100 <= z; > 500) is true at every data space in the program
regardless of input, then the sampled data state (z; = 200, z, = 20) should not
be created. A sampled data state that is not producible from an input point is
termed an artificial data state; sampled data states meeting the requirement are
termed natural data states.

4.4.1 Trade-offs Between Artificial and Natural Sampled
Data States

How important is it that sampled data states are not artificial? Can failure prop-
agation or infection estimation be influenced by a particular sampled data state?
Intuitively, an artificial data state could bias the failure propagation estimate since
a program could exhibit more or fewer pseudo-failures from internal data states
on which it was never intended to execute. An artificial data state could also bias
an infection estimate for a particular semantic alternative. Artificial data states
may adversely affect control flow during failure propagation analysis. This leads
to Hypothesis 4.1:

Hypothesis 4.1 Using natural data states as sampled data states rather than
artificial data states may decrease the chance of biasing the estimating pro-
cess.

The argument for Hypothesis 4.1 follows:

Comment on Hypothesis 4.1 This comment on how artificial data states
may bias analysis results is in two sections: one for how artificial data states
may affect failure propagation analysis and one for how they may affect
infection analysis. (I.) For a section of code f whose type I cancellation
is being analyzed, if for every data state z regardless of whether artificial
or natural, [f](z) T and f is a one-to-one mapping from its input domain
to its output domain, then it does not matter during failure propagation
analysis whether the data states are natural or artificial. However consider
the one-dimensional input space for the subprogram f where

1 ifz>0
0 otherwise

1) =1
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and where all the natural data states prior to f correspond an input value
greater than zero, and thus the one-dimensional artificial data states corre-
spond to those values less than or equal to zero. If artificial data states are
used in determining the failure propagation estimates of f, then the esti-
mates will be a function of [f](z) = 0 instead of [f](z) = 1. This certainly
could bias the failure propagation estimate if different locations are involved
in computing [f](z) = 0 versus computing [f](z) = 1. (IL.) For infection
analysis, suppose that at location I,

1 f2>0
0 otherwise

()= {
and for a particular semantic alternative «,

1 ifz> 108
0 otherwise.

o) = {

Now suppose that for the one-dimensional data state space prior to location
l, the natural data states include those values less than zero and greater than
108, If the artificial data states are used which are in the range [0...108], then
infection estimates will be greater than zero when they should be zero.

Hypothesis 4.1 is a topic for future research. Natural data states are preferable
since they are created from either known executions or some “higher” knowledge
of either the program or the input distribution; propagation and infection analysis
attempts to make an “expected” statement about “what might occur tomorrow”
from “what has occurred today”. Using as much information known “today”
about “what is expected to occur tomorrow” can only make the “what might
occur tomorrow” statement better. Natural data states have the advantage in
doing this. So the concern that exists in producing natural data states is ensuring
that the values chosen in the sampled data state of a location are producible from
an input point that reaches that location.

The algorithms presented in Section 4.4 for producing natural data states
address this concern. A simple example demonstrating the need for natural data
states is: if (a> 0) thenb :=b / a. If no regard is made to the values a would normally
have before the assignment statement, and values for a are randomly chosen,
potentially a will be assigned a sampled value of zero. Run-time termination
during Process Propagation Analyzer or Process Infection Analyzer will then occur
forcing the process to be aborted. This may cause previous analysis prior to
termination to be lost. A second example advocating Hypothesis 4.1 is more
direct: suppose that a function is used which generates artificial data states at
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Fig. 4.2: Data space value distributions for repeated locations

some location. And suppose that these artificial data suu.ces frequently cause
an infrequently executed branch to become a frequently executed branch during
failure propagation analysis. Further suppose that this branch which is frequently
traversed contains locations which cause frequent type I cancellation. Then failure
propagation of the location under consideration will be underestimated.

A “mini” experiment was performed using a quadratic program which explores
this question further.? The program used for the experiment is Quadratic.!® The
results are as follows: when natural data states were used, failure propagation esti-
mates of 1.0 occurred 90% of the time, and failure propagation estimates between
0.6 and 0.7 occurred for the remaining 10% percent; however when artificial data
states were used, failure propagation estimates were always 1.0. So in this “mini”
experiment, artificial data states overestimated the failure propagation estimates
made with natural data states.

9The experiment was performed on only one program due to the intuition that artificial data
states bias estimates; this idea is purely intuitive, and by no means validated.
10Found in Chapter 6.
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4.4.2 Creation of Value Distributions at Data Spaces

This section describes the temporal and spatial requirements of three schemes of
producing natural data states. Recall that a value distribution is a structure for
storing data states at a data space. Figure 4.2 portrays the flow between two suc-
cessive locations within a loop where Vi 3y succ(z—1,i,y) = z . Figure 4.2 shows
two path equivalence classes coming into these two locations, and the correspond-
ing subdata spaces created by each path between two locations. The occurrence
data state boxes in Figure 4.2 on the left for the first through j** iteration represent
the sequence [A;-1,1(a), Az-1,2(@), ..., Az—1,;(a)] for some input a. The occurrence
boxes in Figure 4.2 on the right for the first through n** occurrence represent the
sequence [Az—1,1(b), Az=1,2(), .oy Az-1,n(D)] of data states for come input b. Of
the three methods for producing natural data states to be presented in Section
4.2, only one method produces value distributions. The second method produces
gymbolic expressions which can be used to generate natural data states and the
third method creates natural data states from executing predecessor locations on
an input point [4]. The implementation of the method chosen for creating natu-
ral data states depends upon the abstraction level the analyzing process requires.
For example, the value distribution for a variable z at location k is effectively the
result of overlaying the value distributions at each subdata space of location &
that represents a path equivalence class on which variable z is active at location
k. Value distribution creation for data spaces requires less computation than for
subdata spaces since it is not necessary to determine the proper subdata space
that a data state belongs included in. The main difference between implementing
value distribution creation at data spaces versus subdata spaces is that until de-
termination is made as to which path equivalence class the data states correspond,
all data states executed must be stored temporarily. Once the determination is
complete, the appropriate subdata space value distribution is updated.

In Sections 4.4.2.1-4.4.2.3, three different schemes for creating natural data
states are presented; these are referred to as Method I, Method II, and Method
I1I; these are three implementations for Process Natural Data State Producer.
Method I produces natural data states for a location by storing a symbolic ex-
pression for each active variable of each data space in terms of all computations
of that variable prior to that location. This requires a set of expressions for each
preceding subpath to the location. The set of expressions combined with the corre-
sponding elements of the input domain, ¢, for that subpath suffice in satisfying the
natural data state criterion; these expressions are effectively symbolic execution
expressions. Method II executes the program a large number of times and builds
value distributions containing the data states created during execution. Method
III requires no storage and effectively never builds value distributions. It simu-
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lates both the creation of val:e distributions and sampling from them by being a
“subprocess” that is inserted into the main PIA processes which require sampled
data states. In effect, Method III generates natural data states as it needs them
by executing all preceding locations to the location where natural data states are
needed. The disadvantage of Method III is that a main process must re-execute
enormous quantities of code.!!

The following discussion of these three schemes is presented for producing
natural data states at the higher abstraction level which is the subdata space.
This scheme is presented since this implementation is more complicated than an
implementation at the data space abstraction level. Conversion to an equivalent
algorithm for determining natural data states of a data space involves ignoring all
references in the ensuing discussions to waiting until path determination is made.

4.4.2.1 The Algorithm for Method I

The algorithm for Method I is presented through example using the following code
segment:

read(a) [1]
(**** data space 1 **¥*)
read(z) [2]
(**** data space 2 ***¥)
if a > 0 then (3]
(**** data space 3 **¥*)
a:=a-z[4]
(**** data space 4 ***¥)
else
a:=a+z[5
(**** data space 5 ****)
a:=sqr(a) /z
(**** data space 6 ****)

Assume at dsg, variables a and z are active. The algorithm for Method I consists
of storing two types of information: an expression for each active variables at each
subdata space, and either expressions for what the initial input values are that
cause a particular path equivalence class to be executed at each subdata space,

11The use of a multi-processor machine can help with this problem. Any speed up will be a
function of the number of processors.
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data space active variable in | input condition
or subdata space | in expression form

1 a = input

2 a = input
z = input

3 a = input
7 = input

4 a=a-2
7z = input

5 a=a+2z
z = input

6 a=(a+2)/z a<0
z = input
a=(a-~-z)/z a>0
z = input

Table 4.1: Method | example

or the actual input points of a particular path equivalence class at each subdata
space. Initially, ¢ is divided into equivalence classes according to PEC; symbolic
expressions are then constructed containing information about the computation
that occurred to an active variable on a preceding subpath. For this example,
at dsg,, two expressions occur for a at dsg,: (a + 2)® / z and (a — z)® [ z. At
dsg, there exists two subsets of ¢: one containing values when a > 0; the other
containing values when ¢ < 0. With the partitioning of ¢ and the arithmetic
symbolic expressions, values for a and z can be generated at dsg, that satisfy the
natural criterion. For this example, Table 4.1 shows the information stored by
Method 1.2

Partitioning ¢ according to the path equivalence classes may be partially de-
termined by executing P” many times. Putting every element of ¢ in its proper
partition would require executing P” on every element in ¢ which may be in-
tractable. Determination of the path equivalence class for a particular input point
is performed as follows: execute P"” with proper instrumentation to tell when a
location is reached; then pattern match the output string against the known reg-
ular expressions of PEC to determine the exact path equivalence class. Then add
the input point to the correct partition of ¢.

Method I can be automated to generate the symbolic expressions provided it
has three parameters: ¢, the path equivalence classes, and P”. By backtracking
through previous expressions and substituting these expressions into references

1343 = input” in Table 4.1 and Table 4.2 denotes that variable a has not been changed since
being inputed.
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data space active variable in input condition
or subdata space | in expression form
1 a = input, pc = 2 Va
2 a = input, pc = 4 a > 5l
a = input, a = input + 1, a = input + 2 ,... a<h 1%
3 a<gb
PE=Y 4 o ; 5
3 { a=input + 1, a = input + 2,... pc = 2 a<lh

Table 4.2: Method | loop example

in the current expression, previous computations affecting a variable are stored.
Loops in the input program make Method I more difficult, since at each location
within a loop a separate expression is needed for each potential previous execution.
In order to make this feasible, there must be a method for collapsing the potentially
infinite number of expressions a loop creates. In the case of loops, it will be
necessary to have an identification for the expression representing the expression
for the first time at the subdata space. Table 4.2 shows the information necessary
for the following indefinite loop.

read(a) [1]
(**** data space 1 ***¥)
while (a<5) do [2)
(**** data space 2 ****)
a:=a+1(3]
(**** data space 3 *¥**)

..... [4]

A mean-value analysis of the spatial requirements for Method I is now given;
the temporal requirements are ignored to generate the expressions and to generate
the partitions of ¢. The assumption is made that the space required to identify
expressions for the first time through a location is negligible. Lett =| T | + | T'S |,
#¢ = the mean number of locations per path equivalence class, y; = the mean
number of times through a loop, s, = the mean number of locations which may

13This is for the subdata space corresponding to the path equivalence class for never executing
the loop body.

14This is for the subdata space corresponding to the path equivalence class for executing the
loop body at least once.
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be repeated on a path equivalence class, and u, = the mean number of active
variables per location.

Then p; — u, is the mean number of locations on a path equivalence class
which are never repeated. For these non-repeated locations, (4 — p.)u, repre-
sents the number of expressions needed for one location for one path equivalence
class; then for all path equivalence classes just multiply this expressions by £ giving:
t(pe — pr ) o €xpressions needed for all path equivalence classes for all non-repeated
locations. Similarly, for locations that are repeated, the mean-value of the number
of required expressions is ¢y, p,p;.1% So the mean number of expressions required
in storage for creating natural data states is ©(8(p: — pir)ta + titeptapt;). If the
mean amount of space required to store one expression is s, then the space order
of Method I is ©(st( s — ptr)pta +Stprpiapr;).}7 As a rough estimate, if the following
assignments are made: ¢ = 500, g; = 100, pg; = 10, g, = 10, g, = 50, and s =
1 kilo-byte, this example requires 4.864 giga-bytes. If the amount of computa-
tional time required to solve one expression is symbolically represented by A, then
the mean amount of time required to get a natural data state is ©(u,)A).® In
summation, Method I is a high-overhead scheme which is not advised.

4.4.2,2 The Algorithm for Method II

Method II is a dynamic scheme that requires executing P” many times. It is
performed by augmenting P” with both a procedure to announce that a location
has been reached and a procedure to store data states observed during an execu-
tion. Method 1I is the only one of the three methods that actually builds value
distributions.

Before execution of the Method II implementation of Process Natural Data
State Producer can begin, P” is instrumented with “write” statements to print
out a message as each location has been reached. This produces a long mes-
sage(string) that is matched against the list of regular expressions representing
the path equivalence classes of P”. In addition to the “write” statements, P” is
augmented with an algorithm to temporarily store the data states from the exe-
cution until pattern matching is complete; then the data state is entered into the
value distribution of the correct subdata space.

The algorithm for the Method II implementation is described through the

16Note that p; accounts for cases such as nesting of loops within loops since it represents the
average number of times a repeated location is repeated.

17The space needed to store the equivalence classes of ¢ is considered negligible.

18) includes the time to obtain element of ¢ and the time to solve the expression.
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following example. Let u be the number of statically declared variables in P”.
Let z be the maximum number of active variables at any location in P” , and let
y be the maximum number of active variables for any path equivalence class of
P" 1% So then z < y < u. The output from Process Dataflow Analyzer and Process
Abstraction Analyzer?® contains enough information to determine the variables in
the subdata spaces. Now suppose P” has three path equivalence classes, i, j, and
k, and that each path equivalence class has location z represented in its regular
expression. Let A; = {a;1, ai2, aig3, ...} represent the set of active variables at
data space z on path equivalence class i, let A; = {a;1, @;2, a;3, ...} represent
the set of active variables at data space = on path equivalence class j, and let A
= {ak,1, k2, k3, ...} represent the set of active variables at data space z on
path equivalence class k. And let A;, A;, and Ai represent all subdata spaces at
data space z. Then A; U A; U A is the set of all active variables at data space .

Execution of P” reaches a given location and yields a natural data state for that
location for a particular path equivalence class. At this point, the identification of
the path equivalence class to which the data states belongs has not occurred, so the
data state may not be included into the value distribution for any subdata space.
What is known is that there are u variables for the program. So for each data
space along the trip there is an u-tuple of values, where any uninitialized or dead
variable may be considered zero, or assigned a value representing a dead status.
For each naturally occurring data state occurring during execution, Method II
stores one u-tuple of values of a node in a dynamically allocated linked list. This
produces a list of natural data states for each execution. The size of a list node
must be large enough to hold u values and an identification number of the data
space it represents. Since all variables in P” are static, the node size can be
determined from dataflow analysis; the node size may be an array of length u. As
a data space is reached in P”, a new record is added to the list to hold the values
of that data state.

A question arises when a loop is encountered as to how to store the data states
from the many iterations; many natural data states may be produced at a single
location. Should all iteration occurrences of natural data states be recoreded into
the same subdata space from a particular execution? As a motivational answer,
suppose there exists a program where 20% of the executions execute a particular
location 108 times, and on 80% of the executions the location is executed once.
If all occurrences of natural data states at a location are entered into one value

157 variable is active for a path equivalence class if and only if it is active at some location
on that path equivalence class. Then the active variables for a path equivalence class is just the
union of each set of variables of each location in the path equivalence class.

20 Agsuming production of the path equivalence classes of P".
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distribution, the value distribution will be biased. Since the failure propagation
algorithm perturbs on fi(Bi1(z)), then the storage must contain enough informa-
tion such that the data states encountered on the first execution of a location are
differentiable from the succeeding data states of the location. The answer is to
have a separate value distribution for the data states of the first iteration, and
one value distribution for all succeeding data states of the location, similar to the
Method I scheme of having a separate symbolic expression for each iteration of
the loop. The failure propagation algorithm only perturbs the first natural data
state at a location, so sampiing only occurs from the value distribution represent-
ing the first occurrence natural data states. Infection analysis samples uniformly
across all data states regardless of the iteration; however, sampling within a value
distribution may not be uniform; it is according to the distribution.

At the end of an execution of P”, Method II produces a data object similar to
Figure 4.3 (a). Pattern matching can be done on the output string produced by the
“write” statements. In Figure 4.3 (a), each node can be thought of as representing
a sequence of data states similar to [A;,1(b), Asuce(1,1,8),1{8)s - ssucc(1,np)n (D)5 +oes
Aezit Jocation,1 (b)] for some input b. Once comparison is made as to which path
equivalence class was executed, the values included in the u-tuple belonging to
dead variables are discarded(shown in Figure 4.3 (b) by the darkened spaces).
Each record which was a u-tuple is now converted to a z-tuple. Then the values
in the list can be added to the value distributions in the corresponding subdata
spaces. The linked list is then deleted.

The method of storing data states in the value distribution is arbitrary; deci-
sion of the type of structure to use must be made. Two schemes are presented:
encoding a data state to a single value for placement into a histogram?!, and stor-
age of a node in the execution derived linked list in a value distribution linked
list.?? It is necessary that the z-tuple of values stored in a record in the linked list
remains stored together in the value distributions.

The execution derived linked list may be stored in a different linked list, i.e.,
take the nodes from the linked list and place them in another linked list. So
the value distributions at a subdata space will be contained in a linked list; in
fact, two linked lists for each subdata space. One for the first occurrence data

210pe expensive and infeasible method that accomplishes this is Godel encoding [18]. It is
solely mentioned for explanatory purposes. The values in the z-tuple are encoded into a single
value that is placed in a histogram. A histogram is the structure used for storing the value
distributions. The histogram contains the frequency counts of particular natural data states.
For encoding, there must be consistent ordering of the variables within a subdata space. The
infeasibility of Gédel encoding stems from it producing a value that exceeds most integer limits.

22Neither scheme is advised. This is an area for future research.
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Fig. 4.3: Data structure representation for natural data states for Method I

states, and one for the remaining occurrence data states. Each node in the value
distribution linked list should hold both the values and a frequency count of the
number of times that particular data state combination occurred. Although it
seems improbable that any particular data state occurs noticeably more frequently,
especially as the number of active variables increases, [14] gives an interesting
example showing that from 2!° possible data states, only 20 occurred out of a
sample space size of 10°.

To implement this scheme, create a pointer for each type of occurrence at a
subdata space, and initialize these to nil. Each time a data state not previously
calculated during execution is discovered at a data space, create a new node in
the list corresponding to its values with a frequency count of one. If the data
state being added already exists, find the node for that data state in the list and
increment its frequency count. Nodes with higher frequency counts can be moved
to the head so that when sampling occurs later, values with highest probability
can be found easily. This scheme saves in the overhead of an encoding/decoding
scheme, however as the size of the list grows, the cost of searching during insertion
grows. Also, the spatial requirements of storing all of the lists is prohibitive. For
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spatial reasons, this scheme is considered infeasible.

Again a mean-value analysis is given of the spatial requirements for Method
II assuming encoding. Again, let ¢t =| T | + | T'S |, u: = the mean number
of locations per path equivalence class, g, = the mean number of locations in a
loop on a path equivalence class, and g, = the mean number of active variables
per location. Then the mean number of value distributions is the same as the
number of expressions for Method I: ©((ue — tr)pta + 2tprpis). 22 If values are
assumed to be stored in a histogram, the mean number of bins per distribution
is s, where each bin requires 32-bits for the frequency counts, the space order
required is ©(4pst(is — #r)ita + Bpstisrta) bytes. To get a feeling for this, assign
values as follows: ¢ = 500, g = 100, px; = 10, p, = 10, g, = 50, and gy = 100,
This example requires 0.218 giga-bytes, a savings over Method I. The temporal
requirements to get a natural data state from Method II ignoring the time involved
in executing P” many times and storing the natural data states is a function of
the search and retrieve time in a value distribution. If constant search and retrieve
time, o, is assumed, then the mean time to get one complete natural data state
is ©(ou,). The mean-value analysis of Method II using the linked list still has
O(t (1t — e ) o +2t iy i) value distributions, which means ©(¢(pe — e ) o +2t i ta)
linked lists. The overhead in maintaining a list is high and not recommended.

Recapping, the algorithm needed for producing value distributions of natural
data states at the subdata space abstraction level of Method II are:

1. Declare an empty linked list to exist with the size of each node large enough
to hold all statically declared variables

2. Select an .nput point,

3. Aseach location is reached, create a new node in the list and store all values
known in it,

4. At the end of an execution pattern match on the output string and determine
the path equivalence class taken,

5. Delete all values in the linked list that do not correspond to the active
variables of that path equivalence class,

6. Place the remaining values from each node into the value distribution scheme
chosen,

23The 2 represents the two different type of iterations: first occurrences, and the remaining
occurrences.
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7. Delete the linked list and repeat the process.

In summation, Method II is also a high overhead scheme. However when a realistic
algorithm of storing n-tuples of values is found, Method II will be practical. This
is an area for further study.

4.4.2.3 The Algorithm for Method III

Method III is a scheme which is temporally expensive yet has minimal spatial
requirements. This algorithm is in general preferred, and if the program contains
dynamic variables, it is the only one of the three algorithms that can be easily
implemented to handle them. The algorithm is simple enough to be included into
the steps of the main processes. Sections 4.5 and 4.6 show how to incorporate
Method III into Process Propagation Analyzer and Process Infection Analyzer.
The algorithm not only produces natural data states; it also automatically samples
the data state it most recently created. So in effect Method III handles production
and sampling of natural data states simultaneously. The algorithm follows:

1. set countl to zero,

2. take P" and insert the necessary code to perform the algorithms of Process
Propagation Analyzer or Process Infection Analyzer at the location,

3. select an input point and execute the augmented P”,

4. if this input point causes the location under analysis to be reached, increment
countl,

5. execute P” until countl = n,

6. when countl = n, divide count by countl yielding an infection estimate for this
alternative,4

7. the previous six steps have produced an infection or propagation estimate;
now repeat this process according to the algorithms of Chapter 3 for each
semantic alternative or active variable.

24The infection estimate is a point estimator which is the sample mean of the number of
infections, however to determine the confidence intervals in the estimate, the confidence interval
of the frequency distribution for 95% confidence can be found with p & w, where w = 2.

v/(#- (1 —p)/n) and p = count /n [11].
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Unfortunately, this scheme requires the repeated execution of locations to produce
natural data states. It may also cause performing executions that may not reach
the desired location if ¢ is not previously partitioned. Choi et al. [12] present a
scheme for using a hypercube for scheduling mutants during mutation analysis. A
similar scheme may also be applied to the Method III implementation of Process
Natural Data State Producer in order to save re-executing locations.

The temporal mean-value analysis of the seven step sequential algorithm above
is as follows: let . = the mean amount of time to execute a location, y; = the
mean number of executions of the program before an execution where the location
being analyzed is reached, s; = the mean number of locations per execution, and
kp = the mean number of locations executed before this location. Then the mean
amount of time to get one natural data state using Methcd I is ©(pepipr + pipite)
= O(pe(pitk + #p)). The spatial requirement for Method III is negligible.

4.4.3 Sampling from Value Distributions for Methods I
and II

The method of sampling data states depends upon whether the value distributions
or symbolic expressions are for data spaces or subdata spaces, and whether the
process for failure propagation or infection analysis is requesting the states. Sec-

tion 4.4.3 only applies to the value distributions and symbolic expressions created
by Methods I and II.

4.4.3.1 Method I Sampling

In the implementation of Method I, the symbolic expressions are at the subdata
space abstraction level. The following algorithm for getting from symbolic expres-
sions to natural data states is presented through example.

Suppose that the frequency with which path equivalence class p is executed,
E,, is known for each path equivalence class going through some location z, and
suppose sampling of data states is at location z for either failure propagation
analysis or infection analysis. And suppose that n sampled data states are needed
for analysis at data space z and that data space = has k subdata spaces (so there
are k path equivalence elements that have location z in their regular expressions).
For failure propagation analysis at location z, generate

n-E, wherel<p<k
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natural data states from the first occurrence symbolic expressions and first oc-
currence input conditions for this path equivalence class in each subdata space
p of data space z. Denote p;, to be the mean number of expressions per active
variable through location = regardless of iteration occurrence for an element of
path equivalence class p. For infection analysis, generate

E, 1

n- o —

1 pep

natural data states uniformly from the first occurrence expressions and the input
conditions for this path equivalence class in subdata space p at location z. A
proportion of data states representing the first iteration is chosen separately from
the other iteration occurrence data states to reflect the proportion of each that
will be seen in the dynamic environment of the program. This is automatically
handled by Method III. After these are generated, then generate
E, 1

ne= (1 l‘z,p)
natural data states by uniformly selecting expressions from the non-first occur-
rence expressions with the input conditions for this path equivalence class in
subdata space p at location z.%8

4.4.3.2 Method II Sampling

If the value distributions are for data spaces, then sample according to the distri-
bution of the value distribution and according to the process’s algorithm.?® If the
value distributions are for subdata spaces, the ensuing discussion explains how to
sample across subdata space value distributions.

As an example, suppose that the frequency with which path equivalence class
p is executed, E,, is known for each path equivalence class going through some
location z, and suppose sampling of data states is at location z for either failure
propagation analysis or infection analysis. And suppose that n sampled data
states are needed for analysis at data space z and that data space z has k subdata
spaces. For failure propagation analysis at location z, sample

n-E, wherel<p<k

281f this location is not in a loop, there are only first occurrence expressions.
26Recall that infection analysis uses different data states for repeated locations than does
failure propagation analysis.
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natural data states from the first occurrence value distribution in each subdata
space p of data space z. Denote p;, to be the mean number of times through
location z for an element of path equivalence class p. For infection analysis, sample

Ne—s o —
1 Bz,p

natural data states uniformly from the first occurrence value distribution in sub-
data space p at location z. Then sample

natural data states uniformly from the non-first occurrence value distribution in
subdata space p at location z.

A problem occurs during sampling in Method II if a location was never reached
during value distribution creation; the value distributions for the corresponding
data space are empty. If a large number of program executions occurred during
value distribution creation, either

1. the location is infeasible,

2. the location is feasible but rarely executed.

Unfortunately, case (1) can not be distinguished from case (2). So the best that
can occur will be to either

1. re-execute P" until this location starts executing; modify the value distri-

bution creation routine to only store value distributions for this location,
or

2. create artificial data states.

If (1) is attempted, and after a set time limit the location is still not reached, then
artificial data states will need to be created.

4.5 Process Propagation Analyzer

Process Propagation Analyzer is a main process that performs the failure prop-
agation algorithm. Input to this process is P"” and the natural data states from

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CHAPTER 4. PROPAGATION AND INFECTION METHODOLOGY 63

Process Natural Data State Producer. Output from Process Propagation Ana-
lyzer is a program which when executed produces a failure propagation estimate
for each active variable at each location in P”. The following pseudo-code shows
a shell of the program outputted by Process Propagation Analyzer. This pseudo-
code shell uses Method III value distribution creation and sampling.

procedure execute_unperturbed_code(input)
location.1
location_2

location.n

procedure execute_perturbed_code_loc_1.activevariable.1(input)

procedure execute_perturbed_code_loc_1_active.variablex(input)
{assuming x active variables @location 1}
procedure execute_perturbed_code_loc_2.active_variable.1(input)

procedure execute.perturbed_code loc.2 active_variable_z(input)
{assuming z active variables @location 2}
procedure execute.perturbed_code_loc.n_active_variable_1(input)
procedure execute_perturbed_code_{oc_n_active.variable 2(input)
procedure execute_perturbed.code loc_n_active_variable_k(input)
{assuming k active variables @location n}
begin
location.1
location.2

location_n
arrived@location[n k] := true
if not(already.perturbed[n k]) then
begin
perturb(data state@n active variable k)
already-perturbed[n k] := true
end;
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end;

begin main
{set count .and problem arrays to zero }
for x := 1 to N { N is number of program locations }
get input
call execute_unperturbed.code(input)
for i := 2 tom { mis number of perturbations to occur
for one active variable
for one data state }
for each active variable k € A;
arrived@location[i,k] := false
already_perturbed[i k] := false
call exccute_perturbed.code.loc.i_activevariable_k(input)
if arrived@location(i,k] then
count[i,k] ++
if arrived@location[i,k] and (output{execute_unperturbed_code) <>
(output(execute_perturbed_code_loc.i.activevariable k)) then
problem[ik] -++

fori:=1tom
for each active variable k € A;
writeln('prop. est. for location i active var. k =', problem[i,k]

/ count[ik])
{assuming countfi,k] <> 0}
end main

It is now shown that the pseudo-code shell is equivalent to:
Fi4 = Pr[pseudo-failure on input z | perturbed(l, a,z))

where

T iff a € fi(Bi,1(z)) and function perturb(a)® has executed

perturbed(l,a,z) = on input z
F otherwise
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Satisfaction of “perturbed(l,a,z) = T iff @ € fi(B;1(z)) and function perturb(a)
has executed on input z” occurs with the following code segment:

location.|
arrived@location[l,a] := true
if not(already_perturbed[l,a]) then
begin
perturb(data state®l active variable a)
already.perturbed]l,a] := true
end;

where (already_perturbedf),a]) is set to false before call execute_perturbed_code_loc_i_active.
variable_k(input) is called to assure perturbation only on the first data state.
The total number of pseudo-failures is found by:

if arrived@location[l,a] and (output(execute_unperturbed.code) <>
(output(execute_perturbed_code loc.l.activevariable_a)) then
problem[l,a] ++

The total number of perturbations occurring on the first occurrence data
state for location [ and active variable a is fournd by:

if arrived@location[l,a] then
count(l,a] ++

So the point estimator which is the failure propagation estimate is:

problem]l,a]
count{l,a] N

Pr[pseudo-failure on input z | perturbed(l,a,z)] =

The O-notation for this implementation of the algorithm for a program of
m locations in straight-line is as follows [15]: Suppose that n data states are
to be used at each location, and that there are p active variables on average at
each location. Then this implementation has order O(npum? + np), hence it is
quadratic in the number of locations executed, excluding the locations to perform
the perturbations.?”

2754 is the number of locations executed from the non-perturbed copy.
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4.6 Process Infection Analyzer

Process Infection Analyzer is 2 main process which performs the algorithm for
finding infection estimates. Input to this process is P” and the natural data
states from Process Natural Data State Producer. Output from this process is a
program which when executed produces an infection estimate for each location in
P" and each semantic alternative. The following pseudo-code shows a shell of the
program that this process outputs. This shell uses Method III value distribution
creation and sampling.

It should be noted that the technology involved in Process Infection Analyzer
is in most part the same as mutation testing?®[16, 17]. The difference is in the
data collected. In mutation testing, the input points are evaluated. In infection
analysis, the location with the semantic alternative is evaluated.

procedure execute_locations(input)
begin
timesQlocation[1] +-
if ((data state after location.1) <>
(data state after semantic.alternative_1(location_1)) then
counter_1[1] ++

if ((data state after location.1) <>
(data state after semantic.alternativek(location.1)) then
counter 1[k] ++
location_1

location.2

times@location[n] +-+
if ((data state after location.n) <>
(data state after semantic.alternative.1(location.n)) then

28Mutation testing is a way of determining test data adequacy by seeing if the test data
catches faults injected into the code.
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counter_n[1] ++

if ((data state after location.n) <>
(data state after semantic.alternativek(location.n)) then
counter.n[k] ++
location.n
end

begin main
for k := 1 to number_of_semantic.alternatives@location.i
counter.ifk] := 0
for i := 1 to n {n is number of locations }
times@location{i] := 0
for z := 1 to N {N is number of inputs for confidence interval }
get input
call execute_locations(input)
fori:=1ton
for k := 1 to number of semantic.alternatives@location.i
writeln('inf. est. for 'k, counter.i[k]/times@locationi)
{assuming times@locationi <> 0}
end main

It is now shown that the pseudo-code shell is equivalent to:
I = Prlinfected (1, a,z) | Bi(z) # D]

where

F otherwise

infected (I, a,z) = { T iff 3y € Bi(z) fily) # fuv)

To verify that Bi(z) # 9,

timesQlocation(l] ++

is used so then the point estimator is a function of the number of arrivals at
location I. Satisfaction of infected(l,a,z) =T iff Jy € Bi(z) fily) # fu(y)
occurs with
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if ((data state after location) <>
(data state after semantic_alternative.a(location.l)) then
counter_ifa] ++.

So then the point estimator for the infection estimate for location ! and
semantic alternative a is:

Prfinfected I, a,) | Bi(a) # @] = emerl]

times@loc

The O-notation for this implementation of the algorithm for a program of m
locations in straight-line is as follows: Suppose that n data states are to be used
at each location, and that there are u semantic alternatives on average at each
location. Then this implementation has order O(num), hence it is linear in the
number of locations executed.

Using an idea from Choi et al. [12], the above sequential algorithm could
parallelized as follows: assign one processor to execute the location as it currently
stands. So it is essentially performing two roles: as the keeper of the correct
result for each location, and as the natural data state producer. For each location
under analysis, assign each semantic alternative to a different processor. Thus
each processor with a semantic alternative gets two messages from the processor
with the correct location: the first contains the input natural data state to use,
and the second is the output data state from the original location. The semantic
alternative processors can then determine if an infection occurs and keep a record
of the number of infections. The program under analysis can be stepped through
in such a manner to greatly decrease the time to perform infection analysis. Any
speed up achieved, however, will decrease the order of the implementation to no
less than O((num)/p), where p is the number of processors. An analytical scheme
for expression infection estimation is presented at the end of Section 4.6.

Process Infection Analyzer requires a sub-process to produce the semantic
alternatives for each location; Section 4.6.1 explains what semantic alternatives
should be produced. There are two types of infection analysis performed: one for
boolean predicates and one for arithmetic expressions. Different rules are invoked
for producing semantic alternatives depending on the location type.
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semantic ali, semantic alternative descripiion

[ ]

a»h

a/d

01 + b over all active variables for b; at Jocation of a+b

o + a1 over all active vaniables for a; at location of a-+b

conat + b

a + const

(conaty . a* 4 conaty.y +a"=2 4 .. 4+ consio) + b where ~ 00 < consty,consty_s,...,consty < o°

©) B | 3} o ] ] 1)

a 4 (conaty - b* 4 consty_y - b*=? + .. 4 conato) where ~ co < consiy, consti_1,...,consty < oo

Table 4.3: Semantic Alternatives for the expression (a + b)

4.6.1 Expression Infection Analysis

Expression infection analysis finds an infection estimate for an assignment state-
ment in P” in simple expression form. For expressions, class F is limited to the
following fault types, all of which are single changes to a location:

1. a wrong variable substitution,

2. a variable substituted for a constant,

®

a constant substituted for a variable,
expression omission,

a variable that should have been replaced by a polynomial of degree k,

e s e

and a wrong operator.

The breadth of the type of faults defined in F determines the power of Process
Infection Analyzer.

These six fault types are the ones that this thesis considers; other applications
or external knowledge of the developmental environment may require changes in
F. As an example of F applied to the arithmetic expression a + b, the set of
semantic alternatives derived from F are in Table 4.3.?° Similar tables can be
derived for simple expressions with other operators.

29The range on the values to be substituted as constants for fault 6 and fault 7 is limited to
the discrete values for variable “a” which have the highest probabilities of occurring in the value
distribution preceding the location.
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4.6.2 Predicate Infection Analysis

Predicate infection analysis is performed on each predicate. The fault classes in
F for predicate infection analysis are:

1. substituting a wrong variable,
2. exchanging and and or, and

3. substituting a wrong equality/inequality operator.

For loops, exchanging equality/inequality operators can quickly cause infinite
loops, so care must be taken to minimize the potential. Therefore a time limit
is placed in step 3 of the infection algorithm. Even though a particular semantic
alternative may be in the class F, if it is predetermined that termination does
not occur when the semantic alternative is substituted, then the semantic alter-
native should be skipped. The intent of infection analysis is to mimic “common”
faults. Any fault causing an infinite loop should not be considered “common”
by the closely correct criterion, unless it is at a rarely executed location. Notice
again that the class of faults defined for predicate infection analysis represent sin-
gle changes to a location, not multiple changes. This definition of F, again, is
subject to change under various conditions. Such conditions are expected due to
strange software phenomenon however these conditions are currently not known.

As an example of predicate infection analysis, for the predicate ((a < b) and
(¢)), where a and b have numeric values and ¢ has a boolean value, the semantic
alternatives are given in Table 4.4. Most of the semantic alternatives result in high
infection estimates. The semantic alternatives which may produce lower estimates
are 1, 6, 7, and 8. The viruses that are produced from predicate faults are in the
program counter. Such faults cause a wrong path to be taken. The notion of taking
a wrong path yet producing the correct result is termed coincidental correctness
[1]. A missing path can be partially detected by failure propagation analysis.>®

4.6.2.1 Analytical Expression Infection Analysis

This section explains an alternative scheme for determining the expression infec-
tion estimates for the nine semantic :.:tcrnatives of Table 4.3. For the first semantic

*30Partial detection can be expanded to near total detection if propagation analysis is performed
on every declared variable at each location. The reason total detection is not possible is because
the effect of the missing path my be to some variable which has not yet been declared.
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by < b) and c¢) over all declared active boolean variables by
a < by1) and c) over all declared active boolean vanables by
{(a<b)orc

3]

Sault fault description
1. s<b)andc
2. a > 0) and ¢
3. a > 0)and ¢
4. (a = b) and ¢
5. a# b) and ¢
6.

7.

8.

Table 4.4: Semantic Alternatives for the predicate ((a < b) and ¢)

alternative of Table 4.3, the infection estimate is 1 — Pr[a + b = @ — b]. The prob-
ability Pr[a+ b = a — b] can be solved for all (a,b) pairs using a scheme such as the
Mathematica [19] Solve directive. Solve produces the (a,b) pairs where a+b = a—b.
After these pairs are found, determine the frequency of each pairs occurrence in the
data space value distributions preceding the location; this then is Prla+b = a—b).
Only when b = 0 does Pr[a + b= a - b], hence Prla+ b=~ b] = Pr[b=0]. Ifin
the preceding data space to the expression there exists a high preponderance of
zeros in 5's value distribution, then Prja+ b = a — b] is high causing a low infection
estimate. Similar tactics also yield infection estimates for semantic alternatives 2
and 3 of Table 4.3.

For semantic alternatives 4 and 5, the infection estimate is high unless &
and a have identical values in the preceding data state, i.e., data states (a,b)
such as (1,1), (2,2), (3,3), etc. Infection estimates for semantic alternatives 4
and 5 are found by 1 — Pr[b; = a in the preceding data state]. To estimate
Pr[b; = a in the preceding data state], sample the natural data states and find
the frequency of (z,z) value pairs in the value distribution. One minus this fre-
quency is the infection estimate.

The infection estimate for semantic alternative 6 is 1 — Prja = constant].
Prfa = constant) is found by finding the point or points (if there are several) with
the highest relative frequency in the value distribution for a. Subtract this highest
relative frequency for this bin from 1.0 yielding the minimum probability that
this semantic alternative causes infection; this is the minimum infection estimate.
Similar tactics also yield an infection estimate for semantic alternative 7.

Finding infection estimates for semantic alternatives 8 and 9 is more difficult.
When a polynomial of degree k replaces a variable, an explosion in the actual num-
ber of semantic alternatives each semantic alternative expression represents occurs
due to values the constants can be assigned(—oo < constg, consty, ..., consty < o).
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If the degree of the substituted polynomial is limited to 1, then only semantic
alternatives of the form (const; - @ + consto) need be considered for semantic al-
ternative 8, and (const, - b + constp) for semantic alternative 9. The expression
(consty « b+ consty = b) is true iff

_ consty
~ (1 ~ const,)

The truth of this equation is a function of &, const;, and consty. In general,
replacing a variable by a polynomial should produce an infection estimate of ap-
proximately 1.0, however the analysis should still occur if polynomial substitutions
are considered as potential faults.3! If consideration is limited at the three dimen-
sional value space for the two constants consty, const, over —co to oo, and at the
highest frequency values of & which are shown in Figure 4.4, it becomes likely
that the number of times that the predicate is true is execedingly small; hence
infection always occurs.? Infection for semantic alternatives 8 and 9, where the
degree of the replacing polynomial is 1, is then

number of times predicate is true

1—Prf size of 3-D space

]

which is shown in Figure 4.4;

number of times predicate is true

Prf size of 3-D space

]

is the proportion of dark points in the darkened box relative to the total space
of points in the box. If we consider the case of a polynomial of degree z with z
solutions, then the probability of no infection occurring is just

]

T
(2 - maxint)®

Pr|

which is infinitesimally small. Note that the total number of values for b is not
infinite in Figure 4.4; consideration only occurs for values of b that are more likely,
hence the tick marks in Figure 4.4 represent the more likely values of 4. These
values can be found in the value distribution at ds:;:a+b.

3lparticularly low order polynomials.
32 Actually, [-maxint..maxint] is the range for const; and consto.
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const I

Fig. 4.4: 3-D space for a one-degree polynomial replacement for variable

location | infeclion estimate | propagation estimaie
1. min; 1 Ihz-' 3 ming{F1,a
2. mini{42,a; ming{F3.q
3. mini{Ts.a; i {Fovay
4 ming{J4 a; ming{F4,a
! 1 !

Table 4.5: Template of Minimum Data from PIA

4.7 Infection Analysis Output and Failure Prop-
agation Analysis Output

Propagation and infection analysis produces a large number of infection and failure
propagation estimates for each location. The output from Process Propagation
Analyzer and Process Infection Analyzer is similar to that shown in Table 4.5.

For certain applications, more information is needed than that shown in Ta-
ble 4.5. Almost all of the estimates are lost when only the minimum estimate is
provided. Saving each estimate for each semantic alternative and each active vari-
able requires a large amount of space. The template in Table 4.6 shows complete
propagation and infection analysis results.
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{ocation infeclion eslimates propagation cstimales
a1 a2 a3 a4 a5 — Fa; Tag Faa a4 ax -
1. 11,0 I, 11,0 1,0 Ii,a hond Lay | Plia 1,a 1,4 Fla nd
2. Do | Bag | Ray | 2o Do, | — 2,0, | F2,63 | Faay | F2.a 2,05 | ~
3. 30, | Biag | T30y | Tsaq | Toa5 | = | P30y | Fajap | P30y | Fajag | Foap |
s : : : : : = s : s : : —
1 S O I Y S A A O

Table 4.6: Template of Accumulated Data from PIA

4.8 Relating Propagation and Infection Esti-
mates to the Thesis Objective

Propagation and infection estimates relate directly to the thesis goal: “determin-
ing where a fault can easily hide.” A location which has small propagation and
infection estimates is a location which may easily hide a fault. It also is the case
that a location which is rarely executed, may easily hide a fault. So formally, for
a location 1,23

3k Fy,, %00V 3k I, 0.0V E ~00=>

location [ can easily hide a fault (4.1)

Similarly, _
=3k Fiq, = 0.0 A3k Ii5, = 0.0 A =(E; =~ 0.0) =

location ! can not easily hide a fault (4.2)

Many locations may satisfy equation 4.1. To determine those locations which
can more easily hide a fault than others relative to A even if they both satisfy
equation 4.1, define a parameter (; as the ability of a location to hide a fault. The
larger (;, the greater this ability. Thus:

Cl =W Zf(ks Fl,al,...) + W - ZZ(’C, Il,a;,...) + w3 - e(l) (4'3)
k k

where
1 Fia, ~0.0

0 otherwise (4.4)

f(k,Fig,,.) = {

332 0.0 denotes on the order of 10—* which was determined arbitrarily; £; denotes the execu-
tion rate of location .
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and I
. 1 L, ~00
i(k, liay,..) = { 0 otherwise (4.5)
and E; =~ 0.0
_ 1 1 0.
e(l) = { 0 otherwise (4.6)

and wy, wz, w3 are weights associated with the importance of the three estimates.
It is currently unclear which of these three sets of information is more important,
hence w;, w;, and ws are left as parameters. It is also not clear whether a linear
combination of f, ¢, and e is appropriate, versus an exponential combination or
some other function. Clearly, the size of |A; | and F; must play a role in w;, and
Wy,

4.9 Conclusions

This chapter details the main and auxiliary processes of PIA as well as alterna-
tive schemes for performing them. As more precise or computationally cheaper
algorithms are found, the requirements on the state of the input program given
in the introductory paragraphs of this chapter may be relaxed. It appears, al-
though, that the closely correct criterion will always in some form exist however
its definition may be relaxed. If in the future it becomes temporally trivial to
perform propagation and infection analysis, then the closely correct criterion may
be discarded. This currently appears unlikely.

A brief summary of the requirements of the processes presented in this chapter
follows:

Process Simplify is invoked for creating more refined estimates of failure prop-
agation at the subexpression level. It exists for better quality in the failure
propagation estimate. If implemented, it can be performed manually and
this process is neither spatially nor temporally expensive.

Process Abstraction Analyzer isolates the locations that the methodology
will be applied to. This process is trivial; it can be performed manually
and is trivial.

Process Dataflow Analyzer produces the set of active variables at each loca-
tion that the failure propagation algorithm will be applied to. This process
can be performed manually for small programs to determine which variables
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are active; this process is trivial for straight-line programs; datadow algo-
rithms can be applied for automating the process. This process is neither
spatially nor temporally expensive.

Process Natural Data State Producer produces the natural data states that

the failure propagation implementation and infection implementation need.
This process can be incorporated into Process Propagation Analyzer and
Process Infection Analyzer as shown in the pseudo-code shells; this makes
this process temporally expensive; otherwise if a storage method is chosen
it is spatially prohibitive.®4

Process Propagation Analyzer produces the failure propagation estimates.

When performed computationally, it is temporally expensive, however not
overwhelmingly so; Process Propagation Analyzer builds the pseudo-code
shell. It is quadratic in the number of locations executed assuming Method
III value distribution creation. The main temporal requirements are in ex-
ecuting the shell, not creating it. This process has minimal spatial needs.
Automating the creation of the pseudo-code shell is recommended, however
this can be performed manually.

Process Infection Analyzer produces the infection estimates. This process

will almost certainly be the hardest process to implement, since it requires
many semantic alternatives for each location. This process is not spatially
intensive, however it is temporally expensive in terms of creating the pseudo-
code shell. It is linear in the number of locations executed assuming Method
III value distribution creation. Creation of this shell will have the highest
temporal costs, however dynamic temporal costs will not be as overwhelm-
ing. Automating the creation of this pseudo-code shell is recommended. No
tool currently exists to perform the automation.

34Using a multi-processor machine with Method III natural data state production appears to
be a practical approach to the space and timing problems of propagation and infection analysis.
Any gains in performance, however, will be directly tied to the number of processors, hence the
decrease in costs is linearly proportional to the number of processors.
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Chapter 5

Propagation and Infection
Applications

Chapter 5 introduces application area models for propagation and infection anal-
ysis. The quantification of where a fault can easily hide may be used in probable
correctness, software reliability, software testing, program debugging, and testing
complexity. Research disciplines concerned with software quality can most likely
either directly or indirectly benefit from propagation and infection analysis.

Section 5.1 introduces additional definitions and algorithms for the application
area models of Chapter 5. Section 5.2 describes additional processes and mentions
processes already introduced in Chapter 4 which need enhancemente for these
application models. The remaining sections of Chapter 5 are strictly devoted to
the models.

5.1 Terminology and Definitions

Section 5.1 introduces three new entities: the latent failure rate, execution esti-
mate, and dispersion histogram. The latent failure rate estimates the minimum
failure probability of some entity at a particular abstraction level, the execution
estimate is the probability of reaching an entity at some abstraction level(typically
at path levels), and the dispersion histogram reveals which input points are be-
lieved to be more likely to reveal faults.

79
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5.1.1 Latent Failure Rate

Section 5.1.1 introduces a method of estimating what the minimum failure rate
will be for a program fragment depending upon the abstraction level. This section
introduces a structure-based method of estimating the minimum failure rate. A
black-box model for estimating the minimum failure rate of a program is to use the
observed number of failures per number of executions. Another black-box scheme
for estimating the minimum failure probability is Bayesian estimation [24]. The
maximum failure rate of a fault in a program is 1.0. For several applications it
is more useful to determine what the minimum impact on the failure rate will be
for “any” fault. It, however, is not possible to make such a grandiose statement;
limitations must to be placed on the interpretation of “any”.

In order to measure this minimum failure probability, the conditions necessary
for a program to fail are again reviewed. A fault must be reached, an infection
must occur, and the infection must propagate. When these three occur, failure
results, and the product of the frequency with which these three occur is the
failure rate. The definitions from Chapter 2 for execution rate, propagation rate,
and infection rate, combined with the assumption that location z has the only
fault in program P can be related to the observed failure rate by:

Ap = ezecution rate - infection rate - propagation rate (5.1)
Pr(B.(y) # 9] -
Pr{infected(z,y) | B:(y) # D]-
Pr[program fails on input y | infected(z, y)] (5.2)

Equation 5.2 is specific to one particular fault. If there are other faults in program
P, this equation may be incorrect. So an attempt to produce a formula for the
minimum failure probability should probably contain as parameters the infection
estimates, propagation estimates, and execution rates.

The latent failure rate is the term used for the quantification of this minimum
impact; the latent failure rate of a location [ is defined as the probability that if a
fault exists at location /, and location [ is reached, failure occurs. In the formulae
presented in Section 5.1.1 for measuring the latent failure rate, the execution rate
is omitted. This separates the potential of a failure occurring from the potential
of a particular abstraction level member from being executed. This ensures that
low execution rates will not overshadow the cancellation occurring when infection
does not occur and propagation does not occur.

As previously mentioned, restrictions are placed upon the interpretation of
“any”. The restriction placed on “any” will be the alternative class A. Define the
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alternative class, A, to be the class of impacts on the computation of the program
which is defined by

1. F,
2. the perturbation function parameters, and

3. the perturbing distribution.

Hence formulae for measuring the minimum failure probability at a location [
which represents the minimum probability of both infection and propagation oc-
curring at a location is a function of A and is conditioned on reaching I.

The dependence of the latent failure rate on the propagation estimate should be
clear. However the inclusion of the infection estimate in the latent failure rate may
not be clear. It may seem defendable to assume that the infection estimate will be
large. There are, however, faults that affect very few input points. As an example,
replace b := b mod 1000000 with b mod 1000001, where the distribution of values of b
is in the range [0..1000000]. For values of b less than 1000000 no infection occurs.
Another example is the replacement of a := (a * 100) with if a1 then a:=(a*100)
else a:=(a*10). In this example, only one value for a causes an infection. Hence
the infection estimate plays an important role in representing faults which rarely
infect. Ignoring the infection estimate may produce a drastically over-estimated
latent failure rate.

Section 5.1.1 provides formulae for estimating the latent failure rate. A la-
tent failure rate can be found for each level of abstraction. The distinguishing
characteristic among the various methods of measuring a latent failure rate is
how conservative an estimate the scheme produces, where scheme “A” is said
to be more conservative than scheme “B” if for all latent failure rates scheme
“A”» produces, the estimates are lower than for scheme “B” for the same input
parameters.

5.1.1.1 Latent Failure Rate Measurement Assuming Independence

The first attempt at quantifying the minimum failure probability is a direct result
of equation 5.2. Equations 5.3 - 5.5 assume independence between input points
which propagate and infect, i.e., it is independent whether points which propagate
also infect. So the latent failure rate for a location ! assuming independence is:

lfr; = !nkin[Il'ﬂk] . mzin[Fz,a,] (5.3)
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Equation 5.3 can be generalized to a path equivalence class ! with:
[fri = minfmin{;q,] - min(Fi, | (54)

where locations ¢ and j are on path equivalence class I. Notice that equation 5.4
has no requirement that location j is a successor location of location i. Since it
is typical to think of infection occurring before propagation, equation 5.4 is a bit
peculiar. Hence equation 5.5 takes this into account producing a less conservative
measurement:

lfr = n‘_u;n[mkin[Ij,a,‘] . mzin[F.',a,]] where ¢ precedes j (5.5)

5.1.1.2 Latent Failure Rate Measurement Assuming Non-Independence

Section 5.1.1.2 describes a more conservative approach than presented by equa-
tions 5.3 - 5.5. It does not assume that those points which infect will propagate. It
considers a class of input points referred to as non-propagators. A non-propagator
is an input point which will cause an infection but wili not propagate. Equa-
tions 5.6 - 5.8 subtract the proportion of non-propagators from the infection es-
timate, leaving an estimate of the proportion of the input points that will infect
and propagate. This non-independence approach is more conservative than the
independence approach; applications will later be mentioned which rely on having
the most conservative estimate of the minimum failure probability. This is crucial
for these applications.

The latent failure rate for a location ! assuming non-independence is measured
by:

{fri = minllie,] - (1 min{Fy, ) (56)

Equation 5.6 effectively removes the proportion of input points which for at least

one perturbed active variable did not propagate. Equation 5.6 can be generalized

to a path equivalence class. The “most conservative” measure of the latent failure
rate for a path equivalence class [ is given by:

tfr = milminlZ;e,] - (1 - min(F,)) (5.7

where 7 and j are locations represented in path equivalence class I. If the same
requirement from equation 5.5 is made for equation 5.7, the latent failure rate
meagure becomes:

lfmi= xm;,n[mkin[lj,uk] — (1 —min[F;g,])] where 7 precedes j (5.8)
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O O

50% infection 5% propagation

Fig. 5.1: High Infection, Low Propagution probabilities

O @

50% infection 70% propagation

Fig. 5.2: High Propagation, High Infection probabilities

Equation 5.7 uses the lowest failure propagation estimate for any location 7 in
path equivalence class z and the lowest infection estimate for any location j in l.
Equation 5.8 does also provided that location ¢ precedes location j.

Both equations 5.6, 5.7, and 5.8 inherit the potential for producing negative
latent failure rates. This is due to the subtraction of the percentage of “nonpropa-
gators”. Although a latent failure rate estimate which is less than or equal to zero
is useless as a probability, it contains useful information. A non-positive latent
failure rate says that the abstraction level location [ may potentially (worst case)
always produce the correct output even when there is a fault in a location on it.

Experimental results have shown that ming[I;,,] and min,[F;4,] values are in
the majority of cases usually between 0.1 and 1.0.! Figure 5.1 and Figure 5.2
illustrate the difference which occurs between a positive and non-positive latent
failure rate in equations 5.6 - 5.8. In Figure 5.1, the infection probability is
0.5, whereas the propagation probability is 0.05; this example produces a latent
failure rate of -0.45. Notice in Figure 5.1 that the proportion of “infectors”(black);
hence a negative latent failure rate. can easily be placed into the proportion of
nonpropagators(white). So in the worst case, those points which propagate are
those which do not infect. Figure 5.2 is the reverse scenario where there are
points that both infect and propagate. Here the latent failure rate is 0.2.

1Detailed in the tables in Chapter 6.
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5.1.1.3 Latent Failure Rate Measure for an Entire Program

The latent failure rate may be determined for the highest abstraction level, an
entire program at the source level. The latent failure rate measure for an entire
program P is:

lfrp = ’_é%iélc[lfr;] (5.9)

This is the minimum latent failure rate estimate over all path equivalence classes;
equation 5.9 depends on measurement scheme of the latent failure rate chosen at
the path levels.

5.1.1.4 The Hierarchical Method for Measuring the Latent Failure
Rate

Equations 5.4 - 5.5 and 5.7 - 5.8 give a rough and conservative estimate of the
latent failure rate for a path equivalence class. All equations presented thus far
are a function of A. Potentially a path equivalence class will have a location on it
that yields a tiny (< 0.01) infection estimate. If this occurs, the latent failure rate
produced by equations 5.7 - 5.9 will almost certainly be negative. So for paths
of many unique locations, a less conservative scheme for determining the latent
failure rate may be needed.

The hierarchical method presented in this section for finding a path’s latent
failure rate introduces, in general, a less conservative model than the prior schemes
of measurement. The hierarchical model is a function of F and the hierarchical
model does not produce negative latent failure rates. Equations 5.5 and 5.8 at-
tempted to tighten up (make less conservative) the latent failure rate estimates by
imposing a restriction that the infection used came from a location that precedes
the location where the failure propagation estimate occurred. The hierarchical
method takes this idea one step further by imposing the restriction that the infec-
tions uged at a particular location come from actual faults at predecessor locations.
The hierarchical method implementation of measuring the latent failure rate is not
a function of A. This is the main motivation for this measurement scheme. This
model is strictly a function of semantic alternatives, both in their ability to infect
and in the ability of the infections to propagate. This model alleviates concern
that the measurement of the latent failure rate is a function of perturbation func-
tions that simulate the effects of potential faults, since in general this set of faults
is unknown.

The hierarchical method finds the latent failure rate for a path or subpath, not
for a path equivalence class. The hierarchical method can, however, be adapted
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to a path equivalence class by making assumptions about the number of loop
iterations.? In the hierarchical method, latent failure rates are a function of vi-
ral propagation estimates, whereas equations 5.4 - 5.5 and 5.7 - 5.8 use failure
propagation estimates. And recall that viral propagation estimates are a function
of the semantic alternatives of F, not perturbation functions. Hence the main
motivation mentioned in the previous paragraph is satisfied.

The hierarchical method suffers from the inability to properly handle path
equivalence classes because it requires knowledge of every location executed and
the order in which each location is executed; recall path equivalence classes are
generalizations of potentially infinite sets of paths. Since the latent failure rate
produced by the hierarchical method is specific to a path or subpath, it is neces-
sary to have a unique viral propagation estimate and infection estimate for each
location on the path or subpath as a function of the input space partition of the
path.

Consider a program P with 2 locations in sequence; ly;1;. The latent failure
rate according to equation 5.7 is:

Ifrp=min[l, — (1 =Fy), Iy = (1 =Fy), I, = (1 = Fy), I, — (1 - Fy,)]

where [, = min,(]},.,] and F;, = ming[F, 4,]. For a simple program like P,
equations 5.4 - 5.5 and 5.7 - 5.8 may produce an accurate enough estimate of
the true minimal failure probability relative to A or it may be negative. But for
complex paths, equations 5.4 - 5.5 and 5.7 - 5.8 may produce too conservative of
a latent failure rate.

This condition is evident in equations 5.7 and 5.4 which do not place con-
straints on the relationship between locations ¢ and j. Equation 5.5 and equa-
tion 5.8, which do place these constraints, produce a latent failure rate for a path
equivalence class with an infection estimate from one location and potentially a
failure propagation estimate from another. Although peculiar, this is more con-
servative. A scheme to avoid this in the latent failure for an entire program is:

{frp = minfminllq,] - (1 - min[Fyq,])] (5.10)

Equation 5.10 is still peculiar since it forces an infection to occur at a location
with no regard for whether that infection has any potential of occurring at that
location whatsoever. In effect, these equations force the latent failure rate to be

2In the case of a trip set, there is the additional problem of a condition in a loop; an
assumption will have to be made concerning which branch is taken on which iteration in order
to generalize the hierarchical model to a trip set.
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produced from estimates which force data states to be infected in a manner such
that no fault could have ever caused that infection due to the use of a perturbation
function.

The hierarchical method avoids this problem through viral propagation esti-
mates. The hierarchical method requires that the infected data state that the
viral propagation process uses be an infected data state that was created by the
infection analysis process. There is the requirement that the original data states,
dsp,, used by the infection process are for the path that the hierarchical method
is being applied to.

The hierarchical method algorithm is defined for a block of successive locations,
where successive is interpreted dynamically rather than statically. Let the input
to program P be denoted by the data space dsp , and assume this data space
is clean, so V& Dpred(1,1,5)(%) = 0, hence Vi; = 0.0. Note that dsp, might not
represent the complete input set if location 1 is repeated. Denote the set of inputs
that are represented by clean data states at data space [ on a particular iteration
of location | as {dsg, is clean}, i.e., the set of input points that have passed
through the predecessor locations of location ! and have managed not to have their
corresponding data states infected by the semantic alternatives that produced the
minimum proportion of infections. The set of input points that have produced
an infected data state in data space dsg, on a particular iteration of location [ is
denoted as {dsg, is infected}. The set of inputs contained in {dsg, is infected}
represents the set of inputs that became infected by the semantic alternative that
created the minimum infection estimate of location 1 on a particular iteration of
location 1. The probability that {dsg, is infected} # @ is found by summing

Pr({dsg, is infected} | {dsp, is clean}] ~ Heu;l'l{Il'“}
a€F
and

Pr({dsg, is infected} | {dsp, is infected}] =

Pr{{dsg, is infected} N {dsp, is infected}]
Pr{{dsp, is infected}] '

In this case, the second element summed is 0.0 on the first iteration of location 1
since V;,; = 0.0. Note that

Pr[{dsg_ is clean}] = 1 — Pr[{dsg_ is infected}] (5.11)

The sets {dsp_ is clean} and {dsp_ is infected} are mutually exclusive for a par-
ticular iteration of location z, and their union is the sample space of input data
states to the path. Returning to the example of successive locations I;;l; which
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are not repeated,
{dsg, is infected} = ({dsp, is clean} U {dsp, is infected}) N {dsg, is infected}

= ({dsp, is clean}n {d.sx&1 is infected})U ({d.s:p'1 is infected} N {d:as,1 is infected})

where {ds:ph is clea.n}r‘l{d.s&l is infected} and {ds:p‘1 is infected}ﬁ{clsg,1 is infected }
are mutually exclusive. So

Pr{{dsg, isinfected}] = Pr[({dsp, is clean} N {dsg, is infected})] +

Pr[({d.Sg)ll is infected} N {dssl‘ is infected})]

= Pr[{dsp, is clean}]-Pr[{dsg, is infected} |
{ds:p‘1 is clean}] +
Pr[{d.s:p,1 is infected}] - Pr[{d.sgl1 is infected} |
{dsp, is infected}]
Pr[{dsp, is clean}] - MErn}i__n {10} +
i

Pr{{dsp, is infected}] - Vi,

= min{lq}

24

Similarly,
Pr[{dsg, is infected} | {dsg, is clean}] = rg}_n {I,a}
a€Fy,

Pr[{d.ss‘2 is infected} | {dss,1 is infected}] =

Pr{{dsg, isinfected} N {dsg, is infected}]
Pr{{dsg, is infected}]

and

Ifrig, = Pr{dss, is infected}]
~ Pr[{dsg, is clean}] - 12;_.11 {I,a} + Pr[{dss“ is infected}] - Vi, 1.
a€F,

The equation for [fr,,, can be generalized to a path of z dynamically executed
locations in sequence. For any sequence of level 1 locations, the latent failure rate
from location 1 through the predecessor locations (determined dynamically) of
location z on the it* iteration of location z is defined recursively in terms of its
predecessors by the following equations:

Pr[{dsg_ is infected} | {dsp_ is clean}] ~ &u}{]z,a} (5.12)
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Pr[{dsg, is clean} | {dsp_ is infected}] = 1 — V; (5.13)

Pr({dsg_ is infected} | {dsp, is infected}] =
Pr[{dsg_ is infected} N {dsp_ is infected}]

Pr{{dsgp_ is infected}] (5.14)
Pr{{dsg, is infected} | {dsp, is infected}] = V; (5.15)
Ifr: = Pr[{dsg_ is infected}]
~ Pr{{dsp, is clean}] - glél}x{l,,,a} +
Pr{{dsp_ is infected}] - V; (5.16)

for the it? iteration of location z.
Pr[{dsg, is infected}] ~ neu;g{Il,u} since Pr[{dsp, is infected}] =0  (5.17)
a€F,

Notice that equation 5.16 is the latent failure rate for a section of successive
locations that ends on the i** iteration of location z; z is the last location on
either a path or subpath, not a path equivalence class z. So in equation 5.16,
when z is the exit node of a program, 5.16 represents the latent failure rate of a
path. Equation 5.16 takes into account type I cancellation between locations with
the term V.

Observation 5.1: Fquation 5.16 produces the most conservative latent failure
rate estimate relative to F if and only if the viral propagation estimates are
constant. The following example shows a situation where chosing the min-
imum infection estimate produces a larger latent failure rate at a successor
location than chosing the maximal infection estimate would. Suppose that
{dsp, is infected} = a, {dsp, is clean} = b, and let | a | = ¢ for the it
execution of location [ on input z. Now let | {dsp cettiey 18 infected} | = d,
where suce(l,i,z) is the successor location of location / on the i** iteration

of location / on some input z, suppose that d > ¢, and suppose the semantic

alternative causing the maximum infection estimate is used when deter-
mining how many elements of b were moved into {dsp is infected}.

suce(li,z)
And let | {dsp is infected} | = e if the minimal infection esti-

suce(l,i,z)
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mate from a semantic alternative of F; had been chosen when determining
{dsp,,, iy 18 infected} instead of the maximal one. Thus e < d. Suppose
also that the set created by the intersection of the set e represents with the
set d represents is the empty set. Now suppose at location succ(l,,z) type I
cancellation occurs strictly to those infected data states created by the input
points in the intersection of the set b represents with the set d represents,
however no type I cancellation occurs at location succ(l,%,z) to the data
states created by the input points in set of the intersection between the set
e represents with the set b represents. If the effects of yucc,i+) are ignored
in determining Ifrsycc(,i) using the hierarchical method, then

{dop o is infected)
{d’?mcc(z,;,z) 18 infected}u{da?‘mu,i") 18 clean} o <
{dsp is infected)
. _mcu(Li,z:i . R
{da?cucqt,l‘.:) 151 ecte }U{da?mcdl,i.s) 18 CIGan} min

where [-}mqr Tepresents some quantity . using the maximal infection esti-
mate at location I/, and where [-]ni, represents some quantity - using the
minimal infection estimate at location /. Unless the viral propagation rate
is constant, a situation may occur where choosing the minimal infection
estimate as shown in equation 5.27 may result in a greater latent fail-
ure rate than choosing a larger infection estimate for equation 5.27. To
guarantee getting the lowest latent failure rate relative to F, it is neces-
sary to perform the combinatorially explosive action of unioning the set
{dsp, is infected} for each semantic alternative at location I with the set
{dsp, ... -, i8 infected} for each semantic alternative at location succ(l,?, z).
As an example, suppose that at location ! three semantic alternatives were
tried, producing the three infected sets: {a,b}, {c,d},{a,b,c} and suppose
that the set of inputs still representing clean data states after executing
location ! has the elements {f,g,k,k}. And suppose that after location
succ(l,i,z), where two semantic alternatives were tried, two new infected
sets occur: {g} and {h,k} from {f,g,h,k}. To determine which semantic
alternative to use as the semantic alternative at locations ! and succ(l,:,z)
for some ¢ and z, the sets {a, b, g}, {¢c,d, ¢}, {a, b, ¢, 9}, {a, b, h,k}, {c,d, h, k},
and {a,b,c,h,k} would need to be used during viral propagation analysis
at location succ(succ(l,?,z),i,). This determines determine which seman-
tic alternatives at locations ! and suec(l,7,z) to claim as being the most
conservative(in effect the semantic alternative that leaves the least elements

in {dsp, Coucelliyi) 1S infected}. This situation becomes intractable after
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only a few locations.

The distinguishing characteristic between failure propagation and viral prop-
agation is that viral propagation estimates are not a function of a perturbation
function as are failure propagation estimates. Formally,

{dsg, is infected} = {z | z € {dsp, is clean} A Va,d' € F;
Pr[infected (1, a,z) | Bi(z) # O] < Prlinfected(1,d',z) | B1(z) # O]} (5.18)

Equation 5.18 gives the definition for the first set of data states that starts driv-
ing equation 5.16 since {dsp, is infected} = @ on the first iteration. With equa-
tion 5.18 and tbe fact that {dsg, is infected} = {dsg, is clean}, the hierarchical
model is complete. Equation 5.18 can be generalized yielding:

{dsg, is infected} = {z | = € {dsp, is clean} A Va,d'€ F;
Prlinfected (I, a,z) | Bi(z) # 9] < Prlinfected (I, d’,z) | Bi(z) # O]} U
{z | z € {dsp, is infected} A A(z) is infected} (5.19)

for | > 1. Figure 5.3 gives an example of how the hierarchical method works.
Initially, there is a state with ten clean data states and no infected data states.
After executing location 1, which has a minimum infection estimate of 0.3, three
of the data states have been lost into the right-most container for holding infected
data states. After execution of location 2, another data state(really only half of a
data state) is lost. After executing location 3, the low propagation rate effectively
makes three of the infected data states become clean, hence they are moved back
into the container for clean data states. This process continues through each
succeeding location. The proportion of infected data states after execution of the
exit node is the latent failure rate.

5.1.2 Software Faultprints

A software faultprint is a program characterization that parallels the notion of a
human “fingerprint.” It is believed (however not proven) that other than the code
itself, a particular software faultprint of a program uniquely identifies the code it
was created for, i.e., there is a one-to-one mapping from a program to a software
faultprint relative to a particular input distribution. A software faultprint is a two
part structure: the first half of a software faultprint is the information in Table
4.8; the second half of a software faultprint contains a dispersion histogram and
an ezecution estimate for each path equivalence class as shown in Table 5.1.

The dispersion histogram reveals which input points are more likely to reveal
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Fig. 5.3: Diagram showing latent failure rate determination by hierarchical method

faults. This is determined from previous empirical data, specifically the informa-
tion produced during Process Propagation Analyzer. Process Propagation An-
alyzer, depending on the implementation of value distribution creation scheme,
unfortunately discards the input point that created a particular data state. This
input point is needed for creating the dispersion histogram. The dispersion his-
togram is the structure that records those input points which created data states
that when perturbed caused pseudo-failure. The algorithm for building the his-
togram can be inserted directly into the algorithm of Process Propagation An-
alyzer. The abscissa-axis of the histogram represents bins of partitions of input
points, and the ordinate-axis is the relative frequency of a point from that bin re-
vealing a fault. An alternate scheme for representing the dispersion histogram is
for the ordinate-axis to represent the number of pseudo-failures that points chosen
from a bin have previously revealed.

The ezecution estimate for a path equivalence class « is the proportion of inputs
that cause a class z to be executed. It is a function of the input distribution used.
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path equivalence class ezecution | dispersion
with corresponding regular ezpression | estimate | Ristogram
1 Er 5o 1
2 E; Jearfirr,
n En B2 -

Table 5.1: Second half of a software faultprint

5.1.2.1 Execution Estimate

The ezecution estimate, E,, for path equivalence class z of program P’ is the prob-
ability of executing path equivalence class z with random inputs from a specific
distribution. The distribution chosen is the distribution used to create the natural
data states used for propagation and infection analysis. Let T = {t,,...,t,} and
TS = {ts1,..,t8x}. f | T | =n and TS = @,

S E, = 1.0. (5.20)

=1

An algorithm for estimating E is:

1. set array counter.array to zeroes, where the size of counter.array = | T | + | T'S |,
with each counterarray element representing an element in | T | + | T'S |,

o

instrument P’ with “write” statements that signal that a particular location
was reached; this is similar to the algorithm for finding Method II value
distributions,

3. execute P’ many times on input points,

4, feed the output to a pattern matcher with the regular expressions of the
path equivalence classes; call the regular expression that matches the string
a’

5. increment the corresponding counter_array[a].

6. divide each element of counter.array[a] by the number of times step 3 is performed.?

3The execution estimate is a point estimator which is the sample mean of the number of
times the path equivalence class is executed, however to determine the confidence interval of the
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The input distribution used is the same distribution as that for value distri-

bution creation. If the run-time distribution is unknown, sampling is done from
the uniform distribution. If | 7S | =k and | T' | = n,

n k
STEy+Y Eu =10 (5.21)

=1 =1
by definition of T'S and T.
Execution estimates between versions

It is desirable that execution estimates change minimally between versions.
This is difficult to assure when the locations which uniquely define paths change.
The necessity of execution estimates changing minimally in the software faultprint
is not as crucial as for failure propagation or infection estimates in terms of com-
putational costs. This is because n program executions of P” are made during
determination of the execution estimates, whereas potentially n partial executions
of P" are made for only one semantic alternative or one perturbed active vari-
able (assuming Method III natural data state creation). Similarity of execution
estimates between successive versions becomes a hard condition to assure when:

1. there is a control flow fault, or

2. there is missing code.

Many of the faults found late in the software development phase are “missing
path” faults., This fault class may add additional path equivalence classes to the
software faultprint; the new classes should have minimal execution estimates by
the closely correct assumption. In fact, certain omitted location faults may not
affect faultprint structure; it may occur that the set of path equivalence classes has
elements already representing the altered paths that result as missing locations
are added.

5.1.2.2 Dispersion Histogram

The dispersion histogram is the least important element in the software fault-
print; it exisis solely for efficiency in application models. It differs from the other

execution estimate, the confidence interval of the frequency distribution for 95% confidence can
be found with p + w, where w = 2. y/(p- (1 — p)/n) and p is the number of times that location
was executed divided by the number of executions, n. For n = 10,000, accuracy is approximately
+0.01 [17).
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elements of the faultprint; it is not a statistic; not a measurable entity; it is a
summary of empirical data. The intuition behind the dispersion histogram cen-
ters around the hypothesis:

Hypothesis 5.1 There ezists some input point “a” that more likely ezposes a
fault than input point “b”.

Suppose it is decided to test a path equivalence class ¢ by uniformly picking n
points in ¢;. If it were known that a particular subset of ¢;, ¢;,, created data
states that substantially disclosed more pseudo-failures during failure propagation
analysis than did the remaining elements of ¢;, then emphasizing sampling in ¢;,
during testing could be a better sampling strategy. In fact, using elements from

¢;, may enable using fewer tests to achieve the same conclusions than if sampling
is over all of ¢;.

The development of a dispersion histogram involves building a histogram for
each path equivalence class. For a path equivalence class i, ¢; is divided into
bins along the abscissa-axis. It is assumed for simplicity in the discussion that
each path equivalence class has one input value; n-dimension input variables are
ignored. The dispersion histogram contains the same problem as Method II value
distribution creation; storing n-dimensional values. The ordinate-axis of a disper-
sion histogram is either the probability density of a point from that bin revealing
a fault or the number of pseudo-failures experienced from points in this bin. The
first type is termed a density dispersion histogram, and the second type is termed
a failure dispersion histogram. The density dispersion histogram’s ordinate-axis is
bounded between 0.0 and 1.0; the ordinate-axis is bounded by 0 and co(actually
maxint) for the failure dispersion histogram. The abscissa-axis is bounded by the
largest and smallest value in ¢;. The density dispersion histogram may be derived
from the failure dispersion histogram by dividing each bin’s value by the product
of the total number of perturbations per location and the number of locations on
the path equivalence class. Note that the creation of the histogram for each path
equivalence class does not require an oracle, and during tallying of the frequency
count for a bin, it is assumed that each bin received equal sampling with respect
to the width of the bin in Process Propagation Analyzer. The width of a bin is the
cardinality of the set of input points which it represents, and the width of each
bin is assumed to be the same size. Without equal sampling during histogram
creation, the histogram is biased.

For simplicity, the issue is finessed of how to partition the input space of a path
equivalence class by advocating placing adjacent elements along the abscissa-axis
into bins. An example showing when this is a bad strategy follows: suppose there
is a fault such that the program produces the correct output when the input is
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even, and fails when the input is odd. The “adjacent” binning strategy will not
take the even-odd discontinuity into account, and it will produce a histogram with
bins of similar frequency counts. It is not the intent of this thesis to explore the
continuity decision. It however is a question that should be addressed if at all
possible to maximize the information available from failure propagation analysis.

Let h; denote the failure dispersion histogram for the i** path equivalence class.
And let b represent the number of bins and let z represent the width of a bin.®
The greater the number of bins, the greater the amount of information given; the
fewer the number of bins, the lesser the amount of information contained in the
histogram. Too few bins is effectively the same as not having the histogram.

Building the dispersion histogram need not be an isolated task. If it is known
for each data state used during failure propagation analysis whether a pseudo-
failure occurred and which input created that data state, then the frequency count
for the bin in A; corresponding to that input point can be incremented. The current
scheme by which failure propagation estimates are determined is to sample from
the value distributions available for a location and execute until termination. The
problem is that the particular input point that yielded that sampled data state is
not known; it was not stored in either the value distribution creation algorithms
of Method I or II. An algorithm which determines failure propagation estimates
and builds the failure dispersion histogram simultaneously is:

1. Use value distribution creation Method III, therefore the input value corre-
sponding to a particular data state can be easily stored,

2. Sample a point from ¢, determine the corresponding path equivalence class
that it corresponds to, ¢,

3. For each location on the path equivalence class, perform failure propagation
analysis on this element of ¢; for each active variable,

4. Each time a pseudo-failure occurs for this element of ¢; at a perturbed
location on path equivalence class ¢ during failure propagation analysis, in-
crement the counter representing the bin this input is from; for example, if
there are 100 locations and 5 active variables per location, then potentially
a pseudo-failure may occur 500 times for just one particular input point,
so the frequency count of the bin representing the input point would be
increased by 500,

“Hints for building both discrete and continuous histograms are found in [17].
5 Assume that there is a bin for each element of ¢;, thus no outliers, i.e., each point corresponds
to a specific bin.
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5. Perform the previous 3 steps for n elements of ¢;, until there is a histogram
for each path equivalence class 7; the larger n, the more information in ;.

It is not shown in this thesis that the results do not change between successive
versions of a program for the dispersion histograms.®

5.1.2.3 Impact of Discovering Faults on the Software Faultprint

Measurement of a particular fault’s impact on a program is difficult. Different
fault classes will impact the faultprint structure and faultprint contents differently.
The impact is a function of where in the program the fault occurs. The faultprint
structure refers to the path equivalence classes and locations; faultprint contents
refers to the internal information the software faultprint contains. This informa-
tion includes the path equivalence class regular expressions, execution estimates,
failure propagation estimates, infection estimates, and the dispersion histogram.
Omitted location faults may potentially change the structure of the faultprint
once discovered, however under the closely correct assumption such faults should
be of small fault size since current testing is not finding them. Different types of
faults will affect the faultprint differently; thus a distinction between computa-
tional faults and control flow faults is made. Computational faults which have
no effect on control flow do not affect the faultprint structure however execution
estimates may change. A location ! contains a computational fault if the output
location z is data dependent on location I. Control flow faults may change the
structure of the software faultprint and thus the execution estimates. A location [
contains a control flow fault if the output location z is control dependent on loca-
tion I. Programs with control flow faults or computational faults of small size can
be analyzed with propagation and infection analysis without substantial changes
to the faultprint between successive versions. There are faults which are classified
as both computational fault and control fault. Such faults when removed will
have an unpredictable affect on the software faultprint, which will depend on the
program, the fault, the input distribution, and the location within the program.

5.2 Auxiliary Application Processes

This section describes four additional auxiliary processes. Process Dispersion
Histogram Producer produces dispersion histograms for path equivalence classes.

6Chapter 6 shows failure propagation estimate similarities between versions, this observation
will hold for dispersion histograms as well.
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Fig. 5.4: Processes for applications of PIA

Process Execution Analyzer produces execution estimates for path equivalence
classes. Process Abstraction Analyzer’ identifies the regular expressions accord-
ing to the definitions of the path equivalence classes. Process Viral Propagation
Analyzer produces viral propagation estimates for specific paths. Figure 5.4 shows
the interaction of these processes with the processes for PIA.?

5.2.1 Process Abstraction Analyzer’

This process performs the exact task as Process Abstraction Analyzer, however it
performs the additional task of producing the path equivalence classes. Input to
Process Abstraction Analyzer’ is P’ and the definitions for the path equivalence

"The dotted line between processes means the processes may be combined into one, done
separately, or concurrently.
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classes.

5.2.2 Process Dispersion Histogram Producer

Process Dispersion Histogram Producer performs the algorithm given in Section
5.1.2.2; Process Dispersion Histogram Producer takes P" as input, the regular
expressions of the path equivalence classes from Process Abstraction Analyzer’,
and either the value distributions from Process Natural Data State Producer or ¢.
If the value distributions are supplied, there must be a way to backtrack to find
the input point that created a particular data state. Qutput from this process is
a dispersion histogram for each element in PEC.

5.2.3 Process Execution Analyzer

Process Execution Analyzer performs the algorithm in Section 5.1.2.1; Process
Execution Analyzer has as input P”, the regular expressions of the path equiva-
lence classes, and ¢. This process produces an estimate of the frequency that a
particular path equivalence class is executed for each path equivalence class.

5.2.4 Process Viral Propagation Analyzer

This process performs the algorithm for determining viral propagation estimates.
Viral propagation estimates are a function of a path, so input to Process Viral
Propagation Analyzer is P” and the set of input points specific to the path.
Output from this process is a viral propagation estimate, V,;, for the i** iteration
of each location z for some path.

5.3 Applications

In Section 5.3, six applications of propagation and infection analysis are enumer-
ated and explained: Section 5.3.1 describes the model for probable correctness;
Section 5.3.2 describes software reliability; Section 5.3.3 describes ultra-reliability;
Section 5.3.4 discusses a software testing strategy; Section 5.3.5 explains debug-
ging; and Section 5.3.6 describes a testing complexity metric.
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5.3.1 Probable Correctness

It is important to relate the specification to reliability, since a specification alone
can determine correctness for any input/output pair. The type of correctness
defined in Chapter 2 is functional correctness. Correctness may also be deduced
using valid rules of inference applied to axioms. This is termed aziomatic correct-
ness, where the semantics of each language construct are used in constructing the
proof. Hoare [5] terms the initial predicate of the construct or program a precon-
dition, the final predicate a postcondition, and uses the notation P {Q} R to say
that if P is originally true, that after execution of construct @, R is also true. For
instance, given the statement a := a - 1 with the initial assertion {a > b,b = 5}, the
assertion @ > 5 and b = 5 is made afterwards. Typically assertions are made after
particular variables are assigned values at reachable locations in the program. The
assertions usually do not specify values for the variables, but assert relationships
among variables.

This method has several deficiencies as noted by Hoare [5]. First, if the pro-
gramming language allows side-effects, the proof system must show their absence
in each execution. Secondly, termination must be shown in any proof scheme, and
in order to prove this, knowledge of implementation-dependent features may be
required. Hence it is more common to discuss partial correctness, which says that
“if the program halts, it is correct”. Another problem is determining whether the
proof is correct or not, which may be difficult.

Since in general proofs of correctness are unavailable, Hamlet [4, 22] proposes
the notion of “probable correctness.” Probable correctness [4, 22] attempts to pre-
dict from a successful test of the program whether there are no faults in the
program. This is different than software reliability, which attempts to predict the
probability or frequency with which the program will fail, or the mean time until
the next failure, or even the number of remaining faults{10, 1, 15, 20]. Probable
correctness is in some some sense the degenerate case of software reliability, be-
cause it is the probability of non failures, a mean time until the next failure of oo,
and zero remaining faults. -

Valiant [23) produces a model that can be used in probable correctness. Given
a space with X types of objects, sample n objects independently, and suppose that
not all of the object types appear. If there exists a probability p, it can be used
to determine a value n that guarantees that the probability of these so far unseen
objects occupying less than p of the total space is at least 1 — p. [23]. Valiant [23]
produces a model that can be used for determining probable correctness. Given a
space with X types of objects, sample n objects independently, and suppose that
not all of the object types appear. If there exists a probability p, it can be used
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to determine a value n that guarantees that the probability of these so far unseen
objects occupying less than p of the total space is at least 1 — p, [23]. Valiant’s
argument [23, 22] can be summarized as follows. Assume a urn has two types of
balls: black and white. The number of balls in the urn may or may not be infinite,
however sampling from the urn is with replacement, so effectively the number of
balls is infinite. Let p represent the unknown proportion of black balls in the
urn, and let the discrete random variable X represent the number of black balls
that will be drawn with replacement in a sample size of n. Then the associated
binomial probability density function of X is:

Pr[X = 2] = ( : )p=(1 —p)e

where the possible values of X are z = 0,1,2,...,n. If drawing a white ball is
viewed as a program success and drawing a black ball as a program success, the
probability of no failures occurring in n executions is:

Pr[X =0] = (1-p)"
and so the probability of at least one failure occurring in n executions is:

PrlX >0 =1~ (1—p)" (5.22)

Drawing from the urn can be viewed as a hypothesis test as follows: let the
null hypothesis Hy be that the proportion of black balls in the urn is = 0, and
let the alternative hypothesis H, be that the proportion of black balls in the urn
is > 0. The test is to draw n balls; if no black balls are drawn, the conclusion is
that Hy is true; if one or more black balls is drawn, the conclusion is that Hy is
false.

Hp is true Hy is false
o.k. type II error conclude Ho is true
type I error ok. conclude Hp is false

The type I error is the conditional probability:
a = Prftype I error] = Prireject Hp | Ho is true] = 0.
The type II error (the “serious” error) is the conditional probability:
B = Pr[type II error] = Pr[accept Ho | Hp is false].

=(1-p)]
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Then 1 — B =1—(1 — p)" is the probability of no type II error, i.e., 1 — 8 is the
confidence that there are no black balls in the urn. Figure 5.5% is a graph of the
various confidences provided for two parameters: n and p.

5.3.1.1 Applying Dispersion Histograms and Latent Failure Rates to
Probable Correctness

From equation 5.22 and [25),
1-[1-Ifr)N = (5.23)

is defined as the probability of at least one failure while executing path equivalence
class 7 in IV; executions of path equivalence class :. Then

In(1 — o)
In(1 = Ifr;)

is the number of points that execute path equivalence class 7 which must be chosen
for a a; confidence that path equivalence class ¢ is correct.

N; = [ (5.24)

It is assumed in equation 5.23 that the points are chosen uniformly from ¢;,

8Confidences in order from point (0,0): 0.01, 0.0001, 0.000001, 0.00000001, 0.000000001.
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and that the distribution of N; is the distribution used for finding Ifr;.® From
the dispersion histogram, knowledge exists as to which points in ¢; that ar= more
likely to reveal a fault. So if these points exist and emphasis is placed on sampling
from them, this should allow for a decreased sample size than N; with equivalent
confidence in the assertion that path equivalence class i is correct.

Let p represent the probability of some event occurring on the first trial. The
probability of the event occurring on the first or second attempt is p + p(1 — p).
The probability of it occurring on the first, second, or third attempts is p + p(1 —
p) + p(1 — p)? and so on. Now reinterpret p to represent the probability of an
event occurring from one of the lower frequency count bins in the histogram, and
let w represent the probability of the event occurring from the highest frequency
count bin. A value of z is desired such that

( 2 +p(1 - p) +2(1 - p).....) = w.

1
ee— ———
2

— ]

v
z

Let m represent the bin in failure dispersion histogram h; denoted by h;[m]
with the greatest frequency count'?, and let f be the subset of ¢; that bin m
represents; f is the set of input points believed to most likely reveal a fault. Let
n= 2,'::1 hi[y], let a; denote the number of points that if chosen from a bin &,
where k # m, will equal the probability of finding a fault with one point from
m!}, let cx represent the number of points that would have been chosen from bin
k but are now substituted by points from bin m, and let {p;,ps,...} be a set of
temporary variables used for holding probabilities needed for determining ax. So
for any bin k, the probability of the first randomly chosen point from that bin
revealing a fault is:

_ hilk]

pr=—" (5.25)

The probability that the j** randomly chosen point from the k** bin will reveal a
fault is now defined. This is the probability of the event occurring (p;) multiplied
by the probability of it not occurring on the previous j — 1 iterations. This

9 Another implicit assumption is N; >> b, otherwise the following algorithm can not be applied.

101f there are z bins that have the same maximum count, consider them as one bin with f
equal to the union of the subsets of ¢; that those = bins represent; and let the width of the new
bin equal zz; however for simplicity assume there is one maximum bin.

114, should be smallest value that satisfies the inequality 5.28.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CHAPTER 5. PROPAGATION AND INFECTION APPLICATIONS 103

probability is:

= ¢
Then the probability that the event will occur on either the first or the second or
the third time, etc., is the sum of these p;s. Equation 5.27 gives the number of
draws, ax, from the k* bin that are probabilistically equivalent to one draw of re-
vealing a fault from bin m. a; should be the smallest value such that equation 5.27

is true.
hi [m]

hi [k]( _ hif[lk] )i=1 for j > 2 (5.26)

< Z Pj (5.27)

If a; is small, then potentially no savings in the number of points needed from bin
k can be achieved. However if ay is large, then the savings from bin % is denoted
by ci. Safety is provided by at least sampling one point from bin % regardless of
ax, so one point is subtracted from the gross savings (assuming there is a savings).

o = { L(1-3)- (1;‘)] if [(1-3)- (5] =0

|.(1— ) (—'-)_I -1 otherw1se (5.28)

The total savings is just the sum of the ¢is over all bins except bin m.

v=| > ck) (5.29)
{kl1<k<b k#Em}

So the new sample size, N;, is:

ln(l a,)
- . 5-30
N; represents the new estimate of the number of points needed for confidence
a; when sampling is done across h;. 7 represents the savings in the number of
samples necessary for o;. When choosing where in k; to sample the IV; points, the
following scheme is used:

1. Sample one point from every bin whose frequency count is < k;[m]; denote
the number of bins meeting this requirement by g,

2. Sample N; — u points from bin m.
Sampling from those bins with relative frequencies are less than h—"MI is a pre-

cautionary measure to assure that at least one point is executed from each bin
regardless of the bin’s relative frequency. This is intuitive. It is possible that for
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an arbitrary fault, the information suggested in the histogram does not hold; if
true and only bin m is sampled from, then false conclusions could result. Equa-
tion 5.28 takes into account that x4 points are chosen from bins with lesser relative
frequencies than ﬁ&'—"l Notice that when [(1 — ;1;) - (%)] = 0, no elements from
bin k are ignored. But when |(1—2-)- (&) >0, [(1- ;1;) - (%)) points can
mathematically be ignored, however a point from each of the x bins is tried, hence
[(1 — L) ()] is decreased by one.

The algorithm for implementing equation 5.29 is:

t:=1

p:= hi[k]/n

while p < hi[m]/n do
pi= p+ hilk)/n(1 — h[k]/n)-?
t:=2+1

= ((1 = (1/9)) - (N:/b)) ~ 1

As an example, let k; be a 4 bin density dispersion histogram with relative
frequencies hi[1] = 0.05, k;[2] = 0.05, k;[3] = 0.6, k;[4] = 0.3, z = 1000, and N
= 400. Sample 100 points from bin 3. From bins 1, 2, and 4 sample one point
each. Then from bin 3 pick 46 more points, for a total sampling of 145 points.
A savings of 251 points to achieve an equivalent confidence that the program is
correct is substantial since the points used in determining the correctness require
an oracle. Input points requiring an oracle are expensive and a reduction in the
number is welcome.

A minor problem occurs if N; < b.!? Since N; < N; is desired, if N; < b, then
N; < b. One solution is to consolidate bins and decrease b until N; > b, however

this decreases the information contained in the bins and this is a bad alternative.
The best sampling strategy appears to be:

e Sample one point from each of the N; bins that have the largest density

Intuitively, it is safer to ignore the 4 savings in points and attempt to sample over
as many bins as possible.

12This is probably an unrealistic case.
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5.3.2 Software Reliability

An overview of software reliability terminology and models is found in [10, 1, 15,
20]. Most of these are black-box models. This section introduces a white-box
method of applying propagation and infection analysis to software reliability.

5.8.2.1 Applying Latent Failure Rates in a Software Reliability Model

The software reliability equations presented in this section are conservative. They
are designed to underestimate the true reliability with high assurance that the
estimate is conservative. Equation 5.31 sums the execution probabilities of all
path equivalence classes whose latent failure rates are substantially larger than the
observed failure rate. So this equation and the remaining equations for software
reliability require an oracle. With this, the reliability estimate for program P
using the software faultprint is:

Rp = Y E, (5.31)
{z|(z€{PECY)NMEz-lfr=%)p)}

Equation 5.31 is a direct result of Hypothesis 5.2:

Hypothesis 5.2: If there erists an E; - lfry < Ap or E; - lfry = Ap, then
the path equivalence class t may contain the fault causing Ap; however, if
the E; - Ifre > Ap, then path equivalence class t is almost certainly not
responsible for Ap.

Equation 5.31 is conservative because it excludes path equivalence classes with low
latent failure rates even though these path equivalence classes may be correct. An
alternative to this is to take the information produced in the probable correctness
model, Let a, represent the confidence that path equivalence class z is correct,
i.e., path equivalence class = has been tested a particular number of times and no
failures were observed. Then

Re= Y E, - (5.32)
{zePEC}

with a confidence in the reliability estimate of at least min,{c,}. Equation 5.32
has the possibility of producing an assertion of 100% reliability with a tiny confi-
dence in this assertion. An alternative to equation 5.32 that ignores path equiv-
alence classes which have not shown substantial confidence in the probable cor-
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rectness model is:

Rp = > E, (5.33)

{zePEC}Aaz~1.0

Equation 5.33 limits the path equivalence classes that are included in the sum-
mation by requiring that the confidence in the assertion that path equivalence
class z is correct be high(by forcing o, = 1.0). Equation 5.33 produces the re-
verse problem of equation 5.32; a high confidence in a potentially low reliability
estimate.

None of these software reliability equations produced are considered as “good.”
They are included as introductory schemes for applying propagation and infection
analysis’s results to an important field.

5.3.3 Ultra-Reliability
A program P is said to be ultra-reliable if it satisfies:!®

Ap~107%,

Equations 5.31 - 5.33 do not produce as accurate a value as (1~10~%) for large
z, however propagation and infection analysis should not be overlooked as a tool
in ultra-reliability. A scheme for applying propagation and infection analysis to
ultra-reliability validation is to take the information in Table 4.8 and isolate those
locations with tiny infection and failure propagation estimates, particularly those
which are less than 10~¢, These estimates indicate locations which can hide faults
that conventional testing may not isolate. Execution estimates at the location
abstraction level also may be used during ultra-reliability validation in a similar
manner. With this information, these locations can be formally proven or tested
in isolation.

5.3.4 Software Testing

Dynamic testing plays a significant role in many software reliability models, be-
cause without testing, a program’s failure rate could not be determined. Branch,
statement, path analysis, error-based, boundary-value, domain, and mutation

13The units are quantified as 10~* as the probability of failure per 10 hours, thus if the
program executes 106 times per hour, then to be certified as ultra-reliable, P must be shown to
have a failure probability of 10--5,
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testing are examples of software testing strategies; all have limitations. State-
ment testing is achieved when every statement is executed at least once; branch
testing requires that each branch be executed at least once. Mutation testing [21]
is a strategy which evaluates the test cases, by taking a program P and produc-
ing n versions(mutants) of P, [p1,pa,..-Ps), that are syntactically different from
P. If the test cases differentiate the mutants from P, then it is assumed that
if the actual program works with those test cases, the program is good. Muta-
tion testing assumes the “competent programmer hypothesis” which states that a
competent programmer produces code that is close to being correct; where close
means with a few syntax changes it should be correct. It also assumes that faults
that interact can be caught with test data that reveals single faults, i.e., fault
coupling is ignored. Error-based testing attempts to define certain classes of er-
rors and the subdomain of the input space which should reveal any error of that
class if that error type exists in the program [16]. Morell [14] proves properties
about error-based strategies concerning certain errors that can and cannot be
eliminated using error-based testing. Since error-based testing restricts the class
of computable functions, it is limited as well. Fault-seeding is an error-based tech-
nique used to estimate both the number of faults remaining as well as their type.
Faults are seeded and the “seeded” version is then run. Based upon the number
of faults discovered, an estimate of the number of remaining faults is made [11].
The drawback is that if the seeded faults are not representative of the inherent
faults, the estimate is invalid. Domain testing is another error-based testing strat-
egy which partitions the input domain according to the program’s paths. Each
partition is termed a path domain, and faults which cause an input to be in the
wrong path domain is a domain error. Domain testing attempts to discover faults
by using test data that limits the range of undetected faults [2].

Special-value testing selects test data based upon special properties of the
function being computed. For instance, for trigonometric functions, inputs such as
0 and 27 would be selected. Path analysis [8] attempts to select points which cause
certain paths to be executed; however it is an unsolvable problem to determine
for an arbitrary location in a program if there exists an input point which reaches
that location. To see this, consider the exit point of the program as the location,
and it is desired to know if the exit location can be reached by any input point.
If the feasibility problem can be solved , then so can the Halting problem. But
the Halting problem is not solvable, hence neither is the feasibility problem. Path
analysis is also intractable whenever a program has an indefinite loop due to
infinitely many paths.

Statement testing is a widely used measure of test coverage [6], however a very
important class of errors cannot be detected, namely incorrect flow of control [9]

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CHAPTER 5. PROPAGATION AND INFECTION APPLICATIONS 108

F T
predicate
correct
control
flow sz
| incorrectcomrol | _ | ‘e >
flow atms

Fig. 5.6: Incorrect control flow

as shown in Figure 5.6. Statement testing is subsumed by branch testing; it may
leave branches untested. Branch testing would catch this error that statement
testing missed. Mutation testing is impractical because of the infinite number
of alternatives possible, and only a handful can be used in trying to evaluate the
coverage of the test cases. Criticism has arisen as to whether the mutant programs
actually correspond to reasonable faults. But what is a reasonable fault? Must it
be a fault that a human would interject, not a machine, or would it be better to
define a mutated fault as equivalent to a “real” fault if the probability of catching
the mutated fault is the same as the probability of catching the real fault. In [25),
the notion of stratified fault seeding is presented, where faults may be seeded with
varying degrees on the reliability impact, thus the argument as to whether these
faults are realistic is unnecessary.

So which testing strategy is best? It seems clear that testing with only one
strategy probably does not produce results as good as using a combination of
strategies that take into account peculiarities of the code and the specification [7].
Testing theories consider ideal testing scenarios versus what is physically possible.
Howden [8] defines a reliable testing strategy as one which reveals a fault whenever
one exists, which in general is impossible, due to the large number(often infinite)
of inputs required to show correctness(100% reliability). As pointed out by Huang
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[9], for a program with two 32-bit integers, there are 25% possible combinations,
and if each combination requires a millisecond, it takes 50 billion years to test
all combinations. Goodenough and Gerhart [3] define an ideal test as one which
succeeds only when the program is correct. They define a data selection criterion C
as reliable if it is necessary to test only one element of a particular input partition,
and wvalid if the criterion does not forbid the picking of a test case that produces
failure. For them, a reliable test set is one in which every element in a partition
either fails or succeeds.

A comprehensive synopsis on software testing techniques is provided in [13].
Further discussion of existent testing techniques is curtailed. Section 5.3.4.1 shows
a scheme for applying propagation and infection analysis to software testing.

5.3.4.1 Applying Software Faultprints to Software Testing

The execution estimates, infection estimates, and failure propagation estimates
from the software faultprint can guide software testing. Although nothing absolute
can be said about the degree of testing required from propagation and infection
analysis’s output (other than that stated in equation 5.23,') it is clear that that
for two distinct path equivalence classes z,y, if

E,-lfr, < E,-1fr,, (5.34)

then path equivalence class z should receive either more testing than path equiv-
alence class y or possibly testing from h;[m]. If Ifr, < Ifr, or Ifr, ~ Ifr, then
testing is a function of of E; and E,.!°

If testing is at the location abstraction level, then for two distinct locations :
and j, if
E;-lfr; K E; - lfrj,

where E; is the proportion of times location ¢ is reached per n program execu-
tions, then location ¢ should either receive more testing than location j or possibly
verification. Once again, for similar values of Ifr; and Ifr;, determine execution
estimates at the location abstraction level to determine if either location is ex-
ecuted more frequently. This is a reasonable scheme to determine if a location

14See Section 5.3.6.

15The execution probability has been separated out from the latent failure rate in the appli-
cation models as often as possible because input distributions are volatile and may change and
it is desired that the results are not held “hostage” by such occurrences. In this case, more
testing is warranted of path equivalence class z if E: > E, since their latent failure rates are
approximately the same and E; is more frequently traversed.
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should receive special consideration. If (; is large, then location z may require a
more formal approach than testing; possibly a correctness proof.

5.3.5 Debugging

Debugging has one goal: to find and correct faults. In general, there are three
methods to debugging: backtracking, brute force, and cause elimination [18].
Brute force is commonly used; it takes the attitude of letting the computer do
the work by either injecting “write” statements or invoking run-time traces [18].
Cause elimination is performed by organizing data that is related to the error
occurrence. Then a cause hypothesis is devised, and the data is used to either
prove or disprove the hypothesis [18]. Backtracking starts at the location where
the trouble began, and the code is analyzed backwards through the sequence of
executed locations. For large programs this may be unbearable.

Automatic debugging tools are available. These include debugging compil-
ers, automatic test case generators, and dynamic debugging tracers [18]. All of
these methods either require a specification or someone who can watch a trace or
memory dump to see what is happening.

Debugging is a two step process: locating the fault first, and then correcting it.
Debugging using propagation and infection analysis aids more in the first of these
two steps than in the second. A person familiar with the system will still have
to perform the second step; propagation and infection analysis has no knowledge
about the specification, however propagation and infection analysis gives an indi-
cation of what fault class might be causing the failure rate and at what location.
Propagation and infection analysis’s usefulness is in quickly narrowing the number
of locations that will have to be checked manually. To perform debugging using
propagation and infection analysis, no knowledge of the code or specification is
required. For debugging to succeed, it is assumed that the faults are single faults,
not distributed faults. To perform debugging, four parameters are necessary:

1. the failure rate of the program P, Ap,
2. the input distribution, @, causing Ap,

3. the complete results from propagation and infection analysis shown in Table
4.8.

4. the execution estimate of each location z, E,, relative to the input distribu-
tion.
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The first of two algorithms to perform debugging using propagation and infec-
tion analysis is:

1. to determine if a location z is a suspect, where a suspect is defined as a
location that is thought to be contributing to the current failure rate, take
each F, 4, I, q, pair, get the product, then multiply this product by E., and
compare this new product to Ap. If

3k 3j E; - Lo, - Fag, > Ap, (5.35)

then an incorrect active variable a; and semantic alternative a; at location
z is not further considered as potentially causing Ap; So in effect, a ma-
trix of values occurs when the cross product of the infection estimates and
the failure propagation estimates is performed. Ignore the pairs satisfying
inequality 5.3; they are not suspects,

2. If any F. 4}, I;q, pair such that 3k 3j E; - L4, - F,o; ® Ap is considered
suspicious, thus location z is a suspect. If every F.,,;, I, 4, pair at location
z is not suspicious, then location 2 is not a suspect.

3. those F 4, I;,q, pairs where 3k 3j E, - I, 4, F.0; < Ap can not be ignored;
by the single fault assumption, there may be several I, ,, - F; ,; summing up
to &~ A\p. The set of combinations where

Iy 3y By~ Doy, - Fragy + -+ I Fn Bp- Loy, - Fray, % AP (5.36)

185q
is true therefore forces locations [,...,p to be considered as suspects.

4. the set of locations having at least one F; 4, I, q, pair considered as suspi-
cious is the set of suspects; this is the set from which either static or dynamic
analysis of the code can begin.

These rules ignore the case where 3k 3j E; - L4, -F.qo; > Ap yet not 3k 35 E. -
Lay * Fz,0; > Ap. It is difficult to decide what constitutes 2> versus >. If enough
executions were used for both A\p and the estimates, then any difference between
E, I, F.q; and Ap greater than 0.05 should qualify as >>; any difference less
than 0.05 and greater than 0.02 may be considered >; any difference less than
0.02 may be considered as .16

The equations given in this debugging algorithm assume independence be-
tween the infection estimate and the failure propagation estimate. The identical

16The values 0.05 and 0.02 are arbitrary.
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situation arose in the discussion of determining the latent failure rate. In general,
this assumption appears to be valid.!” However it can be shown that there are
cases for which this assumption does not hold. This assumption can allow for
the mis-classification of locations; it may cause locations to be ignored during
debugging due to the product of the infection, propagation, and execution esti-
mates being larger than Ap. In the worst case, input points which readily infect
at a location through any semantic alternatives do not readily propagate for many
active variable perturbations; for this phenomenon, subtraction of the proportion
of “nonpropagating” points occurs when the latent failure rates are determined
in equations 5.6 - 5.8 and equation 5.10; this leaves the potential of producing a
negative result. Since

V Fz,aj V Iz,ak (FZ,Gj ¢ Iz,ak) 2 (Iz.nk - (1 - Fz.aj)) 0.0 S Fz,a,', Iz.a,, S 1-0’

the second debugging algorithm accounts for the non-independence that is ignored
by the first algorithm. In general, the second debugging algorithm creates many
more suspects than the first algorithm, however this algorithm is less likely to ig-
nore locations where a large amount of type I cancellation occurs in their successor
locations.”

The independence phenomenon creates difficulty in applying propagation and
infection analysis as a debugging tool. By using the first algorithm, potential
mis-classification of locations as not being suspects may occur. However acknowl-
edgement that the independence assumption is rarely invalid but not completely
invalid increases the number of locations classified as suspects, potentially to the
point of saying every location is a suspect, which defeats the algorithm’s purpose.

Regardless, the second debugging algorithm becomes:

1. to determine if a location z is a suspect, take each F.,;, I.4, pair, get
the latent failure rate, then multiply this product by E., and compare this
product to Ap. If

3k 35 B, - (Tnay — (1 = Faa)) > Ap, (5.37)

then an incorrect active variable a; and semantic alternative ay at location z
is not further considered as potentially causing Ap; ignore the pairs satisfying

17From the tables in Chapter 6.

7This modification will potentially increase the number of suspect locations when the propa-
gation estimates are small; if the propagation estimates are large, then this modification should
have a minor effect. If the independence assumption between the infection estimates and prop-
agation estimates is deemed valid, then the first algorithm should be applied.
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inequality 6; they are not suspects,

2. If any F,,;, I, q, pair such that 3k 3j E, - (L4, ~ (1 — F.;)) = Ap is
considered suspicious, thus location z is a suspect. If every F,g;, I; 4, pair
at location z is not suspicious, then location z is not a suspect.

3. those F.q;, I;,q, pairs where 3k 3j B, - (1,5, — (1 = F,,,)) < Ap can not be
ignored; by the single fault assumption, there may be several (I,,, — (1 —
F.;)) summing up to = Ap. The set of combinations where

3k; g1 By (Bay, —(1—Fray )+ oo+ b Fin By (I, —(1=Fpa,.)) = Ap
(5.38)

is true therefore forces locations [,...,p to be considered as suspects.

135

4. the set of locations having at least one F,,;, I; 4, pair considered as suspi-
cious is the set of suspects; this is the set from which either static or dynamic
analysis of the code can begin.

Enormous efficiency may be gained in both algorithms by keeping statistics on
the most recently executed path or set of paths. This information immediately
reduces the number of locations whose estimates are used in the previous rules.

The limitations to the proposed debugging algorithms are:

1. distributed faults,

2. if the fault is caused by a fault class not represented by the set of semantic
alternatives,

3. if the perturbation function does not adequately represent the impacts of
the potential faults, and

4. the size of Ap; although locations have been successfully debugged producing
a failure rate on the order of 10~%, it may be that the best that is achievable
with propagation and infection analysis is on the order of 10~7; the lower
bound limitations on Ap using propagation and infection analysis are yet
undetermined.

Limitations (2) and (3) can be minimized in strength by increasing the scope of
F and the potential faults represented by the perturbation function presented to
A at a location. To minimize (1), a re-definition of what constitutes of location
is required; this is a complex problem which is currently under investigation. The
fourth limitation is speculative.
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5.3.6 Testing Complexity

Halstead has developed one of the best known studies of software complexity [18].
Halstead uses a set of measures attained after the code is generated. These include
the number of distinct operators, number of distinct operands, total number of
operator occurrences, and total number of operand occurrences {18]. With these
measures, Halstead develops equations for overall program length, program vol-
ume, and a measure of software complexity. The McCabe complexity measure
is another well-known complexity measure developed from the control flowgraph
of the program. McCabe defines a complexity measure based upon the cyclical
complexity of a graph [18].

In general, the more complex software, the harder it will be to test. Propaga-
tion and infection analysis can be used for a testing complexity metric, T, which
describes the complexity involved in testing a program by producing the number
of executions required to achieve a certain confidence in the assertion that the
program is correct. Y is a function of A and PEC. T is:

= ¥ rh:’(‘l(l_ : fr),)] (5.39)

ze{PEC}

As an example using equation 5.39, consider a program P with four path
equivalence classes i, j, k, and [, where Ifr; = 0.01, Ifr; = 0.02, Ifr; = 0.009,
Ifr; = 0.5, and a = 0.999. Then T ~ 1.8x10%. Now consider a program K with
one path equivalence class, and a latent failure rate of 0.00001. Then YT = 6.9x105.
Although P has more equivalence classes, it requires fewer test points since it
exhibits a lesser tendency to hide faults. Program K, however, easily hides faults,
therefore is harder for testers, and thus has a higher T.

The metric in equation 5.39 refutes the notion that more locations mean higher
testing complexity. This metric instead considers complexity to be relative to
the minimum latent failure rate over the set of path equivalence classes. For
non-positive latent failure rates, the corresponding path equivalence classes are
ignored, and equation 5.39 must ignore path equivalence classes with these latent
failure rates. This causes an “incomplete” complexity metric; investigation is
continuing into other complexity metric models for path equivalence classes having
non-positive latent failure rates that can be incorporated in equation 5.39. Once
clear solution is to assume independence between the infection estimate and the
propagation estimate, assuring a zero or greater latent failure rate. Experiments
using propagation and infection analysis for debugging(12] have shown that in
general the independence assumption between propagation and infection estimates
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holds. In fact, it may be extremely rare for the non-independence phenomenon
to occur.

5.4 Conclusions

A new program characterization termed a software faultprint is introduced in
Chapter 5. The algorithms for auxiliary processes for building the software fault-
print are detailed. Chapter 5 has introduced application areas where software
faultprints may be useful. This chapter has shown potential schemes for using the
faultprini contents towards these applications. A summary of additional study
needed on these areas follows:

Probable Correctness This model attempts to predict from a sequence of suc-
cessful executions whether the next execution will be successful. This model’s
value is directly related to the measurement scheme of the minimum failure
probability. For the minimum probability, the latent failure rate is used
which is dependent on A. Potentially, strict black-box testing is a better
method for this estimate,

Software Reliability is the probability of failure-free operation of a computer
program for a specified time in a specified environment. This thesis soft-
ware reliability model, as well as all software reliability models, suffers from
dependence on the input distribution. Time is ignored in this model, and
reliability is per execution rather than per unit time. If the input distribu-
tion changes drastically, then the propagation and infection estimates are
less meaningful, and may cause this model to be useless unless propagation
and infection analysis is re-performed.

Ultra-reliability is the measurement of extremely high software reliability. This
application is only mentioned because of propagation and infection analysis’s
ability to find locations that can have tiny impacts on the failure rate. These
locations are a software tester’s nightmare if ultra-reliable software is desired.

Software Testing This application is intuitive; empirical evidence is needed to
determine the relationship between interfailure times for specific faults and
the latent failure rates of the locations containing those fault.

Debugging is the application of determining where a particular fault is when
failure is observed. This model is demonstrated in Chapter 6. The question
persists as to whether infection and failure propagation estimates can be
considered as independent.
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Testing Complexity Metric is an application for determining how hard a par-
ticular program will be to test. This model suggests that the complexity of
code is a function of how easily it is to hide faults, instead of some empirical
characteristic such as the number of lines or modules. It is intuitive, how-

ever, that there may be a relationship between length of the program and
T.

Admittedly, the emphasis of the thesis has been in producing the software
faultprint, not in applications of it. Hence the models presented are elementary
and have not been substantiated through practice; they are included as potential
foundations for additional work.

There are potentially other application areas not mentioned. An example is
computer security. If a program has the ability to access information such as its
value distributions during execution, then it could “self-test” the data states it
was generating. If it detected a data state or series of data states not previously
encountered, it could produce warnings about its output. This could be useful in
the case of current operating system viruses. [19] gives evidence that for certain
types of programs, the number of different data states produce in the operating
environment is actually small. If true, the information could be used in this
manner. To achieve such, research is needed into Method II value distribution
creation; a realistic scheme for storing internal data states could make this a
viable model for fighting “computer viruses”.
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Chapter 6

Empirical Results

Chapter 6 shows that the particular implementation of the propagation and in-
fection analysis model defined in Chapters 2 and 3 produces the results for which
the model was designed. The experimental results of Chapter 6 have been pro-
duced from “real-world” software with both artificially implanted faults and actual
faults. The results are produced without an oracle, however there must exist a
failure rate.

Chapter 6 is organized as follows: Section 6.1 informally shows that the class
of faults, F, described in Chapter 4 has enough breadth to include a small por-
tion of the well-published set of faults in the “Common Blunders” chapter of [10].
Section 6.1 shows that the decision of the class of faults in F was not entirely
arbitrary; there are common faults which it will catch. Section 6.2 shows that
propagation and infection analysis has enough resolution in its point estimators
to accurately quantify the impacts that a location has on the failure rate in or-
der to use propagation and infection analysis as a debugging tool. Section 6.2
details several “blind” experiments of propagation and infection analysis being
successfully applied to debugging.! Section 6.3 shows the similarity between the
failure propagation estimates and infection estimates of successive versions of a
program. This provides clues as to when propagation and infection analysis may
begin during software development without the penalty of needing to reperform
propagation and infection analysis.

1Debugging was chosen for substantiating the thesis since debugging is the easiest means for
showing that an incorrect program’s behavior with a fault was mirrored by propagation and
infection estimates.
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number | page fault description correction
1 77 failure to imtialize varniable
78 (term < e) (abs(term) <e)
3 78 —(1)® (=1F
a | 79 Tailure to initialize variable
5 79 type problem
[ 80 labe] at wrong location
7 80 mm= 0 num(i)= 0
8 81 | incorrect use of Fortran data construct
9 82 i ctr > 45 i ctr > 46
10 82 ctr=0 ctr =1
11 84 > >
12 85 I b+c<m goto L20 I b+c<0.005 goto L10
13 else if b+c<m goto L20
14 87 xlow, xhigh x(low), x(high)
15 87 infinite loop
16 90 marks(i) -1/10 + 1 (marks(i)-1)/10 4+ 1
17 90 sumag — (sumz*/an))/an — 1.0 (sumaq — (sumz?/an))/(an — 1.0)
18 91-93 floating point hardware problem

Table 6.1: Faults of "Common Blunders”

6.1 F Versus “Common Blunders”

This section looks at the faults contained in the “Common Blunders” chapter in
[10]; the faults contained are listed in Table 6.1 according to the page number,
the fault, and in some instances the correct code. Section 6.1 gives an idea of the
fault types that infection analysis simulates and the fault types which it does not.
There are several faults in the “Common Blunders” chapter that are out of the
scope of the thesis. For those faults which are in the “Common Blunders” chapter
which are not handled by infection analysis, alternate techniques for detection of
their presence are mentioned.

Seven of the eighteen published faults are not applicable to propagation and
infection analysis: faults 8 and 17 are language problems, 13, 7, and 5 are com-
pilation faults, fault 14 is an infinite loop, and fault 6 is a label in the wrong
location. Faults 1 and 4 can be caught using dataflow analysis [5, 6, 4, 2] since
this is a reference before definition problem. Faults 2 and 3 are not defined in
F; they require a more complex class of faults for both expression and predicate
infection analysis. One problem with infection analysis, specifically F, is faults
such as 16 and 17 which are precedence faults; precedence faults are not included
in F. Process Simplify produces simple expressions with the incorrect precedence.
Methods for handling precedent faults include requiring that each declared vari-
able have a unit associated with it. An example is the expression a * b* (¢ + d).
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If 2 has units m/s?, b has units s, ¢ has units g, and d has units m, then this fault
can not occur since ¢ and d do not have the same units.?

Faults 9 and 10 together form a distributed fault. F is limited to single
location faults; distributed faults are not considered during infection analysis due
to the combinatorial problem of how to combine single locations into a distributed
location. If failure propagation analysis perturbed combinations of active variables
instead of single active variables in a single data state, distributed faults’ impacts
could be partially simulated. For example, in a four single location sequence,
there are ten location combinations for creating a distributed fault: (1,2), (2,3),
(3,4), (1,3), (1,4), (2,4), (1,2,3), (1,2,4), (2,3,4), (1,2,3,4).

Fault 11 is included in F. More fault classes can be included in the infection
analysis process by redefining . An explosion into the number of semantic al-
ternatives results. One such modification to F might be to include compound
faults such as fault 3 (this is two faults: 0 + (—17)) into the definition of F. In-
fection analysis estimates are a function of the semantic alternatives from F, so it
is important to include as many “potential” faults as is computationally feasible.
If the semantic alternative class is small, the question might arise as to whether
the class of faults is too restrictive, i.e., is there a class of frequently occurring
faults with low infection estimates not represented in 7 In this example, several
compound faults are found in the code segments from “Common Blunders ” which
are not represented in F. F remains a parameter in infection analysis implemen-
tation and by increasing the breadth of F, this infection analysis implementation
becomes more meaningful.

6.2 Experiments for Validating the PIA Model
and Implementation

This section contains experimental results that indicate that the propagation and
infection analysis model and implementation are a plausible method for isolating
locations that contain faults of specific impacts on the program output behavior.
Each of the three programs used had a failure rate of less than 10~* (requirement
2(d) of the definition of closely correct). Better yet, these propagation and infec-
tion analysis estimates closely mimic the observed behavior of the code. Three
experiments were performed. Most of the experiments of this thesis were executed

3This problem is partially solved by requiring that variables have associated units; the Inte-
grated Verification and Testing System (IVTS)[1] is an environment requiring units for programs
in the language is Hal/S[3, 8].
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on a SUN 3/50.3

Two participants were used in Experiments I and II, one participant to set
up the experiment and one participant to perform it. Throughout Chapter 6, the
person who set up the experiment is referred to as participant A, the other person
is referred to as participant B. Note that these were “blind” experiments, meaning
that participant A who inserted a fault never revealed to participant B where the
fault was; only the locations for participant B to perform the analysis at. It
was participant B’s responsibility to apply propagation and infection analysis and
attempt to determine where the fault occurred from the propagation and infection
analysis estimates and the supplied failure rate.

6.2.1 Experiment I

The first program is found in Appendix C and is taken from [12]. A fault was
placed into the sqr call in the statement

t:= 0.9%(1.0+sqr(y))*exp(em*glalxm-gammin(em+1.0)-glg);

producing

t:= 0.9%(1.04-sqr(1.0+y))*exp(em*glalxm-gammin(em-+1.0)-glg);

by participant A. The failure rate observed by participant A from this fault is 2.0
10-8. Participant B performed failure propagation analysis on this non-simplified
expression and received a high failure propagation estimate. Hence participant A
could not locate the fault from the failure propagation analysis on the complex
expression. The complex expression was then broken up by participant A for
participant B into the following simple expressions:

aa := sqr(y+1.0); {1}

bb := aa + 1.0; {2}
cc:=em + 1.0; {3}

dd := gammin(cc); {4}

ee := em*glalxm-dd-glg; {5}
f := bb * exp(ee); {6}

3SUN 3/50 is a trademark of Sun Microsystems.
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“location | propagation estimate
1 7.6646-02
3.9831e-01
8.5781e-01
8.525¢-01
13&&0]
3.9687e-01

D ] ] O] 00

Table 6.2: Failure propagation estimates for poidev using uniform(12, 13) for inputs

location | propagation estimate
3.0e-05
3.8917e-01
8.13266-01
8.7613e-01
6.1760-02
3.9027e-01

O] ] ] W o] =

Table 6.3: Failure propagation estimates for poidev using uniform(12, 108) for inputs

t:= 09 * ff; {7}

Participant B is given the observed failure rate, the entire program with the
simple expressions, the input distribution producing the 2.0 * 10~® failure rate,
and a list of locations where the fault was potentially residing. In the experiment,
participant B is told the fault is in one of the first six simple locations created from
the complex expression, and that the input distribution is uniform(13.0,1000000.0).

The failure propagation estimates participant B produced when he limited the
input distribution to uniform(12.0, 13.0) are found in Table 6.2. These estimates
were obtained from only perturbing the active variable receiving the action at
that location; this reduction in the amount of perturbation analysis also applies
to the estimates found in Table 6.3 which participant B produced from an input
distribution of uniform(12.0, 1000000.0). From these failure propagation estimates,
participant A postulates that location 1 contains the fault, which indeed it did.
Hence participant B was able to accurately and positively identify the subexpres-
sion in the expression causing the observed failure rate. No infection analysis is
performed and the experiment was halted; this experiment had shown two abilities
of failure propagation analysis:
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localion propagah‘ﬂs estimate
0.2818
0.0

1.0
0ZZTIORIIITE

0.273673449675

<l ia] Wl o]

Table 6.4: Failure propagation estimates for gcksrt using perturb(0.95, 1.05,x)

1. simpler expressions do give more precise failure propagation estimates, and

2. these failure propagation estimates do mimic the effects of faults.

To be complete, for a full debugging experiment, infection analysis should be
performed, and the conclusions about suspects determined according to the algo-
rithms provided in Chapter 5. This experiment was performed in the early stages
of building the thesis model to validate the notion of failure propagation analysis.

6.2.2 Experiment II

The second experiment is also taken from [12], specifically procedure qcksrt on
pages 726-727. Five locations were identified by participant A to participant B
as potentially containing the fault. The locations are notated and the program
used in performing the failure propagation analysis by participant B is included
in Appendix B. The results participant B found from failure propagation analysis
after 250,000 input points from the input distribution that produced a 7.5 * 10~°
failure rate are found in Table 6.4. Again as in Experiment I, only the active
variable receiving the action at the location is perturbed; the same is true for the
estimates in Table 6.5. The perturbation function used for the estimates of Table
6.4 was uniform(0.95x, 1.05x). From these failure propagation estimates, nothing
specific can be stated except that a pseudo-failure from perturbing at location
2 never occurred in 250,000 trials. Table 6.5 contains the failure propagation
estimates with a different perturbation function, namely uniform(0.5x, 1.5x).

Table 6.8 gives the semantic alternatives participant B used during infection
analysis at the five locations with the corresponding infection estimates. Note that

“The explanation why location 2 has no failure propagation is that it is a pseudo-random
number generator that quicksort uses. Hence an infection only decreases randomness, not cor-
rectness.
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ocalion | propagation estimate
0.368008 |
0.0
1.0
0.346619520880
0.188418873305

Otf ] CGOf 00 1|

Table 6.5: Failure propagation estimates for gcksrt using perturb(0.5, 1.5,x)

this program is not in simplified expression form, and not all possible elements of
F were used. This reduced the computing needed.®

For participant B, there are three noticeable estimates in Table 6.8: 0.0000101,
0.0001462, 0.000009746 as notated by asterisks. The third estimate (0.000009746)
occurs twice for two different semantic alternatives. The goal for participant B
is to find an infection estimate for a location that when multiplied by the cor-
responding failure propagation estimate of the location approximates the failure
rate that participant A supplied (the execution estimate at a location should also
be considered if it is less than 1.0, however in this case each of these five locations
is always executed). For this case, 0.0001462 * 0.3466 = 0.0000506 = 0.000075.
And indeed location 4 is where the fault was inserted, hence participant B again
succeeded. Not only is location 4 the location of the fault, but the semantic al-
ternative causing the infection estimate of 0.0001462 is the fault. This semantic
alternative was found by taking the value distribution for variable | and picking
the value with the highest probability of occurring, which in this case was the
constant 1. So substituting variable | for the constant 1 was the fault participant
A inserted, and the low failure rate occurred because the probability density func-
tion of | preceding the location under analysis was drastically spiked at the value
of 1.

6.2.3 Experiment III

The final experiment is performed on a version from the n-version LIC experiment
discussed in [11]. The version is written in Fortran-77 and was approximately 500
lines in length. The particular version used had an seemingly zero failure rate after

5A SUN 3/50 is truly incapable of performing complete propagation and infection analysis
except for trivial input programs. This was the main computing resource available to the author.
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a huge number of executions to determine the failure rate.® Experiment III differs
from the previous two experiments because the fault causing the observed failure
rate was the actual fault in the code, not a fault inserted by either participant A
or participant B. Hence this is a real program with a real fault, not a real program
with a “inserted” fault.

After 2-10° executions of the LIC version on a Convex-220, the failure rate was
determined to be 0.0, since no failures occurred. Hence this program also satisfies
criteria 2(d) of the closely correct criterion. Eight randomly selected locations
were noted for failure propagation and infection analysis, including the location
known to contain the fault.” The incorrect code of this location follows:

IF ((norm1 .EQ. 0.0) .OR. (norm2 .EQ. 0.0)) THEN

angle5 = 0.0
ELSE

angle5 = ACOS((xone*xthree + yone*ythree)/(norm1*norm2))
END IF

The correct code at the location should be:

IF ((norm1 .EQ. 0.0) .OR. (norm2 .EQ. 0.0)) THEN
angle5 = 0.0

ELSE
csn = (xone*xthree + yone*ythree)/(norm1*norm2)
IF (csn .LT.-1.0) THEN

csnh = -1.0
ELSE IF (csn .GT. 1.0) THEN
csn=1.0
END IF
angle5 = ACOS(csn)
END IF

Table 6.6 contains the failure propagation estimates for the active variable being
assigned at the eight locations. For the location actually containing the fault, a

6There existed an oracle for the version being analyzed which was needed to determine the
version’s failure rate. The fault location was pre-known as well as the fact that this was the
only fault in the program.

TThe fault is a missing path, so more than one location is missing. Since the net effect
of missing code is a changed assigned value, propagation analysis on the active variable being
defined should catch this missing path.
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location | propagatlion estimate
0.25023

0.0

0.0

1.0
0.0416304
0.0416304

0.0

0.0

0] | O | ] W] 0] =

Table 6.6: Failure propagation estimates for LIC version

ocation original code
e=25.
1=141
temp+pmqy‘u_,j)
temp+fum(i)
(G2-px)2 + (y2-py)""2)

((slope*x1 + x2/slope - y1 +y2)*slope)/ alope>2 +1”
(x1-x2)**2 +{yl-y2)**2

ACOS((xone*xthree 4 yone*ythree)/(normi1*norm?2))

Q0] ~3] ] en] ] COf 0] =

Table 6.7: Original code from which the semantic alternatives were derived for the LIC version

perturbation function is applied on the current value of the variable being defined
which is not properly being defined due to the missing path.® Again, perturbing
on each active variable at the location is not performed to limit the computational
costs and manual costs. The infection estimates for a subset of the recommended
semantic alternative set® with the alternatives are found in Table 6.9.

Notice in Table 6.9 that there are no infection estimates on the order of
& 2% 107610 In this version, E; is high for each of the eight locations, i.e.,
approximately 1.0. Hence the failure propagation estimates are all that is left in
trying to determine which locations are suspects in this example.

SThe fault actually is just range checking on the value of (xone*xthree +
yone*ythree)/(norm1*norm2) which is virtually never required.

9 According to the definition of F; in Chapter 4.

10Note that for the infection analysis estimates shown in Table 6.9, where 10° input points were
used, the cost of this analysis was 267.4 cpu seconds on a Convex 220; had this analysis been done
for all 500 locations, it would have taken approximately 4 hours (assuming complete infection
analysis using the sequential pseudo-code algorithm on the Convex 220 after the commented
locations are subtracted).
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From Table 6.6, there are four locations which show no failure propagation
after a uniform perturbing distribution and perturbation function parameters of
(-2.0, 2.0) are applied after executing 10* inputs;!? these are locations 2, 3, 7,
and 8. It is unusually strange to find 4 out of eight locations displaying no
failure propagation after 10 perturbations at each location. As it turns out,
the specification for this LIC version is one which contains many computations
and only a few single bits of output. This specification allows for versions with a
large amount of type I cancellation.

The location with the fault causing the zero failure rate was location 8, which
was one of the four locations classified as suspects due to a zero failure propagation
estimate at location 8. So debugging was “somewhat” successful in identifying the
location with the fault as being a suspect; propagation analysis was very successful
in showing that its estimates do reflect the output behavior of each location of a
program.

Experiment III has shown two remarkable results:

1. It has isolated a location which contained a fault, even though the program
had never failed after 2 - 108 inputs, and

2. Experiment III showed that failure propagation analysis does have the abil-
ity to detect missing code at a location by perturbing on each active variable.

From (1), it has been shown how propagation and infection analysis can be applied
to ultra-reliable software, particularly software which has never failed. The second
result shows that propagation and infection analysis has a unique ability to detect
missing paths which no other fault detection scheme has.

WgGeveral different perturbation functions were applied to the LIC version in an attempt to
force more pseudo-failures. In this experiment, (-2.0,2.0) perturbation function parameters with
the uniform perturbing distribution caused frequent run-time termination due to the fact that
the version contains a lot of sqrt calls and trigonometric function calls. Such occurrences can
help dictate the infection interval if the code is statically analyzed for such function calls.
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semantic alternative location infeclion estimate
ir-l) > m 1 7.238073909171860-01 |
\ir) < m 1 3.219056009732860-01
il) =m 1 8.541860991095280-01 |
r-]) <= m 1 2.760926090826142-01
ir-]) >= m) 1 1.0
(ir-l) < Tm) 1 3.21905609973286e-01 |
{(ir-]) < fmi) 1 5.209759572673466-01 |
({ir) <m) 1 3.913374888691016-01 |
(1) <m) 1 4.663686553873556-01 |
(1) <m) 1 3.21905609973286e-01
ir+]) < m 1 4.47066785396260e-01 |
i) < m 1 3.91376669634907e-01
ir-1) <m 1 3.21866429207480e-01
((istack-1) < m) 1 3.219056095732866-01
((istack[jstack]-]) < m) 1 4,99348174532502e-01
((arrfi-]) < m) 1 3.06924309884239e-C1 |
({(arr{i+1]-T) < m} 1 3.57202965271694e-01 |
{(ir-jstack) <m) 1 2.775031166518256-01
((ir-fmi) < m) 1 3.21866429207480e-01
(Gr-art]i]) < m) 1 3.61125556544965¢-01
((ir-artfi+1]) < m) 1 3.87928762243989¢-01
{(ir-istack[Jstack]) < m) 1 2.46874443455031e-01
(Gr-1) < jstack) 1 4.17809439002671e-01 |
((ix-1) < anli]) 1 3.06556544968833¢-01
(Gir-1) < anx[i+1]) 1 2.54714158504007¢-01 |
(Gr-1) < istack]stack]) 1 3.561887800534286-01 |
(@) < m) 1 3.21906600973286e-01 |
((ir-a) < m) 1 3,76463045414069¢-01
) < a 1 3.043419412288516-01
i) <n 1 3.210066099732866-01
((ir-n) < m) 1 3,2190566099732866-01_
((n-l% < m? 1 3.16552002609083e-01
fx*fa-fc)/fm 2 1.0
fa*fa-fc)/fm 2 1.0
fa-fa-fc)/fm 2 1.0
2 1.0
2 1.0
2 1.0
2 1.0
2 1.0
(&x*fa*ic)+fm 2 1.0
(Ix*fa*fc)*fm 2 1.0
tm/(&x*iatic) 2 1.0
fx"_fla+fc *x 2 1.0
fx‘_{a-l-fc *fa 2 1.0
f:_:_‘ia-l-fc *c 2 1.0
i*fatfc)/fm 2 1.0
TxX*iHic 2 1.68077455048400¢-02
T ia+1)/tm 2 1.0
(x*faric)/i p) 1.0

Table 6.8: Infection estimates for gcksrt
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Table 6.8: Cont'd

semantic alternative | location infection eslimate
T*fa+ic)/Tm 2 1.0
Tx*I+fc 2 1.68077455048409¢-02
fx*fa-+1)/fm 2 1.0
Ix*fa+ic)/1 2 1.0
)*ia+fc 2 1.0
x*j+1c 2 1.680774550484096-02
T iat))/im 2 10
(Ix*fa+ic)i 2 1.0
ir*{atic)/fm 2 1.0
Tx*ir+ic)/fm 2 1.680774560484096-02
ir)/fm 2 1.0
i 2 1.0
fm 2 1.68077455048409¢-02
fm 2 1.0
2 1.0
2 1.0
2 1.0
2 1.0
2 1.0
2 1.680774550484096-02 |
(Ix*fa+fc) /fc 2 1.0
fm*fa+fc)/fm 2 1.0
fx*im+ic)/fm 2 1.68077455048409e-02
{x*fa+4-fm)/fm 2 1.0
iq*fat-fc 2 1.0
Tx*iq+ic 2 1.680774550484096-02
Tx*iatiq)/im 2 1.0
Tx*iat+ic)/iq 2 1.0
—_(t(ﬁ%-x-fc Jim 2 10
Fx*fmi+ic)/fm 2 1.10650069156293¢-05* |
fx*fa4-fmi)/fm 2 1.0
(fx*Tatic) /fmi 2 1.0
a*fatic)/fm 2 9.026279391424626-01
Tx*a+fc)/fm 2 1.680774550484096-02
fx*fata)/im 2 10
\(f—xqa.-i-fc /a 2 1.0
arTliq] *la+ic)/Im 2 8.768132780082996-01
Tx*arrliq]+ic)/im 2 1.680774550484006-02
x*1a+-arT[iq]) /im 2 1.0
(fx‘fa+fci7m[igL 2 1.0
1 3 7.84467228610191e-01
a1 3 1.0
i 3 7.76794253052510e-01
3 3 7.34959855881503¢-01
1-a 3 1.0
5%a + 1 3 1.0
artliq] 3 4,859106376353886-01
iq 3 7.844894691190530-01
arr(l] 3 4.859106376363806-01
1 3 7.844894691190536-01
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semantic allernative | location infection estimate
ant]j] 3 4.180103640771306-01
n 3 9.770477948536466-01 |
Tx 3 1.0
1 3 1.462031053530586-04 |
1+1 1 1.0
I+l 4 1.0
3 1 1.0
371 4 10
jdiv] 4 10
1 4 1.0
1 4 1.0
3 4 1.0
33 4 1.0
5%) - 3% 1 1.0
75-2°1-3 1 1.0
JarTl) 3 9.746873690263856.06%
3 4 1.0
J-ir 4 1.0
j-istackfjstack] 4 1.0
j-istack]jstack-1] 4 1.0
arr(il-1 4 7.51308517792918¢-01
[ 1 1.0
ir-l 4 5.957484136963076-01
istackjstack)l 1 9.74687369026385¢-06"
Tstack]jstack-1] -1 1 8.732906420265700-01
TT 1 1.0
H 5 1.0
1 5 1.0
i+ir 5 1.0
ir-i 5 7.41212838990706e-01
ir . 5 1.0
idivir 5 8.446915711504106-01
ir 5 1.0
1 5 7.36053957484393¢6-01
H 5 1.0
5 5 8.44691571150410¢-01
i1 5 7.360539574843936-01
T+ 5 1.0
i-jstack 5 10—
i-arz(i) 5 7.61226087480178¢-01
i-a 5 7.61226087480178e-01
in 5 1.0
ioir 5 1.0
jstack-1 5 7.36053957484393¢-01
arrfil-1 5 7.83186462452576¢-01
a1 5 7.831864624525760-01
n-1 5 1.0
ir-1 5 1.0

Table 6.8: Cont'd
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Table 6.9: Infection estimates for LIC

location | semantic alternai:ve | infeciion estimaie

1 24 1.0
1 — L 10
1 Epsilonl 1.0
1 23 1.0
1 Lpsilon2 1.0
1 20 1.0
1 I4+R 1.0
1 N3 1.0
1 M 1.0
1 0 1.0
2 (i-1) 1.0
2 1 1.0
2 0 1.0
2 2 0.1164889
2 1 1.0
2 14nl41 1.0
2 1+nl-1 1.0
2 p-nl-1 1.0
2 y(1) 1.0
2 cmm(13 1.0
4 temp-fum(i) 1.0
4 fum(i)-temp 1.0
4 temp 1.0
3 fum(}) 1.0
4 pum(i)+temp 1.0
4 temp-size 1.0
4 fum(1)+size 0.9

4 pum(i) 1.0
4 pum(i)-1 1.0
4 pum(i)*temp 1.0
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localion semantse aliernatsve infection estimate
5 sqrt((X1-PX)*2 + (YZ-PY)**2 1.0
5 sqrt((y2-pX)**2 + (y2-py)**2 10
5 sqrt((Xx2-px)**2 + (x2-py)**2 1.0
5 sart((x2-px)**2 + y2-px)**2 1.0
5 (sart((x2-px)**2 + (y2-p!)i)) 1.0
5 (sart((x1-px)**2 + (y2-py)**2)) 1.0
5 sqrt((x2-px) + (y2-py)**2 1.0
5 sqrt((x2-px) 4 (x2-py =) 1.0
5 Tat((x2-px)**2 + (yZ-py £1)"*3)) 10
5 sart((X2-px)**2 + (y2-py)**4)) 10
8 slope*yl + x2/slope - y1 +y2)*slope)/(slope**2 +1 0.9997583
6 slope*x1 + x3/alope - y1 +y2)*slope)/(slope™*2 +1 1.0
6 ({{slope™x1 + x2/alope + y1 +y2)*alope)/(alope**2 +1 1.0
8 slope*x1 4 x2/slope - y1 -y2)*slope)/ slope*™2 +1 1.0
[;] slope*x1 + x2/slope - y1 +y2)*slope)/ slope™*2 1.0
8 slope*yl + x2/slope - y1 +y2)*slope)/ slope**2 1.0
6 slope*x1 + x3/slope - y1 +y2)*slope / slope™2 1.0
[ slope®*x1 4 x2/slope + y1 4y2 *glope (ulopew2 1.0
6 ((slope*x1 + x2/slope ~ y1 -y2)*slope)/(alope™*2 ) 1.0
6 {({alope™x1 + x2/slope - y1 +y2)*slope)/ (slope™*2 ) 1.0
7 ((x1-x2)**2+ 3) 10
7 ((x1)**24-(y1-y2)**2) 1.0
7 x1-x2)**24-(yl14y2)**2 1.0
7 Y1-X2) 2+ (y1-y2)**2 10
7 x1-x2 :"‘-2-ir x1-y2 E 1.0
7 x1-x2 _‘_‘24% yl-y2)**3 1.0
7 x1-x2)**3+(yl-y2)**2 1.0
7 X1-X2)** 2+ (y1-y1)**2 1.0
7 (X1-x2)**2-(y1-y2)**2) 1.0
7 ((xT-x2)"*2+ (y1*y2)**2) 10
8 (ACOS((xone*xthree * yone*ythree)/(norml*normz2})) 1.0
8 ACOS((xone*xthree 4 yone*ythree)/ norm2*norm?2 1.0
8 ACOS((xone*xthree + yone*ythree)*(norml*norm3 1.0
8 {ACOS{{xone + yonevythree)/(norml*normz))) 1.0
8 (ACOS((xone*xthree - yone*ythree)/(norml*norm?2))) 1.0
8 (ACOS((xone*xthree / yone*ythree)/(norml1*norm2))) 1.0
8 ACOS((xone*xthree 4 yone*ythree)/(norm2*norm?2 1.0
8 ACOS((xone*xthree 4 yone*ythree)*(norml*norm?2 1.0
8 (ACOS((xone 4 yone*ythree)/(norml*norm?2))) 1.0
8 {ACOS((xone*xthree - yone*ythree)/(norm1*norm2))) 1.0

Table 6.9: Cont'd
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6.3 Similarity of Propagation and Infection Es-
timates Between Successive Versions

Section 6.3’s results are based upon the infection and failure propagation estimates
gathered from a program referred to as Quadratic. The results presented are from
failure propagation analysis and infection analysis. Realizing that viral propa-
gation is a modified scheme of failure propagation through one location suggests
that these results for failure propagation estimates will hold for viral propagation
estimates.

The graphs shown throughout this chapter were created from both faults of
large and small size. Fault size is a measure of the proportion of input points that
reach the fault and cause failure. It is a function of the sampling scheme of the
input distribution. For Quadratic, it was difficult to insert faults that affected few
input points. Hence the graphs are derived from faults of relatively large size.

Consider Quadratic:

procedure Quadratic(a,b,c : real;
var rootl, root2 : real;
var rootexists : boolean);

var
d: real;
begin {location}
d := b*b-4*a¥c; {1}
if d < 0 then {2}
rootexists := false {3}
else
begin
rootexists := true; {4}
d := sqrt(d); {s}
rootl := -(b-d)/(2*a); {6}
root2 := -(b+d)/(2*a):{7}
end;
end;

This program is correct for the following specification: If a,b, and ¢ are real
number constants with a # 0 and % — 4ac > 0, and if z is a variable with domain
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being the set real numbers, then the solution set of az? + bz +c=0is

{—b-f- V% =4dac —b— 7= 4ac}
2a ’ 2a

[7). Produce a program which assigns the solutions of the quadratic equation
to variables rootl and root2 and set rootexists to true iff 4% — 4ac > 0 regardless of
whether a # 0; otherwise set rootexists to false.

The infection and failure propagation graphs throughout this chapter!? have
an abscissa-axis ranging between 0% and 100% representing infection and fail-
ure propagation values with probabilities between 0 and 1.0. The ordinate-axis
represents the probability density of choosing an infection or failure propagation
estimate of that probability. The appendix in [9] contains the program shell used
to determine P,’s infection and failure propagation curves. Each curve represents
a summary of all propagation estimates over all locations in Quadratic. For the
graphs where only one line appears, it is because all curves are sitting directly
over one another.

Let [Py, P,, Ps, ...] represent the sequence of unique versions of program P over
time, where P; is the successor version of P;_;. The first three failure propa-
gation graphs show the distribution of failure propagation estimates for versions
P, P,_y, P;_2(P;_; has the remaining fault to be found, P;_, has the remaining
2 faults). In each graph in this chapter, the darkest curve represents version P,
the thin dotted curve represents version P;_;, and the medium thick solid curve
represents version P;_; as illustrated by the insert in Figure 6.1. For the graphs of
P._, and P;_,, there were three versions each, so that several fault combinations
were used for the graphs. The faults were inserted manually. For the three P,_,
versions, one fault was inserted into three copies of P, and for the three P;_,
versions, another fault is inserted into 3 copies of P,_;.

There is very little difference in the curves in the first three failure propaga-
tion graphs, Figure 6.1, Figure 6.2, and Figure 6.3. All value perturbations are
performed with uniform(0.6*x, 1.4*x). Failure graph 1 shows the most diversity, with
the very thin line representing no failure propagation. To explain this, consider
the faults used: for P;..; the inserted fault was at location 7 and was -(b+a)/2*a; for
P._, there is an additional fault at location 5 which was d := 100. Since the fault
at location 7 is the very last statement executed for the trip which encompasses
it, failure propagation estimates for P, and P,_; are identical. However for P;_,,

12The curves are slightly misleading so a note on them: the lines between any 2 locations does
not imply a continuous line; the lines interpolate discrete points; each z value is discrete and
there is no continuity along the z-axis.
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Fig. 6.1: Failure propagation estimates graph 1
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Fig. 6.2: Failure propagation estimates graph 2
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probability density
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Fig. 6.3: Failure propagation estimates graph 3
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Fig. 6.4: Infection estimates graph 1
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Fig. 6.5: Infection estimates graph 2
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its curve represents many non-propagating points because of the fault at location
5; it succeeds any of the previous faults that are simulated by the perturbation
function thus eliminating their effect. Any perturbed value of d at previous loca-
tions is nullified by this mutation making those viruses not propagate to failure.
This leads to the following observation on the failure propagation algorithm.

Observation 8.1 Let z be the last location ezecuted on a path, z be a location
where perturbation is being analyzed, and location y be in the subpath from
location z to location z. There is no propagation from location z to location
z if a virus inserted by a perturbation function at location z is completely
canceled(type I) by the action at location y. An ezample is when the action
at location y is a definition of the variable perturbed in the succeeding data
space of location z, and the definition at location y if not a function of the
perturbed value at location z.

P._,’s curve in failure propagation graph 2 was made by inserting if d <= 0 then at
location 2. P,_;’s curve in failure propagation graph 2 was made by inserting the
additional fault b - 4*a*c at location 1. All three curves in this plot are identical.
In failure propagation graph 3, P,_;’s curve in failure propagation graph 2 was
made by inserting d:=sqr(d) at location 5. P,_,’s curve in failure propagation graph
2 was made by inserting the additional fault 4*a*c-b*b at location 1. P; and P,_;
in this plot have identical curves, with P,_, practically identical. The versions
represented in failure propagation graphs 1, 2, and 3 received the same input data.

The three versions represented in failure propagation graph 4 received the same
input data, however it is a different input set than that used in the previous failure
propagation graphs. It is important that the curves be similar for various input
data as well which is noticeable by comparing the curves for P, in Figures 6.8
and 6.4. It is true that failure propagation estimates are a function in some
sense of the input used, however it should not be the case that two sets of inputs
produce drastic differences solely because the input sets are different. If this
were true then failure propagation estimates would be extremely dependent upon
what input data is used; this would be catastrophic for propagation and infection
analysis. The results in failure propagation graph 4 are identical curves. The
perturbation function used is uniform(0.3*x, 1.7*x), and the inserted faults are if d <
1 then at location 2 and rootl :=-(d-b)/(2*a) at location 6. Failure propagation graph
5 also had the same input set as that for failure propagation graph 4 presented
to its three versions. All three versions have the same curve. The perturbation
function is also uniform(0.3*x, 1.7*x); the faults are rootexists := true at location 3 and
d := sqr(d) at location 5.
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Fig. 6.7: Failure propagation estimates graph 4

Failure propagation analysis of Quadratic has also shown that the curve for
P, appears to be fairly independent of both the perturbation function and input
points. This observation is postulated after comparison of the P, curves from
failure propagation graphs 1 and 4. The similarity of the curves is important since
the infection interval range is unknown and the perturbation function parameters
used may not have an infection interval distance of zero. Quadratic has also
shown that a wide variety of combinations of faults of large fault size did not
change the curves substantially between versions, with the exception being failure
propagation graph 1, where a latter fault overcome the effects of perturbations
at predecessor locations. Hence faults of smaller size only narrow the difference
between such curves.

Infection graphs 1, 2, and 3(Figure 6.4, Figure 6.5, and Figure 6.6) for Quadratic
contain similar results. All graphs received the same input points. Infection graph
1 was created by P,_; having the fault root’ := 2*a at location 7 and d := sqr(d)
at location 5. Infection graph 2 was creatcd by P;_; having the fault d := b at
location 1 and rootexists := true at location 3. Infection graph 3 was created by P;_;
having the fault if d < 5 at location 2 and root2 := -(b+d) at location 7.
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Fig. 6.8: Failure propagation estimates graph 5

6.4 Conclusions

Chapter 6 is not designed to show that propagation and infection analysis is
the ultimate debugging tool, rather, that this particular implementation of PIA
adequately corresponds to the propagation and infection analysis model, and ad-
ditionally this model adequately approximates the behavior that real faults cause
in programs. Debugging was a means of easily demonstrating this. This chapter
has shown that propagation and infection analysis does indeed locate locations
that more easily hide faults. In fact, propagation and infection analysis has good
enough resolution to accurately quantify the impacts that a location has on the
failure rate in order to use propagation and infection analysis for debugging. And
remember that all of the analysis is done without an oracle. This means that
incorrect programs are being used to debug themselves.

The programs used in Section 6.2, admittedly, are small and the analysis
performed was incomplete. Complete propagation and infection analysis for an all
but trivial program is all that could be done by this author without automation
and faster machines. The results, however, do show that even partial propagation
and infection analysis shows where faults can easily be hidden. This suggests that
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complete propagation and infection analysis will serve to give even better results
for isolating such locations.

Since propagation and infection analysis is temporally expensive, it is desir-
able to begin propagation and infection analysis on the earliest version P; of P
such that versions [Py1, Pi42,...] produce results similar to those for P;. To begin
propagation and infection analysis as soon as possible, the hypothesis as newer
versions are released, the propagation and infection estimates of a preceding ver-
sion change minimally for those of a successor version provided that the versions
are syntactically!® and semantically almost identical is introduced. Since faults of
large size gave encouraging indicators in Section 6.3, faults of smaller size should
produce results even more similar between versions.

The empirical conclusion of Chapter 6 is that a fault that is removed or inserted
which does not drastically change the code structure will probably not change
the propagation results discovered before fault removal or introduction. Thus
two successive programs which are almost functionally equivalent yet structurally
diverse will not have similar failure propagation estimates or infection estimates.
Although P; probably contains faults, the faults’ sizes are small and complete
infection and failure propagation analysis need not be repeated for each change
of P,. This is important for models to which propagation and infection analysis’s
results will be applied.!* Without this conclusion, full analysis would be required
for each successive version. With this conclusion, there is a point in the software
development cycle at which propagation and infection analysis may begin without
having to reperform the analysis. Determination of exactly when this threshold
point occurs is still under consideration, however this threshold point appears to
occur when writing is completed and most debugging is completed as well.

13Two functionally equivelent programs may have totally different propagation and infection
analysis results, hence syntactic restrictions are needed.

MFor certain applications of propagation and infection analysis, this phenomenon makes the
model more conservative; for other applications it may create problems.
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Chapter 7

Conclusions

7.1 Accomplishments

This thesis presents a structure-based methodology of quantifying the impact
that a particular program location has on the program’s output behavior; this
structure-based methodology is both new and unique. It produces information
never before available about a program’s locations. And this information is pro-
duced without reliance upon a specification or oracle. Propagation and infection
analysis is the model and implementation by which this role is quantified. The
methodology combines aspects of both software testing and software verification
techniques, however produces information not produced by either technique.

This thesis introduces the methodology for determining where faults can easily
hide through the production of two statistically-derived estimates: the infection
estimate and the propagation estimate. A low infection estimate indicates that
the syntax was easily modified in such a manner that faults occurred and did not
affect the values of variables in the data states during execution. A high infec-
tion estimate indicates that in general, changes to the syntax produced modified
variable values in the data states during execution. A low propagation estimate
indicates that modified variable values were put into data states which did not
affect the output. A high propagation estimate indicates that modifications to
values in the data states did affect the output behavior.

Abilities other than finding locations where faults can be easily hidden have
been shown in the thesis. Included in these are the ability to partially detect
missing paths or missing locations, and the ability to determine the minimal
failure probability of the program relative to a class of faults or fault impacts.
The thesis has also shown that the propagation and infection estimates can be
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used for analyzing software with a zero failure rate (ultra reliable software).

The thesis has shown that the code contains a wealth of information. It is a
new white-box technique which provides information that no black-box analysis
scheme can. Future applications of propagation and infection analysis estimates
may be in certifying software. If it turns out that a particular piece of software
contains more than some proportion of low failure propagation estimates, then the
software could be rejected for rewriting, even if the software has never failed. The
results from Chapter 6 are positive; they indicate that propagation and infection
analysis or a methodology derived from it may be a tool which advances software
quality.

7.2 Future Work

As a foundational model, the thesis generates more questions than answers. Areas
for additional study beyond this thesis are not limited to but include:

Perturbation Functions The notion of a perturbation function simulating the
impacts of an infinite number of faults is introduced. The simple step-wise
algorithm for determining perturbation function parameters for two param-
eter perturbing distributions needs consideration. The notion of perturbing
solely on the first data state may be shown to be inferior to perturbing
uniformly over all occurrence data states. Additional work is needed into
alternative methods for simulating the impacts on values during execution.
Potentially actual faults should be used for creating viruses versus random
functions.

Artificial Data States Versus Natural Data States The terminology intro-
duced to describe the difference between these two types of data states is
probably not the best, however the concepts they convey are important. If
Method III value distribution creation is chosen, the question disappears as-
suming the location is eventually reached, because actual data states from
an actual input point are available. However if sampled data states are
created in some other fashion, then it is important that this question be re-
solved. It may turn out that Hypothesis 4.1 is not substantially threatened
by using artificial data states, and if so, the cost involved in getting natural
data states is not justified.

Hierarchical Method for the Latent Failure Rate This result currently suf-
fers in usefulness by being a function of a particular path. Additional re-
search is needed into determining how different are the latent failure rates
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of a set of paths from the latent failure rate of the path equivalence class
after the necessary assumptions are made as to the number of iterations and
which subpath is taken on which iteration. If evidence occurs that suggests
that the assumptions can be made about the number of iterations as well
as the subpaths taken without drastically altering the latent failure rate es-
timates between those of the paths and those of the generalizations of the
path equivalence classes, then latent failure rates for path equivalence classes
using the hierarchical method can be used which are not so conservative.

Path Equivalence Class The notion of a path equivalence class is used through-

out the thesis as a means of partitioning the input space according to the
following intuition: input points that follow the same path and reach the
same locations will have a similar ability to reveal the same faults. Partition-
ing is useful for discussing the minimum failure probability for an execution.
It is necessary to consider each location reached on an execution if an esti-
mate of the minimum failure probability is attached to a sequence of reached
locations. Whether the definitions of Chapter 2 are the best for satisfying
this intuition is not known; work in this area is needed.

Dispersion Histogram The notion of the dispersion histogram is simple and

straightforward. It stands to be shown that taking the results from Process
Propagation Analyzer is the correct algorithm to tie the creation of the dis-
persion histogram to. Potentially the dispersion histogram should take into
account the results from Process Infection Analyzer, because it may be that
the perturbation functions used in Process Propagation Analyzer cause data
state infections that normally do not occur. Hence these “artificial” infec-
tions are causing “artificial” pseudo-failures which would bias the dispersion
histogram. The best scheme for both deriving the results and storing the
results is still unresolved.

Cancellation Cancellation is possibly the most menacing problem in software

testing. Both the viral and failure propagation estimates account for type
I cancellation, however if there is to be any cost savings in the number of
program executions required for propagation analysis, a static method for
determining the situations under which cancellation occurs is important.

When to Begin PIA Chapter 6 has made an attempt to define certain proper-

ties that when true signal that propagation and infection analysis may begin
without the penalty of reperforming propagation and infection analysis as
the software changes. Potentially the restrictions on the input program of
Chapter 5 are inaccurate, possibly too restrictive or not restrictive enough.
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If machine speeds enable the performance of propagation and infection anal-
ysis to be considered as temporally trivial, this question vanishes. Currently
this appears unlikely. More experimentation between successive versions is
needed to verify or dispel Hypothesis 3.1.

Infection Analysis Class of Faults The definition of the fault class F is diffi-

cult. As the size of F increases, so do the number of semantic alternatives
and thus the costs of performing infection analysis. Since the set of faults
that could occur at a location is infinite, decreasing the size of this infinite
set is essential. However if the definition of F becomes too restrictive, im-
portant classes of faults which frequently occur will be left out which will
reduce the usefulness of infection analysis. If a listing of “common” faults
is found relative to certain software applications, then such a listing could
help define F for an input program of that type. The assumption has been
made within F that each element is equally likely, however this assumption
is not realistic. To be more realistic, 7 should be augmented by assigning
probabilities for each element of F. A study in the likelihood of fault classes
is an entirely different problem which would be useful in defining F.

Algorithm Efficiency From the pseudo-code shells provided for the Process

Propagation Analyzer and Process Infection Analyzer, it is clear that ex-
cept for trivially short programs, this methodology requires large amounts
of execution time which with current technology requires either a parallel
machine or a super-computer. However there are efficiencies possible from
analytical schemes for both infection analysis and propagation analysis that
will require fewer executions through the elimination of entire locations from
needing dynamic analysis. As mentioned several times, parallelization of the
computational algorithms appears to hold hope to this problem.

Storing Data States by Method II Finding a realistic scheme for Method II

value distribution creation could lead to both advances in the speed of the al-
gorithms of PIA and potentially a scheme for detecting “computer viruses.”
Internal data state storage is an important area for research.

Automation The ability to read in a program P in a specific language, perform

the preprocessing auxiliary processes which produce P”, and then input P”
into a process to create the pseudo-code shell for the two main processes
is the overall goal of automating propagation and infection analysis. With
such a scheme, any program in a particular language could have propagation
and infection analysis immediately applied to it with virtually no manual
requirements. The creation of an automated system to perform the PIA pro-
cesses is a software-engineering project which hopefully will be undertaken.
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Many of the unanswered questions and hypotheses can either be resolved
or strongly implied by additional manually performed experiments on small
sized input programs or having such a system. The availability of either a
super-computer for these sequential algorithms or a parallel machine for a
parallelized version of the algorithms is almost a mandatory requirement to
currently use this methodology. Automation is meaningless if the pseudo-
code shells take years to execute. Until more information is known about the
pieces of the propagation and infection analysis methodology, automation
should remain a goal for the future.
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Appendix A

Mathematical Preliminaries

Appendix A briefly introduces four mathematical areas that are frequently as-
sumed to be known throughout the seven chapters. These areas are: graphs,
regular expressions, probability, and monte carlo simulation. Only the most basic
rules from each of these areas is included in this appendix.

A.1 Graph Terminology

A graph G is an ordered pair (V, E) made from a set of edges E = {e;,, €;;, €izy---}
and a set of vertices V = {v;,v;,vs,...}. An edge connects a pair of vertices (a, b)
where a, b may be the same vertex. If they are the same vertex that edge is termed
a self-loop. A graph is finite if | V' | is finite, otherwise it is infinite The vertices
that a particular edge is incident to are called the endpoints of the edge.[2]

The degree of a vertex v, d(v) is the number of times vertex v occurs as an
endpoint for the edges in E. A vertex whose degree is zero is isolated. The
notation u — v means that vertices u and v are connected by edge € and thus u
and v are adjacent.[2] A path is a sequence of edges(e;, , €, ..., €;;)Where:

1. e;, and e;,,, have a common endpoint for k = 1..5 — 1;

2. if e;, is not a self-loop and is not the first or last edge then e;, shares one of
its endpoints with e;,_, and the other with e;,,,. [2]

A directed graph or digraph is a graph whose edges are ordered pairs; the first
endpoint is the head and the second endpoint is the ¢ail. The edge (u —— v)e
is directed from u to v. A directed path is a sequence of edges such that the

151
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end-vertex of e;,_, is the start-vertex of e;,. The outdegree, d,u:(u) of vertex u is
the number of edges which have u as their start-vertex. The indegree, d;(u) of a
vertex u is the number of edges which have u as their end-vertex.

A graph G’ is an ordered pair (V', E') and is a subgraph of a graph Gif V' C V
and E' C E. An arbitrary choice for V' and E' may not be a subgraph because
they may not form a graph. [2]

A.2 Regular Expression Terminology

The fundamental units from which structures are built is termed the alphabet
which is a finite set of symbols. An example is the Roman alphabet {a,b,...,x}. A
string over an alphabet is a finite sequence of symbols in the alphabet. A string
may have no symbols at all; this string is a special string called the empty string.
Any set of strings over an alphabet ¥ is called a language. A language can be

specificed by listing all strings within it. [5, 1]
The regular ezpressions over an alphabet ¥ are the strings over the alphabet

- 2uU{),(,V,U,*} such that the following hold:

¢ V and each member if ¥ is a regular expression,

o If o and 3 are regular expressions, then so is (af),

¢ If a and B are regular expressions, then so is (a U B),
o If o is a regular expression, then so is o*, and

o Nothing is a regular expression unless it follows from (1) through (4). [5]

A.3 Conditional Probability and Independence
Terminology

Let E be an arbitrary event in a finite equiprobable sample space S where the
probability that F occurs is greater than zero. And let A be an arbitrary even in
the same sample space. The probability that some event A occurs given that £
has occurred termed the conditional probability of A given E, denoted as Pr[A | £},

and is defined as Pr[(AN E)]

PrlA | B = = m
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Then
number of elements in AN E

number of elements inF
And if the above equation is cross multiplied, the following formula known as the
multiplication theorem is obtained[4]:

Pr(AN E)| = Pr[E] - Pt[A | E]

Now assume that in the sample space S, there are ¥ mutually exclusive subsets,
S = By UB3U..UB;. Any subset D of S can be written thenas D =DnN S =
DN (ByUByU...U By) which is (DN B,))U(DNB;)U...U (DN Bg). So the
probability of D occurring is

Pr[(D N B,)] + Pr{(D N By)] + ... + Pr[(D N By)]
= Pr[By] - Pr[D | By] + Pr[B;] - Pr[D | By} + Pr[Bs} - Pr[D | Bj).

Additional references to conditional probabilities can be found in [7, 4].

A.4 Monte Carlo Simulation Terminology

Using the notation in [6], let z,,z3,..,Zs be a random sample where each z; is a
Bernoulli random variable. Then the mean of this sample m is

and the standard deviation of the sample s is

8= 1’i:z:?-—m2=\/m—m2=\/m(l-m).

From equation 4.11 in [3, 6], the interval defined by the two endpoints

t*s
vn-1

is a (1 — a)x 100% confidence interval estimate for the unknown true mean p.
The parameter (1 —c) is the confidence level associated with the interval estimate,
and t* is the upper 1 — a/2 critical point for the ¢ distribution with n — 1 degrees

m*
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of freedom. For a fixed sample size n and «a,

t* = t.distribution(n — 1,1 — a/2).

In Monte Carlo simulation, the conventional confidence level is 95% [6]. When
n — 00, n & n — 1 and with a = 0.05,

* = t.distribution(n — 1,0.975) = 1.645 ~ 2.
Hence, the corresponding interval estimate of the sample mean is

m(1 —m).

m+2
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Appendix B

Programs for Propagation and
Infection Estimates of qcksrt

program shell(input,output);
var
ircounter : arvi 1 32] of real;
icounter : atay of real;
Joounter : arr: %] of real;
fxcounter : array][ 1 59] of real;
arrcounter : arvay(l..13] of real;
seed : real;
k,i : integer;
counterl,counter2,counter3,counterd,counter5 : real;
inputvalue : integer;
sol,s0l1,50l2,5013,5014,5015 : integer; {solution from unperturbed versions}
herel here2, here3 hered here5 : real;
yesl, ysZ,ys3,ys4y55 boolean;
function randomupark : real;
{steve park's random number generator}
const

a = 16807.0;

m = 2147483647.0,
q=1271773.0;

r = 2836;

Io.hl.tst real;

seed := test 4 m;
ra:dom.park =seed [ m;

endg,
{———————discrete distributions—
il;um_:tion equilikely(a,b : integer) : integer;

egin
equilikely := a + trunc((b-a+1) * randompark);

(W)
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end;

{ continuous
il;ungtion uniform(aa,bb:real) : real;
uﬁ;m := aa-H((bb-aa) * random.park);
end

{——perturbatlon function }
function perturb_uni(x:real) : real;
var
newx : real;
counter : |nteger.
begin
newx :=x;
if 2(:0 .0) then

|frandom.park< 0.5 then
newx:=1.0

(%N

counter ;= 0;
wil;ile (newx = x) do

egin

newx := uniform(0.5%x,1.5*);
counter := counter+-1;

if (nevx=x) and(counter=5) then

n
if random.park < 0.5 then
newx:=x-1.0
else
newx:=x+1.0

end;
end;
end;
perturb_uni := newx;

end;
function perturb_eqi(x:integer) : integer;
var newx : |nteger
counter : integer;
begin
newx :=x;
if x=0 then

egin
if random.park < 0.5 then
newx:=1

while (newx x) do

begin

newx := equilikely(trunc(x*0.999),trunc(1.001*x));
counter := counter+1;

if (newx=x) and(counter=5) then

n
if random.park < 0.5 then
nevec:=x-+1
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else
newx:=x+1;
end;
end;

end;
perturb_eqi := newx;

end;
function test(val: integer): integer;
const

np=11;

type

g aray = array [1..np] of integer;
var

i cinteger;

errent : integer;

seed : real;

start, finish : integer;

procedure process(n: integer; var ar: gl array);

label
11, 21, 22, 30, 99;
const

m = 6; nstack = 50; fm = 7875; fa = 211.0; fc = 1663.0;

var

I, jstack, j, ir, iq, i: integer;

fx, i : real; a: integer;

lstack array[l .nstack] of integer;

fm = 1.0/fm;

Jstack :=0;

=1

ir=n;

fx =00

while true do begin

|f (ir1) < m then begm

fa' =141 tou' do begin
a:=am
fon —J-ldcwntol do begin
if (anrfi] < = a) then goto 11;
anfi+1] = anfi);
end;
i:=0;
1L :rr[l+1] =a

if (jstack = 0) then goto 99;

_ ir ;= istack[istack];
ir ;= istack ] ack-1];
| := istackjstack-1)ick-2;
end
else begin
=l
j=in
fx := (fc¥faHc) ffm;
A ———————— R

iq:= l+(ir-|+1)“ trunc(ficfmi);

a = arrq);

2 a'.'{?> 3 en begi
i _J_l(a< arrj]) then begm
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goto 21;
end

end;
if (j < =i) then begin

anfi] :=a;

- ————
30;
ond
antf] := arr[j);
i=i+y
2. i (i<=n) then
. if.(a>larr|) then begin

(#

")

goto 22;
end;

if (j < =i) then begin
anf]] :=2;
=i

goto 30;
end;
arr[j] := arrfi;
(‘ <J =J- Iv *)

goto 21;
30: jstack := jstack + 2;
if (jstack > nstack) then begin
writeln('Overflow');

eng;
if (ir-i) > = (i) then begin
istack( )_|:= in;
istackfistack-1] :=1 + 1;
ir=i-1
(e mme)

She begi

se begin
istackljstack] :=i-1;
istack{jstack-1] := |;
=i+l

end

end

end;
99: end; (* procedure process *)
fundion( anonymous{val : integer): integer;

var
arr : g aray,
n  :integer;

i :integen;
count : array[0..7] of integer;
corrict : array[0..11] of integer;
posk : integer;
error : boolean;

begin (* anonymous *
=1

while val < > 0 do begin
arrfi] := val mod 8;
val :=val div 8
=i+l

end;

ni=i-l;

while i < =np do begin
anfi} :=0;
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=il
end;
process(n,arr);
val :=0;
fori:=npdown to 1l do begin
val := val * 8 + anr[i]
end;
e;dnon m = val; Y
; (* anonymous
begi

n
test := anonymous(val);
end;

function testl(val: integer): integer;
const
np=11,

type
gl array = array [1..np] of integer;
var
i cinteger;
errent : integer;
: real;
start, finish : integer;
medure process{(n: integer; var arr: gl array);

11, 21, 22, 30, 99,
const
m = 6; nstack = 50; fm = 7875; fa = 211.0; fe = 1663.0;
var
I, jstack, j, ir, iq, i integer;
fx, fmi : real; a: integer;
istack: arrayfl..nstack] of integer;

begin

fmi == l.Oéfm:

jstack :=0;

l:=1;

ir=n;

fx :=0.0;

while true do begin

if ((ir-1) < m)<> ((ir-]) > m) then ircounter[l] := ircounter[1] +- 1;

i ((ir-1) < m) <> ((ir) < m) then ircounter[2] ;= ircounter[2] 4+ 1;

if ((ir-) < m)<> ({ir-]) = m) then ircounter}3] := ircounter[3] + 1;

i ((ir-) < m)<> ((ir-]) < =m) then ircounter[4] := ircounter|4] + 1;

i ((ir]) < m)<> ((i-])> =m) then ircounter[5] := ircounter[5] + 1;

i ((ir-) < m)<> ((ir]) < fm) then ircounter[6] := ircounter[6] + 1;

if ((ir1) < m) <> ((ir-l) < frrs) then ircounter{7] := ircounter[7] + 1;

i {(ir) < m)<> ((ir)< m) then ircounter[8] := ircounter[8] + 1;

#{(ir-) < m)<> I?< m)_then ircounter[9] := ircounter[9] + 1

if ((ir) < m)<> ((-1) < m) then ircounter[10] := ircounter(10] + 1;

if ((ir-) < m)<> ((irH) < m) then ircounter[11] := ircounterf11] + 1;

if (i) < m)<> ((ir*l) < m) then ircounter[12] := ircounter[12] + 1;

if ((ir}) < m)<> ((ir-1) < m) then ircounter|13] := ircounter[13] + 1;

if ((ir-]) < m)<> f) < rn? then ircounter[14] := ircounter[14] + 1;
if ((ir) < m)<> ((i ) < m) then ircounter[16] := ircounter{15] + 1;
if ((ir-!) < m)<> ((arfi}l) < m) “then ircounter{16] := ircounter[16] + 1;

if ((ir-l) < m)<> ((arr]i-++1}) < m) then ircounter{17] := ircounter|17] + 1;
if ((ir-1) ¢ m)<> ((ir-jstack) < m)  then ircounter[18] := ircounter[18] + 1;
if ((ir1) < m) <> ((ir-fm) < m) then ircounter[19] ;= ircounterf19] + 1;

if ((ir1) < m)<> ((ir-arfi]) < m) then ircounter[20] := ircounter[20] +- 1;
if ((ir-1) < m) <> ((ir-arri+1]) <" m) then ircounter|21] := ircounter{21] + 1;
if ((ir-1) < m) <> ((ir-istackfistack]) < m) then ircounter[22] := ircounter[22] + 1;
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if ((ir-)) < m)<>
if ((ir-]) ¢ m)<>
if ((ir-) < m)<>
if ((i-]) < m)<>
i ((ir-)) < m)<»>
i ((ir-) < m)<¢»>
i ((ir-) < m)<>
i ((ir-]) < m)<>
i ((ir-) < m)<>
if {(ir-1) < m)<>

ir-I) < jstack) then ircounter[23] := ircounter(23] + 1;

ir-l) < arrfi])” then ircounter[24] := ircounter[24] + 1;

ird) < arrfi+1]) then ircounter[25] := ircounter|25] + 1;

ir-l) < ist ack]) then ircounter[26] := ircounter[26] + 1;
1) < m) then ircounter(27] := ircounter(27] + 1;

ir-a) < m) then ircounter{28] := ircounter[28] + 1;

ir-I} < a) then ircounter[29] := ircounter[29] - 1;

ir-1) < n) then ircounter[30] := ircounter{30] + 1;

ir-n) < m) then ircountergll :=ircounter(31] + 1;

nl) < m) then ircounter[32] := ircounter[32] + 1;

?;uqtelrl = oouthn:rl b-:gli;
i< m n
Sot):=l+1 toir do begin

a=amryr.

fori:=}ldownto 1l do begin

arrfi++1] := arri);
end;

i=0;

11:  anfiHl]:=a

if[(arrﬁi] <=a2) then goto 11;

end;
if (jstack =0) then goto 99,

ir := istackjstack];

| := istack[jstack-1];

js;ack = jstack-2;

en
cie_begin
i=1
j=in
*fx = (Mafe)/fm;
€ e
iq := l4{ir-l41)* trunc(fic*frri);
a := arrfiq];
ar:}iq] = anfl;
2L i I? > 0) then begin
. i (a< an(]) then begin
J=F
goto 21;
end
end;
if (j < =i) then begin
anfi] :=73;
Ay ——————— *)
goto 30;
end,
arrfi] := ar[j];
i=i+1
2. i (i<=n) then :
_ if(a> anf]) then begin
=141
goto 22;
if (j < =i) then begin
anfj] :=a;
=]
goto 30;
end;
arr[]] := anfi)
* <J M J ,r *)
goto 21;
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30: jstack := jstack + 2;
if (jstack > nstack) then begin
writeln (’lOIerﬂolv');

ena,
if (ir-i) > =(i-1) then begin
istack 'gtack)] = ir(; )
istackljstack-1] ;=i +1;
(l: =il Y
yr——————————
o begi
sa n
istack ackﬁ: 1;
istackfjstack-1] :=1;
l:i=i+l;
end
end

end;
99: end; (* procedure process *)

function anonymous{val : integer): integer;
var

ar g amay;
n :integer;
i :integer;

count : array[0..7] of integer;
corrict: an.zy[[o..ll] of integer;
pos,k : integer;

error ; boolean;

begin (* anonymous *)

=1
while val <> 0 do begin
anfi] :=val mod 8;
val :=val div8;
i=t+1
end;
n:i=i-1;
while i < =np do begin
arefi] :=0;
=i+l
end;
process(n,arr);
val :=0;
fori:=npdowntol do begin
val :=val * 8 + anr[i]

end;
anonymous := val;
and; (* anonymous *)
n

egl
testl := anonymous(val);
end;

function test2(val: integer): integer;
const

np = 11;
type )

g array = array [1..np] of integer;
var

i cinteger;

errent : integer;

seed : real;

start, finish : integer;

. Further reproduction prohibited without permission.
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m?dure process(n: integer; var arr: gl asvay);
11, 21, 22, 30, 99;

const :
m 6; nstack = 50; fm = 7875; fa = 211.0; fc = 1663.0;

l Jstack, j, ir, iq, i: integer;

f, frmi : real; a: integer;

istack: aray[l anstack]  of integer;

beqm
= 1.0/fm;

ist— =0;

ir= n,
fx:=0.0;
while true do begin

1.‘if (ir-1) < m then *begin
[&—————————

u':=l+1 toir do begin
a = anlj];
fon :=}1doan tol do begin
if (arrfi] < = a) then gotoll
arr{i+1j := arr|i};
end;
i:=0
1t jrr[-i-l]—a

if (jstack = 0) then 99;
ir: glstad(ﬁst)d(] ot

| := istackfjstack-1};

Jstack = jstack-2;

e!se begn

J

if fx*fa-fc fim <> (fcKfatfc

if (fa¥fa-fc)fim < > (fc*fatc
/i

if (fa-fa-fc)/fm <> a+c
if (5%a-fc)/fm<> (Bectfatfc
fa-fc <> (fcHatfe)/!

fxoounter|3] := fxoounter[3]+1;
fxocounter{4] := fxcounter{4]4-1;

/fr then fxcounter[1] := fxcounter[1]-+1;
/fm then fxcounter|2] := fixcounter[2]+1;
f then

then
hen fxcounter{5] := fxcounter[5]+-1;

a-fc fm<> (fictfatc) fm then ficounter[6] := fxcounter[6]+1;

|f fx/fa-fc fm <> a-+c)/fm then ficounter(] := ter{-+1;

if (cfa*fc)/fm < > (fc*fatfc)/fm then fxcounter|8] := fxcounter|8]+1;

if (fcfa*fc)Hfm < > (fic*fatfc)/fm then fxcounter[9] := fxcounter[S]4-1
if (ficHfa*fc)m < > (Bc¥fatfc)/fm then fxcounter[10] := fxcounter[10)+1
if fm/(fickaHe) < > gf:f*fa—i-fc fm then fxcounter[11] := fxcountes[11]-+1;
if (cfaHe) x <> a+fc)/fm then fxoounter{12] := fxcounter[12]41;
if (ic*fatfc)¥fa < > (ickfa-+ic)/fm then fxcounter|13] := fxcounter|13]-+1;
lf TkfaHc)¥e < > (fix*fatfc)/fm then fxoounter[14] := ficounter]14]+1;
if (i*fa4c)/fm<> a+fc)/fm then fxcounter]15] := fxcounter{15]4-1;

if (h¥i+fc)/fm < > (fx¥a+ic)/fm then fxcounter[16] := fixcounter|16]4-1;
lf fx*fa-l-: fm< > fx*fa-{—fc fm then fxcounter[17] := fxcounter|17]41;

| <> fm fxcounter[l&& fxwuntu[183+1

|f I"‘fa+fc fm< > fm fxoounter[19] := fxcounter[19]+1;
if (b4t} /fm < > fx*fa-l—f fm then ficounter{20] := fxcounter|20]-+1;
lf fx*fa—H fm<> a+fc fm then fxcounter|21] := fxcounter[21]++-1;

c fm then ficounter[22] := fxcounter{22]4-1;

lf *fa-i—f m<> fm then fxcounter[23] := fxcounter[23]-+1;
if (hc*j+fe)/fm <> fx*fH-f fm then fxcounter|24] := fxcounter(24]+1;
if (ic¥Hfa+j)/fm < > (fx*fatic fm then fxoounter[25] := fxcounter{25]+1;
if ﬁ(*fa+ fi<> (i c)/fm then fxcounter[26] := fxcounter[26]+1;
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if (ir*fa+fc)/fm <> (Hctfatfc)/fm then ficounter[27] := fxcounter[27]4+1;
if (fix*ir+c)/fm < > (fx*fatfc)/fm then fkcounter|28 = fxcounter{28]+-1;
if (Acfa-Hr)/fm <> (fx¥a+tfc)/fm then fxcounter|29] := fxcounter{29]+-1;
if (hcta+fc)/fir < > (hx*fatfc)/fm then fxcounter[30] : ﬁtcounter[30]+1
if (i) /fm <> ‘c)/fm then fxownter 31] := fxcounter[31]+1;
lf Befatix)/fm < > (BcHfatfc)/fm thenfxoounteriﬂ := fxoounter|32]-+1;
if (fxfa+fc)/ik <> ( c)/im then fxcounter[:‘gl 1= fxoounter[33 +1
rf fa*fa-+fc)/fm < > (fic*fa+c)/fm then ficount = fixcounter
if (ic*atfa)/fm<> (fx*fatfc)/fm then fxcounter = ficcountes|
rf ftfafc)/fa < > (Petfatic)/fm then fxcounter ﬁ@uuual -.-1
if (fc*fa-tfc)/fm <> (fx*fatfc)/fm then fxcounter = ficcounter[37]+1;
if (ic*fe+e)/fm< > (fcHfatfc /fm then fxcounter —fxoountef 38]+1;
if (fx*fa+fc)/fc < > (fx*fatfc)/fm then counter[ = fxcounter{39]-+1;
if (fm*fatfc)/fm< > (fx*fa+fc)/fm then fxcounter 40 = fxcounter[40]+-1;
if (hcfmfe)fim< > &*fa—i-f /i then fxcounter[41] := fxcounterf41]+1;
if (fix*fa-+m fm <> (fic¥fatfc)/fm then frxcounter]42] := fxcounter[42]41;
if (ig*fa+fc)/fm< > fm then fxoounter[43] := fxoounter[43]+1;
if (fic¥ig+He)/fm< > /fm then ficounter(44] := fxoounter{44]+1;
if (ic*fatHq)/fm<> fm then fxcounter{45] := fxcountes[45]-+1;
if ﬁ(*fa-l-f /fiqg < > ( a+fc then fxcounter[46] := fxcounter[46]-+1;
if (fmi*faHc)/im <> c /fm then fxoounter[47] := ficounter[47]+1;
lf ficHmi4fc)/fm <> c /fm then ficounter{48] := fixcounter[49}+-1;
if (fx*fafmi fm <> a+fc)/fm then fmountef —ﬁ(counter +1;
if (fc*fa+fc) > a+fc)/fm then ficounter[51] := fixcounter[51 +1
if (a*fatfc fm <> /fm then fxcounter 2 = fixcounter 2
if (fix*atfc /fm <> fx*fa+fc /fm then ficounter 53} : = fxcounter
|f fx*fa-i—a fm <> fx“‘fa-l-fc fm then fxcounter|[54] := ficounter
fx*fa-l-fc fa<> fm then fxcounter[55] : fxcounter
tf arr[’q]*fa-i—fc /fm< > fx*fa-l-fc /fm then fxcounter
fc*arrfiq]+fc)/fm < > (fic*fatfec fm then ficounter fxoounter +1
lf ficKfa-tan(iq])/fm < > (ficfatfc fm then ficounter fxeounter +1;
f:(f fxz‘fa+fc)/a)r; iq) <> (fc*atfc)/fm then fxcounter[59) : fxcounter[59]+1

oounter2 = counter2 + 1;

iq = l+(|r-l+1)* trunc{fekimi);

a —arrlq],

arr
"[l‘? (>a <° )artrl'j])
i=F
goto 21

end;
if (j < =i) then begin
anfi] :=a;
(¢t ="

o 30;
arr[] = arr[j]

=i+l

tf(|<_nf then

lf(a> anfi]) then begin

=i+1
goto22

end;
if ( <=1i) then begin
an[]] =a;
i=j

goto 30:
end;
art[j] := arrfi);
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*<J =j-h 9
Bk = tack +
30: jst st
if (jstack > nstack) then begin
wnteln Overﬂow)

if (|r -i)> = (i) then begin
istack[jstack] :=ir;

istack[jstack-1] ;=i + 1;

ir:=i-1;

e

else begin
istack ack] =il
|stack ack-1] :=1;
|+1

end
end;
99: end; (* procedure process *)

function anonymous(val : integer): integer;
var

ar : gl amay;
n :integer;
i :integer,

count : array{0..7] of integer;
correct a:z[y[o 11} of integer;
posk : integer;
error : boolean;
begin ("' anonymous *)
l_
while val <> 0 do begin
arrfl] ;=val mwod 8;
val :=val div§
=i+l
end;
ni=i-1,
wh’le|<_np do begin
anfi] :==0;
i -|+ ]

fori:=npdoantol do begin
val ;= val * 8 + anfi]

end;

anon i=val;
end; (* anonymous *)
begln

m;es& := anonymous{val);

function test3{val: integer): integer;
const
np=11;

type
g array = asvay [1..np] of integer;
var
i integer
errcnt : integer;
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seed : real;
start, finish : integer;
pmcedure prooes(n integer; var arr: g array);

11, 21 22, 30, 99;
const
m 6; nstack = 50; fm = 7875; fa = 211.0; fc = 1663.0;

l Jstack Jiir, iq, it integer;
fx, fmi : real; a: integer;
l;stack amly[l .nstack] of integer;
n

fen? = 1.0/frm;

jstack :=0;

=1

iri=n;

fx:=00;

while true do begin
*if (ir-) < m then *begin
 ==——=——=—=

=|+1 toir do begin
a = arj};
fori:=}-1down to 1 do begin
if (arr[i] < = a) then goto 11;
art[i+4-1] := arrfl];
end;
i=0
11 grrﬁ-i-l] =a

enda,

if 0) then goto 99;
ir: _qsut;ad([jstzck] &

| := istack[jstack-1];

jstack = jstack-2;

elle begin

i=l
’ff:"ifx*fmc)/fm
) lq -I+(|r-l+1)"‘ trunc{fxc*fmi);

arr lq]
2. i r? > 0)
(a< arr[i]) tben begln
Jg&{ £

end

end;

if (j<=i) then begin
fa<> 1 then arrcounter[1] := arrcounterfl] + 1;
ifa<> a1l then arcounter|2] := arcounter|2] + 1;
fac> i then arrcounterﬂ arroounterS
ifa<> j then arrcounter4] := arrcounter{4
if a<> l-a then arcounter[5] := arrcountes[5] + 1;
fa<> 5%a+41 then arrcountefﬁ] -arrcounterG] +1;
ifa<> anfiq then arrcounter[7] := arrcountes[7] + 1;
iffa<> iq then arrcounter[8] := arrcounter[8] 4- 1;
if a<> anfl] then arrcountes[9] := arrcounterfd] + 1;
ifa<> | then arcounter[10] := arrcounter[lo +1;
ifa<> anfj] then arcounter 11] = arrcounter[11] + 1;
if a<> n then arrcounter[12] := arrcounter12] + I;
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ifa<> fx then arrcounter[13] := arrcounter{13] -+ 1;

anfi] :=a;
counter3 := counter3 4 1;
goto 30;

end;
arr[i] := arr[j);
i=i+1
2. #(i<=n) then
i if_(a+> arr{i]) then begin
i=i+

goto22:
ii'(j<=i) then begin
arr

if (ir i) > = (+) then begin
istackljstack] :=ir;
istackljstack-1] ;=i + 1;
ir:=i-l;

(==

end,
99: end; (* procedure process *)

function anonymous{val : integer): integer;
var

ar g aray,
n :integer;
i :integer;

count : array[0..7] of integer;

correct : arvay[0..11] of integer;

posk : integer;

error : boolean;

begin (* anonymous *)

=1
while val <> 0 do begin
anfi] :==val mod 8;
val:=val div8;
=i+l

n:=i-l;
while i < =np do begin
arrfi] :=0;
i=i+1

end;
process(n,arr);
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val :=0;
fori —npdwvntol do begin
val :=val * 8 + an(i]
end;
anon = val;
zndi anonymous *)

ogin
test3 := anonymous{val);
end;

function testd(val: integer): integer;
const

np=11;
type

gl array = array [1..np] of integer;
var

i cint

errent © integer;

seed :real;

start, finich : integer;

ptocedure procss(n integer; var am: gl array);
11 21, 22, 30, 99;
const

m 6; nstack = 50; fm = 7875; fa = 211.0; fc = 1663.0;

I, Jstack Jr ir, iq, i: integer;
fx, fmi ; real; a: integer;
istack: may[l .nstack] of integer;
be;m
= 1.0/fm;
stack =0;
=1;
iri=n;
fx :=0.0;
while true do begin
*if (ir-l) < m then *begin
{ ===——=—=—
for j:=|+1 toir do begin
a = anfi};
fori:=pldowntol do begin
if (artfi] < = a) then goto 11;
an[i+1] := arrls);
mdl

11 an[+1] =a

= istackfjstack
ir_llt?fk]g:a&]}] 0) t]ben goto 9,

| := istack[jstack-1];
Jstack = jstack-2;

elle begm

fx = (ﬁ(*fa-l-fc)/fnt
iq:= I+(|r-|+1)* trunc{fctimi);

a—arrl H

21arr > 0) E!len begin

(*
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end;
if (<=i) then begin
arfi] :=2a; "

[ —————]
e
frtl, < el

222 f(i<=n) then

_ i (a> anf]) then begin
=141

goto 22;

end;
if (j <=1) then begin
arr

=a;

i=j

goto 30;
end;
anfj] := anfl];
if Fl<> }1 then joounterfl] := jeounterfl] + 1,
if $1<> j+1 then joounter[?] := jeounter[2] + 1;
ifil<> i-H then joounter[3] := jeounter{3] + 1;
if j1<> ,a' then joounter[4] := joounter{4] + 1;
if jl <> j* then joounter[d] := joounter{d] + 1;
if jfl<> j divl then joounter[6] := jeounter[6] + 1;
if }l <> | then joounter[7] := jeounter[?] + 1;
if }1<> 1 then joounter]8] := jeounter8] + 1;
if {1 <> ] then jcounter]9] := jeounter(9] + 1;
if +1 <> Jj then jeounter[10] := joounter[10] + 1;

if jl<> 5%-3% thenjoount:?ll := jeounter{11] + 1;

if fl <> j*1-2*1-3 then jeounter{12] := joounter{12] + 1;
if {1 <> panfi] then joounter{13] := joounter14] + 1;
ifH <> H Joounter[15) := jeountes15] + 1;

if j1<> fir then joounter{16] := joounter[16] + 1;

if {1 <> fista ck] then joounter[17] := joounter[17] 4 1;
il'jJ:I< > {lstaiﬁgdt:—ll] then icoueri 18] :=ioouer.\’£ 18] + 1;

if -1 <> arfi}! then jeounter[19] := joounter[19] + 1;
if j1 <> il then joounter[20] := jeounter20] + 1;
if -1 <> il then joounter{21] := joounter(21] + 1;

if H <> istackfjstack]] then joounter22 :=]jownter[23 +1;
if } < > istack[jstack-1] -| then joounter{24] := jeounter[24] + 1;

HH< I> H then joounter[25] := joounter{25] + 1.
J=3-0
counter4 := counterd + 1;

21,

goto
30: jstack := jstack + 2;

if (jstack > nstack) then begin

writeln("Overflow');

T 2560 then begin

istack[jstack] := ir;
istack|jstack-1] :=1i + 1;
ir:=i-1;

(e ==

end
else begin

istack[jstack] := i-1;
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istack[jstack-1] :=1;
| :==i+1;
end
end

99 "',‘}; (* ¥)

: end; (* procedure process
function anonymous(val : integer): integer;
var

ar : g amay;
n  :integer;
i integer;

count : array[0..7] of integer;
correct : m%[o..n] of integer;

posk : integer;
error ; boolea::;
begin (* anonymous *)
=1
while val <> 0 do begin
anfi] :=val mod 8;
val :=val div§;
i=i+1
end;
n:=i-l;
while i <=np do begin
arrfi] :=0;
=4l
end;
process(n,arr);
val :==0;

fori:=npdomtol do begin
val ;= val * 8 + anfj]
ang;
anonymous := val;
end; (* anonymous *)
begin
test4 := anonymous(val);
end;

function test5(val: integer): integer;
const

np=11;
type .
gl aray = aray [1..np] of integer;
var
i integer;
errent : integer;
seed : rea?;gu
start, finish : integer;
plt.rdedure process(n: integer; var arr: gl arvay);

11, 21, 22, 30, 99;
const
m = 6; nstack = 50; fm = 7875; fa = 211.0; fc = 1663.0;
var
|, jstack, j, ir, iq, i: integer;
fx, fmi : real; a: integer;
istack: array[l..nstack] of integer;

begin
fmi := 1.0/fm;
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Jstack :=0;

l:=1;

iri=n

x:=00;

while true do begin
|f(|r-)< m then begm

for =41 toir do begin
a:=an

fori: -,l|-1dcwntol do begin
if {onli] < = 3) then goto 11;
anfi+1] .=

end,

| _0 -
;rr[+1] a

if (jstack = 0) then 99
uglstad( zck] sote
| := istack{jstack-1];
itk = fack

else begin

| = I
(ﬁt"‘fa-l-fC)/fm
» < ————e

iq .-I+(|f-l+1)* trunc(ficfmi);
a —am ;

21 ar;[ > 0)
19 (a< arr[j]) then begm

i=y
goto21

I‘f(j<—l) then begin

arrfi] =2 .

goto30

arr[] = arr[]];
=i+l
if (i <=n) then
_ if(a> an(]) then begin
i=i+1

goto22
lf(J<—|) then begin
=a;

| —J.
goto30

arr[j] arfi};
j=j-k
(¢ ===
30: j%toack = jtack + 2
if (jstack > nstack) then begin
writeln 'Overﬂwv'):

if (|r -i)> =(i-) then begin
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istackfjstack] := i;
istackfjstack-1] := i + 1;

ifi-1<> 1 then loountef[ll wounter[l] +1;
if i-1<> i+1 then icounter{2] := icounter{2] + 1;
ifi-1 <> i+ir then icounter[3] := icountes]3 + 1

ifi-1<> ir-i then wount = jocount
ifi-le> |“‘ir then u:ount lcount
ifi-l<> i divir then loount looun
ifi-l<> |r then icount: —looLnt +.'..
ifi-le> 1 thenloount = jcount: 8+1
file>i tbenleount := icount: 9+1

ifi-1 <> i-i then icounter[10] := icounter{10] +- 1;
ifi-1<> i*-i-1 then icount 11 := icounter{11] 4 1;
ifi-1<> i+ then |eounter[12 = icounter{12] + 1;
#i1es ---sm‘k then lmmmﬂ’ﬂ mounterl'1‘3 +1
ifi-l<> then icounter[14] ‘= icounter14] + 1;
fi-le> |-a a. icounter{15] := icounter{15} +- 1;
ifi-1<> i-n then icounter{16] := icounter(16] + 1;

if -1<> iHr then icounter{17] := icounter|17] + 1;

if i-1 <> jstack-1 then icounter[18] := icounter18] + 1;
ifi-1<> anfil-1 then icount 19] wount 19] +1

ifi-1<> a1 then icounterq20] := icount:
ifl<> n1 then icounter[21] := icount 21 +1

ifi-1 <> ir-1 then icount:
ir:=i-1;
counterS ocounters + 1;

else begin
ist: ack] i3
istack stack-l] =1;
| :=i+1;
end
end

9: end (* procedure process ¥)
function anonymous(val : integer): integer;

var
ar g amay;
n :integer;
i :integer;

count : array{0..7] of integer;
ocrrict u:yu[y[o 11]  of integer;
posk : integer;
error ; boolean;
begm(*anonyrm*)
=1
whileval <> 0 do begin
arrfl] :=val mod 8;
val i=val div8;
=i+l
end,
n:i=i-l;
whilei <=np do begin
anf] :=0;
|—|+1

proc&e(narr)

val :=0;

fori -npdowntol do begin
val := val * 8 + arr[j]

end;

22| .= icounter]22
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anon = val;
end; (* anonymous *)
bes

egin
test5 := anonymous{val);
end;

begi mai
se&lg 123456722.0; " )

oounterl:=0.0;
oounter2:=0.0;
counter3:=0.0;
counterd:=0.0;
counter5:=0.0;
for k:=1 to32do
ircounter[k] := 0.0;
fork:=1 to22do
icounter(k] := 0.0;
for k :=el;[kj° 25°do
Joount :=0.0;
fork:=1 to 59 do
fxoounter[k] := 0.0;
for k:=1 to13do
arrcounter[k] := 0.0;
for k:=1 to 100000 do
begin
inputvalue := equilikely(0,2400000);
sol := test(inputvalue);
soll := testl(inputvalue);
sol2 := testinputvalue);
sol3 := test3(inputvalue);
sol4 := testd(inputvalue);
solb := test5(inputvalue);
end;
{output statements here}
end.
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program shell(input,output);

var
seed : real;
k)i : integer;
counterl,counter2,counter3,counter4,counter5 : real;
inputvalue : integer;
sol soll sol2 sol3, sol4 sol5 : mteger {solut:on from unperturbed versions}
yesl, ean,
perturb may[ of boolean;
function ra : real;
{steve park's random number generator}
const

3 = 16807.0;

m = 21474836417.0;
q = 127773.0;

r = 2836,

Io.hi test : real;

trunc{seed / q);

lo: -seedc(q*hll.)
test:=a*lo-r*hij

if test> O then
seed ;= test

else

seed = test +my;
random.park =seed / my

{———d'suete distributions—
funcuon equilikely(a,b : integer) : integer;

eqﬁﬁlkely = a -+ trunc{(b-a+1) ¥ random park);

(W)

(5]

{ continuous
functnon uniform(aa,bb:real) : real;

u‘;\%orm = aa-H{(bb-aa) * random_park);

{——perturbatlon function }
function perturb_uni(x:real) : real;
var
newx : real;
oounter : integer;
begin

newx := X;
if (x=0.0) then
egin
if random.park < 0.5 then
newx:=random_park
clse
newx:=-random_park

clse

begin

counter :=0;
Mﬁle'(nm =x)do

begin

newx := uniform(0.5%,1.50%);
counter := counter+1;

if (newx=x) and(counter=5) then
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begin
if randompark < 0.5 then
QM(::x-random.park

se

newx:=x-Hrandom_park
end;
end;

peftur'b.uni = newx;

end,;
function perturb_eqi(x:integer) : integer;
var

newx : integer;
counter : integer;
begin

NeWX = X;
if (x=0) then
begin
if randompark < 0.5 then
newx:=1
else
newx:=1;
end
olse
begin
counter:=0;
while (newx = x) do

begin
newex := equilikely(trunc(x*0.5),trune(1.50%));
counter := counter+1;

if (newx=x) and(counter=5) then

n
if randompark < 0.5 then
newx:=x-+1

end;
perturb_eqi := newx;

end;
function test(val: integer): integer;
const

np=11;

gl amay = amay [1..np] of integer;
var

i integer;

errent : integer;

seed : real;

start, finish : integer;

procedure process(n: integer; var arr: gl amay);

11, 21, 22, 30, 99;
const

m = 6; nstack = 50; fm = 7875, fa = 211.0; fc = 1663.0;
var

1, jstack, j, ir, ig, i: integer;

fx, fmi : real; a: integer;

istack: array[l..nstack] of integer;
begin
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fmi == 1.0/fm;
_jstack::O;
=1
ir=n;
fx :=0.;
while true do begin
if (ir-l) < m then begin
* e 1¥
for —l+1 toir do begin
for 1711 down to 1 do begin
for i —J-]. own
i (art[]] < = a) then goto 11;
arrfi-+1] := arrfi);
end;
..0
an[+1] =a

tfhstack 0) then 99;
ir := istack a)lck] ot

| := istack{sstack-1 ]

jsjack = jstack-2;

en
else begin
j ;.'

. (ﬁ("‘fa-l-fc)/ﬁ'n:

< iq := IH{ir-H-1)* trunc{fic*fmi);
a —a"ﬁt!]
anfiq] := anfl]
2u if |9 > 0) then
(a < anfj]) then begm
=}l
-

end;
if (j <=i) then begin
anfi] :==4a;
(* ¢ ==———==—==%)
goto30

an[] = arr[j);

|-|+1
fi<=n
if(a> arr['}) then begin
=i+1;

goto22.

cf(_|<—|) then begin

goto 21;
30: jstack := jstack + 2;

if (jstack > nstack) then begin
writeln dOverﬂuN)

end;
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if (ir-i) > = (i-]) then begin
istackflistack] :=ir;
istack[istack-1] :=i +1;
(t‘r‘ =i-1 9
[F———————
.
se begin
istack[jstack] :=i-1;
i jstack-1] :=1;
=i+l
end
end
end;
99: end; (* procedure process *)
function anonymous(val : integer): integer;
var

arr : g amay,
n :integer;
i :integer;

count : asray[0..7] of integer;
oorrict : a?[ly[o..ll] of integer;
pos,k : integer;
error : boolean;

begin (* anonymous *)
=1

while val <> 0 do begin
arrfi] :=val mod 8;
val :=val div8;
=i+l

end;

ni=i-1

while i < =np do begin
arrfi] :=0;
i=i+1

end;

process(n,arr);
val :=0;
fori:=npdownto 1 do begin

val 1= val * 8 + anrfj]

end;
anon = val;

end; {* anonymous *)

beg

egin
test := anonymous(val);
end;

function testl(val: integer): integer;
const
np=11;

type ]
gl array = asmvay [1..np] of integer;
var
i cinteger;
errent : integer;
seed : real;
start, finish : integer;
pm,ceeldure process(n: integer; var arr: g amray);

11, 21, 22, 30, 99;
const
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m 6; nstack = 50; fm = 7875; fa = 211.0; fc = 1663.0;

I Jstack, j, ir, iq, i integer;
fimi : real; a: integer;

lstack aray{l .anstack]  of integer;
egin

fml = 1.0/fm;

Jstack :=0;

l:=1;

ir=n;

x := 0.0;

while true do begin

if (ir-1) < m then begin

yesl:i=true;

if perturb[1] then

begin
= (perturb. L )k
g ¢

for j -l+1 toir do begin
a:=an(j];
fori:=}ldowntol do begin
if (arr[i] < = a) then goto 11;
arrfi+1} i=arr|lf;

i= 0
11 jr',,:-*-l] =a

i (jstack = 0) then goto 99;
ir: gnstack gck]

| := istack[jstack-1];

Jstack := jstack-2;

end

else begin

| _I
fx (ﬁ(*fa-i—fc)/fn;,*
lq —[[-:](Ir-l+1)* trunc(fic*fmi);

a = arql;

2: J >0 glen n

|$J(a<)arr[j]) o
j=)1
goto21
end

end;

if (j < =i) then begin
. anfl] :=2a; .
( L] )

goto30

arr['] = arr[f];
=i+l
2. i (i<=n) then
i (a> anf]) then begin
i=i+l
goto 22;
end;
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|f(_|<-|) then begin
=a;
I—J.

goto 30;

end;
anfj] := anfi;
(< J =j-h 5

goto 21
30Jstack -Jstack+2
ck > nstack) then begin
wnteln "Overflow');

:‘? () then begi
ir<i)>=_l) t in
ist ack] :=ir;

istackfjstack-1] := i + 1;

ir:=i-l;

Coa—"

I _|+1
end

end: (* proced
9fguﬂctlon( anonyrrm:zeval mtege?) integer;

count : array0..7] of integer;
correct : array[0..11] cf integer;
pos k :integer;
boolean.
begm (‘ anonymous ¥)

M:ilevalo 0 do begin
anfi] :=val mod 8;
val -val div 8;
i=i+1
end;
ni=i-l;
while i <=np do begin
anfi] :=0;
l"‘l+1

p?oom(n.arr)

val :=0;

fori:=npdowntol do begin
val :=val * 8 + an[)

end;
anon = val;
end; (* ancnymous ¥)
b

egin
testl := anonymous(val);
end;

function test2(val: integer): integer;
const
np=1%;
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type
slmay array [1..np] of integer;

i sinteger;
errent | integer;
: real;

start, finish : integer;

WNWOOSS(H integer; var arr: gl array);
11, 21, 22, 30, 99;

const

m = 6; nstack = 50; fm = 7875; fa = 211.0; fc = 1663.0;
var
I, jstack, j, ir, iq, i: integer;
fi, i : real; a: integer;
';stack may[l nstack]  of integer;
esl = 1.0/frm;
Jstack =0
l:=1;
iri=n;
fx := 0.0;
while true do begin
*lf (|r-l) < m then begm

=I+1 toir do begin
a:=arr I
fori:=j}ldownto 1l do begin
if (arr[i] < = a) then goto 11,
arr{i-4+1) := arrll);
end,
i=0
11 arfi+1):=a
?aétack 0) then 99,
. goto
;r —lstadtﬁstack )
= ackhst -1
Js;ack 1= jstack-2;

else begin

i= 5

ji=in,

fx (fx*fa+fc )/fre

if perturbZA then begm
:= perturb_uni(fx); (

perturb[2] -false.

end;

——¥)

yes2:=tru
iq:= I+(£r-l+1)* trune{fi*fmi);
a ;= arrfiq);
il a?{?> 0) glen
(a < anf))) tlm begm
=k
goto 21

lf(j(-l) then begin
(< anfl] :=a; N

goto 30;
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end;
arr[i] := arr[];
i=141;
22:  if(i<=n) then
if (a> arfi]) then begin
=141
goto 22;
end;
if (j < =i) then begin
_arr[j].:= a;
=i

end;
.arrﬁ].:= anfi);
i=i-l
(¢ =)
goto 21;
30: jstack := jstack + 2;
if (jstack > nstack) then begin
writeln('Overflow');

R )> = () then b
if (ir-i)> =(-) ¢t egin
istack(jstack] := ir;

ir:=i-l;

(o=

. egl
istackljstack] :=i-1;
istack]jstack-1] :=1;
L=+

end
end

end;
99: end; (* procedure process *)
function( anonymous{val : integer): integer;

var

arr : gl armay;
n :integer;
i :integer;

count : asray[0..7] of integer;
correct : aray[0..11] of integer;

posk : integer;
error : boolean;
begin (* anonymous ¥)

=1
while val <> 0 do begin
arrfi] :==val mod 8;
val :=val div 8;
=41
end;
n:=i-l;
whilei <=np do begin
arrfi] :=0;
i=i+1

end;
process(n,arr);
val :=0;
fori:=npdomto 1 do begin

val :=val * 8 + anfi]
end;

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



APPENDIX B. PROGRAM FOR QCKSRT PROPAGATION ESTIMATES 182

anon = val;
end; (* anonymous *)

n
test2 := anonymous{val);
end;

function test3(val: integer): integer;
const
np=11;

pe ,

gl array = array [1..np] of integer;
var

i cinteger;

errent : integer;

seed :real;

start, finish - integer;

pg::dure proous(n integer; var ar: gl array);

11, 21, 22, 30, 99;

const
m = 6; nstack = 50; fm = 7875; fa = 211.0; fc = 1663.0;
var

I, jstack, j, ir, iq, i: integer;

fx, fmi : real; a: integer;

istack: anay[l nstack]  of integer;

fangl = 1.0/fm;

jstack :=0;

=1

iri=n;

fx:=00;

while true do begin
*If (|r-|)< m then begn

=I+l toir do begin
a —arr

fori —j-ldcwntol do begin
if (arrfi] < = a) then goto 11;
arr[i+4-1] ;= arr[i};

end;

i=0;

11 arr[+1] =a

if (|stack 0) then 99;
ir := istack 3ck goto

| := istack| ack-l]

Js;ack = jstack-2;

en
e'.'?_';f'si"
fpta
fx = (fMfa-He)

iq —I+(' r-l4-1)* trunc(fic*fmi);
a = anliq);
arj‘:? wm begin
(a < a

re[j]) then begin

(*

i=FL
goto 21;
end
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end;

if (j < =i) then begin

anfi] =74
53-true

ol Srtutr':n |(:%)) (¢ =——==3)
p urb[&&p = fal s.:,q

tf(a> arr['
=i+l
goto22

lf(J<=|) then begin

then begin

mﬁt‘:dc = jotack + 2
f (jstack > nstack) then begin

wnteln Qlerﬂav)
lf(lr-l > =(i]) then begin
stack] :=ir;
|stack ck-1] =i+ 1
ir:=1-1;
(* [ *)
end
else begin
istack ack] =kl
istack|jstack-1] := |;
li=i41;
end
end
end;

99: end; (* procedure process *)
fundnon( anonymous(val : integer): integer;

var
ar gl amay;
n mteger
i :integen

count : aray(0.7] of integer;
correct : array[0..11] of integer;
posk : integer;
error ; boolean,
begin (* anonymous *)
=1
while val <> 0 do begin
arfi] :=val mod 8;
val :=val div8;
i=it+1;
end;
n:i=i-l
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while i < =np do begin
anfi] ;= 0;
|—|+1

p?oo&(n.arr)

va
fori —npdowntol do begin
vaI = val * 8 + arr[i]

anony = val;
:‘di * anonymous ¥)

egin

tst3 := anonymous(val);
functnon test4(val: integer): integer;
const

np=11;

g amay = arvay [L.np] of integer;
var

i :integer;
errent : integer;
& r:;l,
start, finish : integer;

procedu

re process(n: integer; var arr: gl array);

11, 21, 22, 30, 99;
const

m = 6; nstack = 50; fm = 7875; fa = 211.0; fc = 1663.0;
var

I, Jstack Jir, |q, is integer;

fx, fmi : real; a: integer;

istack: aray[l nstack] of integer;
begm

= 1.0/fm;

istack =0;

=1
ir:i=n;
x:=0.0;
while true do begin
lf (|r-|) < m then begm

=I4+1 toir do begin
a:=arr I
fori:=}ldomnto 1l do begin
ifé:;m <=a) then goto 11;
arr{i4+1} .= arrfil
|-0
, arr[+1] =a

lf(jstack 0) then goto 99;
ir := istack J;
| := istack -1;
Jstack = jstack-2;

elle begm

ol ol (ﬁt*fa-l-fc)/fn's;

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission



APPENDIX B. PROGRAM FOR QCKSRT PROPAGATION ESTIMATES 185

iq = [-H{ir-l41)* trunc(fic¥fmi);
a :=anrfiq);

. H(a<an]) tbhg' begin
=5l
goto 21
end
end,;
if (j<=i) then begin
anf] :=43;
(* <« =——=====")
goto 30;
end;
anf] := anfi);
=i+l
222 #(i<=n) then
if (a> anf]]) then begin
i=it+l
goto 22;
end;
if (j < =i) then begin
anfj] :=4a;
=
goto 30;
end,
are[j] := anf];
i=j-h
# pergbld], thenbeg
pertur n
j = (perturb_eqi(j)); (* < ==——====14¥)
perturb[4] := false;
end;
goto 21;

30: jstack := jstack + 2,
if (jstack > nstack) then begin
writeln{"Overflow');
end;
if (ir-i) > = (i-]) then begin
istack[jstack] := ir;
istack|jstack-1} ;=i + 1;
(I"l" =1i-1; 5
{ ===
o beg
se begin
istack[jstack] :=i-1;
istack[istack-1] :=[;
1:=i+1;
end
end

end;
99: end; (* procedure process *)
function anonymous(val : integer): integer;
var

arr 5! array;
n @ integer;
i :integer;

count : array[0..7] of integer;
correct : amay[0..11] of integer;

posk : integer;
error : boolean;
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begin (* anonymous *)
=1
while val <> 0 do begin
arrfi] :=val mod 8;
val :=val div8;
i=i+1
end;
n:=i-l;
while i <=np do begin
anf]] :=0;
l—|+1

proe&s(o narm);

val :=

for i —npdowntol do begin
val ;= val * 8 + arr[]

end;

anon = val;

:"di * anonymous *)

egin

test4 := anonymous(val);
function testb(val: integer): integer;
const

np =11;
type )

gl array = array [L.np] of integer;
var

i cintegen;
errent:integer;
seed : real;

start, finish * integer;

medure proos(n integer; var a: gl array);

11, 21, 22, 30, 99;
const
m = 6; nstack = 50; fm = 7875; fa = 211.0; fc = 1663.0;
var
I, jstack, j, ir, iq, i: integer;
frri : real; a: integer;
lstack ay[l .nstack] of integer;
egin
fm = 1.0/fm;
ack :=0;
=1

whil do
lf (|:|)tr<uem l:htl:ngl l?qm

=I+1 toir do begin
a _arr

fori -J-ldcwntol do begin
lféarrl <=a) then goto 11;
arr{i+1] ;= arrfi)

end;

=0

11 arr[+1] =a

Fgopm oo
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| := istack(jstack-1];
Jstack —JEtStack2]

elce begln

. fx = (fx*fa+fc)/fm:
|q = I+(|r-|+1)* trunc(ficfmi);

end,
if (j<=i) then begin
(< anfl] :=a; Y
goto30

arr['] = arrfj];

=i+l

2 lf(|<_n then
if (a> anf]) then begin
=it

got022

end;
if (j < =i) then begin
an(j] :==a;
i=j
goto 30;

end;
arefj] := arrfi;
j=j-h
*<

*)
goto 21;
30: Jstack = jstack + 2;
if (jstack > nstack) then begin
wnteln Overﬂow)

if (|r -|)]> = (i) then begin

ack] :=ir;
lstad<B§ad<-1] =i+

ir==i-1;
.=true' thm begi
n
ir= (pe{turb_eql(lr)2 (*< ")
alse;
2 beg
istackjstack] := i-1;
istack|jstack-1] := |;
=il
end
end

99: end; (* proced
funcuon( anonym:z?ral |ntege2) integer;
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var

ar : g amay,

n  integer;

i :integer;

count : array[0..7] of integer;
correct : arvay[0..11] of integer;
pos,k : integer;

=1
while val <> 0 do begin
arrfi] :=val mod 8;
val :=val div8;
=i+l
end;
ni=i-l;
while i <=np do begin
an(i] :=0;
=i+l
end;
process(n,arr);
val :=0;
fori:=npdownto 1l do begin
val :=val * 8 + arr[]
end;
anon, =val;
end; (* anonymous *)

N )
Gﬂd

sﬁ« main )
= 123456722.0;
counterl:=0.0;

counter2:=0.0;
counter3:=0.0;
counter4:=0.0;
counter5;=0.0;
herel :=0.0;
here2 := 0.0;
here3 := 0.0;
hered :=0.0;
here5 := 0.0;
for k:=1 to 250000 do
begin
inputvalue := equilikely{0,2400000);
yesl ;= false;
yes2 := false;
yes3 ;= false;
yesd = false;
yesb = false;
fori:=1 to5do
perturbli] := true;
sol ;= test(inputvalue);
soll ;= test1(inputvalue);
-e!? 1= testXinputvalue);
. 43 = test3(inputvalue);
sold := test4{inputvalue);
sol§ = inputvalue);
if yesl then herel :=herel + 1;
if yes2 then here2 ;= here2 4+ 1;
if yes3 then here3 := here3 + 1;
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if yes4 then here4 :=hered 4+ 1;
if yesS then here5 := hereb + 1;
if sol <> soll then
counterl := counterl 4+ 1.0;
if sol <> sol2 then
counter? := ocounter2 + 1.0;
if sol <> sol3 then
counter3 := counter3 + 1.0;
if sol <> sol4 then
counter4 := counter4 4 1.0;
if sol <> sol5 then
counter5 := counters + 1.0;
end;
writeln('1 ', counterl / herel:14:12);
writeln('2 *, counter2 / here2:14:12);
writeln('3 ', counter3 / here3:14:12);
writeln('4 ', counterd / hered:14:12);
writeln('5 ', counter5 / here5:14:12);
end.
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Program Used in Experiment I

This code is from [2]. Function poidev is found on page 717, Function gammln is
found on page 704, and the random number generator is from [1].

procedure trial(xm : real);
const
pi = 3.141502654;

var
aa,bb,cc,dd,ee,ff,gloldm,glsq,glalxm,glg.emt.y : real;
seed : real;

function random’park : real;
steve park's random number generator
const

a = 16807.0;

m = 2147483647.0;

q = 127773.0;

r = 2836;

var
lo,hi test : real;

i = truncleed / q)
j 1= trun q)
lo :=seed - q * hi;
test :=a *lo-r *hi;
iftest> O then
seed = test
clse
seed ;= test + m;
random'park := seed / m;
end;

function gammin(3c : real): real;
const
stp = 250662827465

half = 0.5;
one = 1.0;

190
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fpof = 5.5;
var
x.trrp,ser real;
integer;
oof array[1..6] of real;

1 = 76.18009173;
2} := -86.50532033;
3] := 24.01409822;
4] :=-1,231739516;
= 0.120858003e-2;
6} := -0.53682e-5;
Xi=i-one;

tmp := x-+Hpf;
tmp := (x-+half}*In{trmp)-tmp;
ser i= one;
forj=1t0 6 do
var
% 1= x-tong;
ser := ser-+oof{j] /x;

ond;
sarfm‘n = tmp-Hn(stp*ser);

vu (* in*
7.0;
Qoldm.-—l 0;
ff (xm < 12 0)

lf (xm <> gloldm) then

doldm X
sis = explexm);

= -1
t =1.0;
repeat
em:=em-+ 10;
t :=t * random’park;
until (t <= glg);
end
else

var
if (xm <> gloldm) then

y = pi*random park;
g .= sy
em := glsq¥y
until (en> =0.0);
oo
aa :=sqr(y+
bb:=aa + 1.0; 2
cc:=em+10; 3
dd —garm-in(oc) 4
ee := em*glalxm-dd-gig; 5

191
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fF ;= bb * exp(ee); 6

t:=09*7

until{random’park <= t)
end;

writeln(em); this is output

end;
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Appendix D

Notation and Symbols

This appendix contains the symbols used throughout the thesis.

P input program to PIA

P’ the simplified input program

P" the simplified input program after having each location identified
P, the x** version of program P

[P ] the function program P computes

pred(l,i,z) the location executed before location  on the i interation of location
l on input z; this is a function of the input and the particular iteration of !
for the input

suce(l,,z) the location executed after location  on the it* iteration of location [
on input z; this is a function of the input and the particular iteration of {
for the input

dsg, the succeeding data space of location I
dsp, the preceding data space of location !
F, the class of faults used for infection analysis at location {

F the class of faults used for infection analysis regardless of location, i.e., U, F;
for n locations

F.,, the failure propagation estimate for location z and the i* active variable

194
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F, = min;{F; .} which is the failure propagation estimate of location z

V., the viral propagation rate between data spaces dsp, and dsg, on the i** iter-
ation of location [

[fr, the latent failure rate of path or path equivalence class

I, the infection estimate for location z and the ith semantic alternative
I, = min;{I,} which is the infection estimate of location z

¢ the input domain of the program

¢; the input domain for path equivalence class ¢

E; the probability of executing some abstraction level : location or group of loca-
tions

Di(z) theerror degree of location ! for data state z; z may be either the succeeding
or preceding data state

T the set of all trips through the program

TS the set of all trip sets through the program

h; the dispersion histogram for path equivalence class ¢

N; the number or points uniformly chosen from ¢; for a given «

N; the number of points chosen using the modified algorithm? from ¢; for a given
a

v is N; - N;; this is the difference in the number of points required for a given o
between the modified algorithm and uniform sampling

PEC the set of all path equivalence classes through a program

A; the set of active variables of data space [; [ is the data space immediately
succeeding location [

A the alternative class representing both the class of faults used for infection anal-
ysis and the perturbation function parameters used for propagation analysis

B,;(z) the data state encountered prior to executing location / on the ith iteration
of location ! from input z

1Detailed in Chapter 5.
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A1,i(z) the data state produced after executing location / on the i** iteration of
location ! from input =

Bi(z) = Uk, Bii(z) which is the set of all data states before location ! on input =
Ai(z) = U?, Aii(z) which is the set of all data states after location ! on input z
Y the testing complexity metric

a the desired confidence in the probable correctness model

Rp the reliability estimate for program P

A\p the failure probability of program P; the units are failures per number of
executions

¢; a measure of how easily a location can hide faults relative to A; the greater (j,
the greater a location’s ability

Pr[A ] the probability of event A occurring
T true

F false

@ the empty set

a = b a implies b

A logical and

V logical or

[f1(z) T the function computed by the code represented by f on input z is defined
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