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ABSTRACT

Graphics Processing Units (GPUs) are becoming a de facto solution for accelerating
a wide range of applications but remain susceptible to transient hardware faults (soft
errors) that can easily compromise application output. One of the major challenges
in the domain of GPU reliability is to accurately measure general purpose GPU
(GPGPU) application resilience to transient faults. This challenge stems from the
fact that a typical GPGPU application spawns a huge number of threads and then
utilizes a large amount of potentially unreliable compute and memory resources
on the GPUs. As the number of possible fault locations can be in the billions,
evaluating every fault and examining its effect on the application error resilience
is impractical. Fault site selection techniques have been proposed to approach
high accuracy with less fault injection experiments. However, most of the existing
methods only focus on the single-bit fault model and only one input.

In this dissertation, we offer solutions to the two problems above. We extend a
progressive fault site pruning technique for two multi-bit fault models: (a) multi-bit
faults in the same word; (b) multiple single-bit faults in different words accessed
by the same thread. We devise a methodology, SUGAR (Speeding Up GPGPU
Application Resilience Estimation with input sizing), that dramatically speeds
up the evaluation of application error resilience. Key of the SUGAR estimation
methodology is the identification of repeating thread patterns that develop as a
function of the size of the input. These patterns allow for accurate prediction of
application error resilience for arbitrarily large inputs.

With the presence of input-aware estimation strategies, we are able to pinpoint
the vulnerabilities in a GPGPU application, and propose low overhead protection
techniques accordingly. Based on the variety of thread resilience in GPGPU
applications, we propose a methodology that identifies the resilience of threads and
aims to map threads with the same resilience characteristics to the same warp. Our
technique allows engaging partial protection mechanisms at the warp level. We
illustrate that threads can be remapped into reliable or unreliable warps with only
minimal introduced overhead, and then selective protection via replication is applied
in unreliable warps. We show how this remapping facilitates warp replication for
error detection and correction and achieves a significant reduction of execution
cycles, comparing to standard techniques.

In addition to input-aware estimation and fortification, we present a detailed charac-
terization comparing microarchitecture-level and software-level fault injection and
show the gap of resilience estimation introduced by injecting faults into different
layers in the system execution stack. We also implement a software-level redundancy
protection mechanism and measure its effectiveness using microarchitecture-level
and software-level fault injection.
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Chapter 1

Introduction

Graphics Processing Units (GPUs) are widely used for accelerating applications from
domains such as high performance computing (HPC)4| 5, 6, 7, 8, 9, 10, 11, 12, deep
learning [13], virtual/augmented reality, autonomous vehicles [L4], automata processing 15,
16], simulations of man-made systems [17, 18], and network functions [19, 20]. As general
purpose GPUs (GPGPUs) are becoming increasingly susceptible to transient hardware
faults (soft errors) often from cosmic radiation R1] or from operating under low voltage P2],
their reliable operation is of critical signi cance [11, 23, 24, 25, 26, 27, 28, 29, 30, 31, 32].

Transient hardware faults can lead to bit ips in arithmetic logic units (ALUS), load-store
units (LSUs), and storage devices including the register les and dynamic random-access
memory (DRAM). Such bit ips are increasing in frequency as system scales become larger
especially in the HPC domain R4, 25, 26]. If bit ips occur during application execution,
they may result in application crashes/hangs or even worse in silent data corruption
(SDC) where the application successfully completes execution but its output is incorrect.
Executions that result in SDC outcomes are the most undesirable as they erroneously
provide the user with the illusion of correct output, although there may exist cases of SDC
output that is within certain user-acceptable ranges [33].

A typical approach to evaluate application resilience is to conduct a systematic fault



injection campaign. Fault injection requires the selection of afault site: typically this is an
architectural register and if single-bit faults are considered then one of its bit is ipped.
Then, the output of the application is compared to the correct application output without

a bit ip [ 33]. Following the single-instruction-multiple-data (SIMD) paradigm, a GPGPU
application spawns thousands of threads executing the same or similar sets of dynamic
instructions (DIs) operating on di erent data, resulting in a fault site space of tremendous
size. Therefore, fault site selection techniques are necessary. Statistical sampling is a
traditional approach, where 1000 experiments (one per di erent fault site, each randomly
selected) are performed to obtain only a coarse view of the application resilience with 95%
con dence intervals and 3% error margins. Alternatives to simple statistical sampling
exist: fault site pruning uses the dynamic instruction (DI) count as a proxy to reduce the
exhaustive sampling space while maintaining high accuracy [1].

Pruning [1] is designed for single-bit fault models. In this dissertation, we rst extend
fault site pruning to multi-bit fault models: (a) multi-bit faults in the same word; (b)
multiple single-bit faults in di erent words. We make the following contributions regarding
resilience estimation techniques for multi-bit fault models:

" We enhance the pruning technique rst proposed in I] to support the resilience

estimation of multi-bit faults in the same word.

~ We propose a resilience estimation method for multiple single-bit faults in di erent
words based on the resilience estimation result of the single-bit fault model.

" We validate this new estimation technique for multiple single-bit faults in di erent
words by comparing to the baseline obtained from the random fault injection campaign
for 2-bit and 3-bit faults. The estimation error is within 3% without additional
fault injection experiments.

Note that fault site selection techniques are inherentlyinput-dependent every time the

input changes, fault injection experiments have to be repeated. It is important to untangle
here two di erent but related concepts: input type and input size. Input type refers to the

actual input that the application admits: e.g., integers or oats and their range of values.

3



Input size refers to the actual number of input elements. No matter the change in input
type or input size, it is necessary to repeat the entire resilience estimation process. Even if
considering just one input of an actual application in practice which is typically of large
size, a single execution of the application can take from several minutes to days. Execution
time is further exacerbated if architecture simulators are used34, 35|, e ectively rendering
the existing approaches not practical.

In this dissertation, we propose SUGAR, a new technique foBpeedingUp GPGPU
Application Resilience Estimation with input sizing. Based on the well-established fact
that GPGPU application error resilience is determined by the thread dynamic instruction
(DI) count [ 1, 36], SUGAR identi es the smallest possible input subsehat the application
can admit and accurately project application resilience for a target larger input. Since
GPU organizes threads in groups in a hierarchical way, we leverage this thread grouping
feature to identify repeating patterns. As the input size scales up, thread group patterns
remain the same, and only thenumber of patternschanges. Here, we propose a technique
that extrapolate application resilience using the observed thread group patterns that evolve
as a function of the input size and show how to accurately project application resilience
from the smallest possibleénput to any arbitrary larger input of the same type.

The contributions of SUGAR are be summarized as follows:

" We perform a deep analysis of di erent inputs to understand the impact of input
type and input size on GPGPU application error resilience.

We show that resilience can be easily predicted for applications with inputs that do
not change the dynamic instruction count. For other applications, a low overhead
pro ling with the larger input (essentially just one additional run) is su cient for
accurate resilience estimation.

We identify the smallest input size (given a certain input type) that pro les application
characteristics that can be used to accurately project application asymptotic resilience
for arbitrarily large input sizes of the same type.

~ Our new input-aware resilience estimation mechanism for the two large inputs that we

4



examine here can reduce the overall resilience evaluation time by achieving speedups
from 1.2 to 1335. Collectively, for the cases considered in this dissertation, the
reduction of overall evaluation time for medium input sizes is 7.3 and 186.6 for large
sizes, while being remarkably accurate as it consistently introduces errors of no more
than 1%.

With the improvement of the practicality of resilience estimation methods, resilience
estimation results can contribute to the improvement of system reliability. Various works
propose to protect applications and systems from soft errors. For instance, error correction
codes (ECC) B7, 38, 39 are applied widely in register les, caches, and DRAM. Yet, ECC
cannot protect datapath errors that originate from unprotected latches in functional units
(e.g., arithmetic logic and load-store units) 0]. Reliable execution of GPGPU applications
requires high-overhead protection mechanisms such as check-pointingfl] 42] or software
solutions that are based on replication 43, 44, 45]. In this dissertation, we observe that
thread resilience can exhibit variety even if for threads within the same kernel some
threads are inherently resilient, while some are not]]. Based on this observation, we explore
opportunities to organize threads based on their resilience, so that protection is applied
to unreliable threads only. Considering again the hierarchical organization of threads in
kernels, thread groups, and warps (i.e., groups of threads of the smallest scheduling units),
we perform resilience-aware thread grouping at the warp level.

In this dissertation we show that GPGPU software resilience can be achieved viselective
warp replication by remapping threads into warps such that warps consist of threads that
are either reliable or unreliable. Therefore, if warps consist of threads that are inherently
reliable, these warpsdo not have to be replicated to increase their resiliencdnstead, only
warps that contain unreliable threads need to be replicated. The advantage here comes
from scheduling of warps in the SIMD paradigm: as threads within the warps are scheduled
in a lock-step way, it is a lot easier to replicate an entire warp of unreliable threads rather
than replicate individual threads within warps (or instructions within threads) and reconcile

their outcome as the classic redundant multi-threading [43, 44] advocates.

5



The process of thread remapping at the warp level is transparent to the software developer
and o ers a simple way to reorganize source code with minimal e ort. The remapping
technique proposed in this dissertation allows the developer to improve application resilience
in a transparent way, either by changing the thread-warp mapping to activate replication
for a fully transparent approach to the code developers, or by providing guidance to the
developer to simply reorganize threads in such a manner that facilitates replication but
does not interfere with the parallelization and synchronization logic of the software.

The contributions of this dissertation regarding thread remapping for enhancing appli-
cation resilience can be summarized as follows:
~ Based on their individual thread resilience we categorize the warps into three classes:
a) reliable warps where all threads are resilient to single-bit errors, bunreliable warps
where all threads are unreliable, and c)mixed warps that contain both reliable and
unreliable threads. We show that mixed warps are abundant in applications.

We propose a low-overhead partial thread protection mechanism by remapping threads
such that the number of mixed warps is minimized. In other words, we change the
thread to warp mapping such that distinct reliable and unreliable warps are formed.
This facilitates the need for protecting only unreliable warps as this remapping
maintains the per-thread resilience pro le.

We present experiments using 12 benchmarks (17 kernels) from the AxBench{],
CUDA [47], PolyBench [48], and Rodinia suites 9] and show that 7 of these kernels
can bene t from remapping. We show that remapping increases on the average the
percentage of reliable warps from 23.40% to 42.08%, while incurring only 1.63%
execution overhead due to increased number of stalls in shared memory.

By duplicating or triplicating the warps, we can easily detect an error (if duplication

is used) or correct the error via triplication [43, 44]. We show that by selectively
replicating warps that contain unreliable threads after remapping (i.e., unreliable
or mixed warps), we achieve average performance savings 20.61% and 27.15%, for

detection and protection, respectively.
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In addition to input-aware estimation and forti cation, we also focus on another
fundamental question in reliability studies: where to inject faults? To answer this question,
we present a detailed characterization of the estimated application resilience comparing fault
injection performed at the microarchitecture level or software level. For microarchitecture-
level fault injection, all hardware structures are subject to bit ips. The Architectural
Vulnerability Factor (AVF) for an application is estimated from a set of fault injection
experiments. These fault injection experiments require detailed simulation of various
hardware components, which is unavoidably very time-consuming. For software-level fault
injection, faults are injected only to the destination registers of executed instructions to
assess the applicatiorProgram Vulnerability Factor (PVF) .1 Naturally, the vulnerability
factors estimated from microarchitecture-level and software-level fault injection, i.e., AVF
and PVF, may vary tremendously for the same target application. For instance, considering
a bit ip in a register le for microarchitecture-level fault injection, it is possible that
the corrupted register is not actively used by the program, thus it has no e ect on the
program execution. In short, faults injected at microarchitecture level may not propagate to
software level. For software-level fault injection, bit ips occur in the destination registers
of executed instructions, so program execution is a ected, and these faults have a higher
probability of corrupting the nal output.

This di erence of microarchitecture-level and software-level fault injection is con rmed
in this dissertation and motivates our e ort to demystify the system vulnerability stack.
We compare the AVF and PVF derived from the microarchitecture-level and software-level
fault injections, respectively, and also compare variations of AVF and PVF. In addition,
we perform a case study implementing a well-known software-level protection mechanism,
Triple Modular Redundancy (TMR) [ 50], and measure the di erence of the resilience of the
hardened applications using AVF and PVF.

The contributions of this dissertation regarding this characterization of the system

!Note that the input-aware estimation and forti cation methodology we present in this dissertation uses
software-level fault injection.



vulnerability stack using microarchitecture-level and software-level fault injection can be
summarized as follows:
" We conduct a detailed characterization of application resilience using AVF and PVF
and their variations.
~ We pro le various architectural performance measurements to explain the opposite
resilience conclusions drawn measuring the AVF and PVF of an application.
" We apply Triple Modular Redundancy (TMR), a software-level protection mechanism
using re-computation, on 5 applications (8 kernels), and measure the e ectiveness of

this hardening technique using AVF and PVF.

1.1 Organization

This dissertation is organized as follows. Chapter 2 introduces the background and basic
knowledge involved in this dissertation, and Chapter 3 discuss recent related work. In
Chapter 4, we depict our fast and accurate resilience estimation methodology for multi-
bit fault models. In Chapter 5, we present SUGAR, a new technique foiSpeeding Up
GPGPU Application Resilience Estimation with input sizing. In Chapter 6, we discuss
a low overhead technique using thread-warp remapping and partial protection to fortify
GPGPU applications. In Chapter 7, we present a detailed characterization of the system
vulnerability stack using microarchitecture-level and software-level fault injections. In

Chapter 8, we discuss the future research directions.



Chapter 2

Background

In this chapter, we rst give a brief introduction to GPUs and GPGPU application structure.
Next, we introduce how reliability is studied in this area, how to analyze GPGPU application

resilience, and provide an overview of reliability protection mechanisms for GPUs.

2.1 GPUs and GPGPU Application Structure

2.1.1 GPGPU Execution Model

Following the single-instruction-multiple-thread (SIMT) philosophy [ 51], GPGPU appli-
cations execute thousands of threads concurrently over large amounts of data. A typical
GPGPU application hierarchy is as follows. The application launches kernels on the GPU,
see Figure 2.1. Each kernel is divided into groups of threads, known d@lread blocks also
called Cooperative Thread Arrays (CTAs) in NVIDIA terminology. Threads inside a CTA
can communicate with each other, and all the synchronization and barrier primitives are
processed within the CTA. The CTA formation enables the GPU hardware to relax the
execution order of the threads for the purpose of maximizing parallelism. CTAs can be
organized in 1-dimension, 2-dimensions, or 3-dimensions, depending on algorithm devel-
opment and data organization by the programmer. Threads inside a CTA can be further
divided into groups of 32 individual threads, known as warps. As the most ne-grained

level in terms of scheduling, warps execute a single instruction on the functional units in



lock step. This sub-division of warps is an architectural abstraction, which is transparent

to the application programmer.

Figure 2.1: GPU Software Execution Model [1].

2.1.2 Baseline GPU Architecture

The baseline GPU architecture is pictured in Figure 2.2. A GPU typically is equipped with

a large number of simple cores, also known as streaming-multiprocessors (SMs) in NVIDIA
terminology. Each SM has its private L1 cache, software-managed scratchpad memory, and
a large register le. The warp scheduler inside each SM handles warp scheduling, and the
Giga thread engine is responsible for thread group scheduling on di erent SMs. There are
various memory controllers connecting SMs to the GPU global memory. Every memory

controller is paired with an L2 cache.

Figure 2.2: GPU Architecture.
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2.1.3 NVIDIA GPU Compiler and ISA

The GPUs used and studied in this dissertation are all NVIDIA GPUs. In this subsection,
we discuss the compiler and ISA (instruction set architecture) in NVIDIA GPUs, especially
the language used to develop NVIDIA GPU applications, and how the source code is
compiled into a binary executable.

CUDA (Compute Uni ed Device Architecture) is a parallel computing language model
and platform developed for NVIDIA GPUs by NVIDIA. NVCC (NVIDIA CUDA Compiler)
takes the responsibility of compiling CUDA code into binary executables. Figure 2.3
describes a simpli ed ow of NVCC compiling process. The CUDA code is rst compiled
into PTX (Parallel Thread Execution) code. The PTX virtual machine and ISA describe
the general GPU architecture, regardless of the detailed implementation of target GPUs.
The PTX code is then compiled into SASS code based on the de ned compiler options.
SASS is the native ISA of NVIDIA GPUs. Eventually SASS code is compiled into a binary
le that can run on GPUs. The CUDA binary is an executable linkable format (ELF) le,

containing CUDA executable code as well as other data.

Figure 2.3: Dierent levels of code generated by NVCC in GPGPU applications.

2.2 Application Resilience

Since GPUs are susceptible to transient faults from high-energy particle strike2B, 24, 25|,
there is urgent need for assessing their reliability. In this section, we discuss the concepts
and work ow of reliability research. We rst de ne vulnerability factors and fault models

considered in this dissertation and the fault injection tools that we use. Then, we de ne

11



application error resilience pro le and describe di erent techniques to obtain the resilience

pro le. Lastly, we introduce several reliability protection mechanisms designed for GPUSs.
2.2.1 \ulnerability Factors and Fault Models

A typical way to perform reliability assessment is to ip a bit during program execution
and compare the fault-injected output with the fault-free execution output. Considering
the program execution stack, there are various places where faults can be injected. In this
dissertation, we consider faults injected at the microarchitecture level and software level.

From microarchitecture-level fault injection, we compute the Architectural Vulnerability
Factor (AVF) , which measures the probability of a transient fault in a hardware component
resulting in an incorrect application output. To measure the AVF, we assume that these
hardware components are not protected, i.e., transient faults can occur. Although error
correction code (ECC) is deployed in hardware components such as register les and caches,
it is still valuable to measure the AVF of these components assuming no hardware protection
mechanism is applied.

To compute the AVF of an application, we focus on a set of hardware components
where a bit ip occurs. The ipped bit may or may not a ect the program execution. For
example, considering a bit ip in the register les, if the corrupted register is not used by
the program, then this bit ip is not a ecting program execution. Even if the corrupted
register le is used by the program, the bit ip still has the chance to be masked, i.e., the
application may still result in a correct output.

Software-level fault injection is used to obtain the Program Vulnerability Factor. In this
dissertation, when performing software-level fault injection, we assume that register les and
other components such as caches and the main memory are protected by error correction
code (ECC), which is the case in most GPUs. We therefore consider here only commonly
occurring computation-related errors due to transient hardware faults (known also as soft
errors) in ALUsS/LSUSs, i.e., in components that cannot be protected by ECC. These faults

can lead to wrong output which is then stored in destination registers. We emulate this
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erroneous computing operation by injecting faults directly to destination register values.
Fault sites are identi ed by the thread id, the instruction id, and a bit position. This is
standard experimental methodology in GPGPU reliability studies [1, 36, 40, 52, 53].
We consider various fault models:
(a) Single-bit fault:  in each execution run, there is only one bit ip across all instructions
and threads.
(b) Multi-bit faults in the same word: in one execution run, multiple random bit
ips happen in the target word.
(c) Multiple single-bit faults in di erent words accessed by the same thread:
the target thread has various single-bit ips in di erent words (mostly destination

registers from di erent instructions).
2.2.2 Fault Injection Tools

Di erent GPU simulators and instrumentation tools are developed to study the performance
and reliability behaviors of GPUs. Here we introduce the simulators and tools that we use
to perform fault injection experiments in this dissertation. For other tools in the literature,

please refer to Chapter 3.
2.2.2.1 GPGPU-Sim 3.0

GPGPU-SIim 3.0 is a widely-used cycle-level GPU architectural simulator, supporting
microarchitecture models such as Fermi, GT200, and GTX480. The PTXPlus mode
provides a one-to-one mapping of instructions to actual ISA for GPUsZ, 54]. The compile
ow using PTXPIlus mode is shown in Figure 2.4. The information extracted from PTX
code, SASS code, and ELF le is summarized into the PTXPlus code, which is used for
simulation. GPGPU-Sim 3.0 with PTXPIlus mode is validated for reliability research in

GUFI [54], and it is used for reliability studies in the eld [1, 55, 56, 57].
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Figure 2.4: Compile ow of GPGPU-Sim using PTXPlus mode [2]

2.2.2.2 GPGPU-SIim 4.0 and gpuFI-4

GPGPU-Sim 4.0 B8] is a newer version of GPGPU-Sim 3.0 which supports NVIDIA GPU
models such as RTX 2060 and Quadro GV100. Built on top of GPGPU-Sim 4.0, gpuFlI-
4 [59] is a microarchitecture-level fault injector designed for cross-layer resilience assessment.
gpuFI-4 supports fault injection in register les, shared memory, L1 data caches, L1 texture

caches, and L2 caches.
2.2.2.3 NVBIt and NVBitFI

NVBit (NVidia Binary Instrumentation Tool) [ 60] is a dynamic binary instrumentation
library built for recent NVIDIA GPUs. NVBIt enables the instrumentation of SASS
instructions of kernel functions in GPGPU applications. NVBItFI [ 61] is a fault injector
for NVIDIA GPUs built on top of NVBIit enabling fault injection in general-purpose
instructions, oating-point instructions, and LD (load) instructions.

Any fault injection tool or technique (e.g., SASSIFI [40]) can be used for evaluating the
application reliability. The techniques presented in this dissertation do not depend on the

tool used for software-level fault injection.
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2.2.3 GPGPU Application Resilience Pro le

For each fault injection experiment, there are three possible outcomes:
" Masked outcome: the application output is identical to that of fault-free execution.
" Silent Data Corruption (SDC) outcome: the fault injection run exits successfully
without any error, but the output is incorrect.
" Other outcome: the fault injection run results in a crash or timeout. Those outcomes
are also known in the literature asDetected Uncorrectable Errors (DUES)
To evaluate the resilience of an application, a fault injection campaign is performed
on the exhaustive fault site space, or a set of selected fault sites obtained from guided
sampling (see Section 2.2.3.1 for details). The outcome of all experiments is aggregated to

obtain the application resilience pro le, i.e., what percentage of the runs are expected to

result in masked, SDC, or other outcomes.
2.2.3.1 Fault Site Selection

The total number of fault sites in an application can be in the order of billions. It is
impossible to perform fault injection experiments exhaustively for every fault site in the
application. Alternatively, there are di erent ways to select fault sites to perform a fault
injection campaign:

Random sampling. Randomly sampling a subset of fault sites can capture a partial
view of the overall resilience of GPGPU applications 40, 52]. 1,000 experiments (one
per dierent fault site, each randomly selected) are done to obtain results with 95%
con dence intervals and 3% error margins to evaluate the application resiliencedz, 63].
More accurate results (99.8% con dence intervals and 0.63% error margins) are given
with 60,000 experiments §2, 63, 64]. However, for inputs that typically represent actual
applications, a single execution of the application can take from several minutes to days.
Such time is further exacerbated if architecture simulators are used 3§, 35, e ectively
rendering the above approaches not practical as 1,000 and 60,000 runs are simply not

possible.
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Figure 2.5: Overview of fault site pruning [3, 1].

Progressive fault site pruning [1]. Based on the fact that GPGPU applications
spawn a lot of threads executing the same set of instructions, fault site pruning conducts a
careful analysis of faults across threads and instructions to identify and eliminate redundant
fault sites. As shown in Figure 2.5, fault site pruning follows these progressive steps:

1. Thread-wise pruning. Threads are classi ed into di erent resilience groups based
on their dynamic instruction (DI) count. From each resilience group, a thread is
randomly selected as the group representative. This selection is based on the fact
that threads with the same DI count also have a similar error resilience [1, 36].

2. Instruction-wise pruning. Common instruction blocks are also shared across di erent
representative threads selected from the previous step. Resilience of these common
instruction blocks is similar, thus these common instructions can be pruned.

3. Loop-wise pruning. Di erent iterations in the same loop have similar resilience, since
the same set of instructions is repeated. Therefore, a random sample of a fraction of

loop iterations captures the resilience of the whole loop execution.
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4. Bit-wise pruning. Sampling pre-selected representative bit positions covering a range
of bits in registers can further prune the fault site space.
Following the above four steps, the number of fault sites can be reduced by up to seven
orders of magnitude [l]. Fault injection experiments on this pruned fault site space still
accurately captures the error resilience pro le of GPGPU applications. However, this
progressive fault site pruning technique only consider the single-bit fault model, i.e., the
fault model (a) introduced in 2.2.1. In this dissertation, we extend pruning to the other
two multi-bit fault models (b) and (c) discussed in 2.2.1.
Despite the additional support for various fault models, this progressive fault site
pruning technique still has limited practicality for the following two reasons:
1. It is input-dependent. If the input or if the input size changes, all pruning steps and
fault injection experiments have to be repeated.
2. Considering that the execution time of real world applications with large input sizes,
the time of the whole experimental campaign remains prohibitively long.
To solve the above two challenges, we proposes SUGAR &peedUp GPGPU Application
Resilience estimation with input sizing. SUGAR also uses dynamic instruction (DI) count
as a proxy to project resilience from the smallest input to a larger input of the target
application and identify repeating patterns following the hierarchical GPGPU application

structure. For more details, please refer to Chapter 5.
2.2.4 Protection Mechanisms

Since GPUs are susceptible to transient faults from high-energy particle strikeB, 24, 25|,
protection techniques are omnipresent in recent commercial GPUSY, 39, 38]. Such tech-
niques include single-error-correction double-error-detection (SEC-DED) error correction
code (ECC), which protects register les, L1/L2 caches, shared memory and DRAM. Other
structures such as arithmetic logic units (ALUs), thread schedulers, and instruction dispatch
units are not protected and are vulnerable with the presence of transient faults3z, 39, 3§].

For faults that occur in such structures, alternative software solutions exist to enhance the
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reliability. Redundant multi-threading [ 43, 44] is proposed to detect errors by duplicating
threads and comparing their memory space and computation results.

Although the existing solutions are able to improve system reliability, unignorable high
overhead is also introduced. In Chapter 6, we propose partial protection via remapping
technique for e cient error protection for GPGPU applications. We remap threads to
warps to separate reliable and unreliable threads into di erent warps and selectively protect

only unreliable warps.

2.3 Benchmarks

In this section, we brie y describe all the benchmarks used in this dissertation. We select
applications from several commonly-used benchmark suites (i.e., AxBenclé%, CUDA [66],
Polybench (48], and Rodinia [49]). Note that, as kernels of GPGPU applications normally
implement independent modules/functions, resilience analysis for each kernel is performed
separately. We focus on every static kernel in a benchmark. For static kernels with more
than one dynamic invocations, we randomly select one invocation for the fault injection
experiments. In the rest of this dissertation, if the kernel index is not speci ed, it implies
that the benchmark contains one kernel only. Below we give an overview of the benchmarks
shown in Table 2.1.

~ Jmeint:  Jmeint performs triangle intersection detection, which is widely used in 3D
gaming.

Laplacian: Laplacian is an image sharpening Iter used in image processing.
MeanFilter:  MeanFilter is another image processing Iter for noise reduction.
BlackScholes: This benchmark simulates the Black-Scholes model that captures the
dynamics of a nancial market based on the stock price, exercise price, and time.
NN: NN implements the testing phase of a pre-trained four-layer neural network
model.

SCP: SCP computes the scalar product of two vectors.

VA: vector addition (VA) computes the sum of two vectors.
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2DCONV: 2DCONYV performs a 2-Dimensional convolution on a given matrix.
GEMM: GEMM does general matrix-matrix multiplication.

MVT:. MVT performs matrix-vector multiplication.

SYRK: SYRK performs symmetric rank-k operations.

BFS: BFS performs breadth- rst search on the target graph.

BackProp: BackProp performs backpropagation algorithm on images, which is
widely used in supervised machine learning.

Gaussian: Gaussian solves systems of equations using Gaussian elimination.
HotSpot: HotSpot simulates the temperature on a chip.

K-Means: k-means (KMN) implements a clustering algorithm.

LU Decomposition (LUD): LUD performs lower upper decomposition on the
input matrix.

NearestNeighbor:  NearestNeighbor calculates the euclid distance of entries to
determine the k-nearest neighbors in the data set.

NW: Needleman-Wunsch (NW) algorithm uses dynamic programing to perform
nonlinear global optimization on DNA sequences.

PathFinder.  PathFinder does dynamic programming on a 2D grid to nd the
shortest weighted path.

SRAD1 and SRAD2: SRAD stands for Speckle Reducing Anisotropic Di usion,
which is used in ultrasonic and radar imaging applications to Iter noises. SRAD1

and SRAD2 are two di erent implemetations provided by Rodinia [49].
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Table 2.1:

Benchmarks studied in the dissertation.

Suite Benchmark Kernel Name Kernel ID
Jmeint Jmeint_kernel K1
AxBench Laplacian LaplacianFilter K1
MeanFilter AverageFilter K1
BlackScholes BlackScholesGPU K1
executeFirstLayer K1
NN executeSecondLayer K2
CUDA (NeuralNetwork) executeThirdLayer K3
executeFourthLayer K4
SCP scalarProdGPU K1
VA vectorAdd K1
PolyBench 2DCONV Convolution2D_kernel K1
GEMM gemm_Kkernel K1
MVT mvt_kernell K1
SYRK syrk_kernel K1
Kernel K7
BFS Kernel2 K8
BP bpnn_layerforward  CUDA K1
bpnn_adjust_weights_cuda K2
Fanl K1
Gaussian Fan2 K2
Fanl K125
Fan2 K126
Rodinia HotSpot calculate_temp K1
invert_mapping K1
K-Means kmeansPoint K2
LU Decomposition Iud_p_erlmeter Kad
(LUD) Iud_lr_lternal K45
lud_diagonal K46
NearestNeighbor euclid K1
NW needle_cuda_shared 1 K1
needle_cuda_shared 2 K2
. dynproc_kernel K1
PathFinder dynproc_kernel K5
extract K1
prepare K2
reduce K3
SRADL srad K4
srad?2 K5
compress K6
srad_cuda_1 K1
SRAD2 srad_cuda_ 2 K2
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Chapter 3

Related Work

Reliability plays an important role in computer systems, such as high performance computing
(HPC) systems R4, 25, 26, 29, 32, 31, 30, 67], storage systems§8, 69, 70], aerospace
applications [71, 72|, and arti cial intelligence (Al) domain [ 73, 74, 75, 76]. Unreliable
applications and systems can result in erroneous outcomes, crashes, and hangs, which
require huge e orts for debugging, recovering, and repairing. In this chapter, we rst
present several recent reliability studies in the HPC domain as it is one of the most popular
environments for deploying GPUs, then discuss various existing methodologies proposed to

assess resilience and fault tolerance schemes used to protect applications and systems.

3.1 Reliability Studies in the HPC domain

GPUs are commonly deployed in high performance computing (HPC) systems, and re-
searchers are aware of the reliability issued[r, 24, 25, 26, 29, 32, 31, 30]. Tiwari et al. [ 67]
categorize and quantify di erent errors in GPU systems. Kumar et al. B1] study the inter-
connect errors in the Titan supercomputer. Nie et al. 4] perform a large-scale study of the
errors in the GPU nodes of the Titan supercomputer. Nie et al. 25] conduct an in-depth
study on the GPU nodes in the Titan supercomputer and show that temperature and
power both contribute to GPU soft errors. Further, a machine learning model is proposed

to predict soft errors in Titan supercomputer [26]. Bleser et al. [/7] present an automated
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approach to analyze the resilience of actor programs in distributed systems. Taherin et
al. [32] analyze the failure logs of two generations of Tsubame supercomputers with multiple
GPUs deployed and conclude that GPUs are the critical components in GPU clusters.
Roy et al. [30] present a detailed study of the operations of a liquid-cooled production,
a petascale supercomputer, Mira, over six years, with a focus on the environment e ect
on system failures. Dixit et al. [29] summarize their experience in operating large-scale
systems in Facebook, presenting di erent causes of SDCs and insights to avoid SDCs. They
conclude that both hardware and software solutions are needed to ensure system reliability.

Redundancy is a widely-used software solution.

3.2 Resilience Estimation Methodologies

Application resilience has been measured using the architectural vulnerability factor (AVF).
One way of estimating AVF is using architecturally correct execution (ACE) analysis [§].
Bits in the system are labeled asACE bits (i.e., these bit ips can lead to an erroneous
application output) or un-ACE bits (i.e., these bit ips have no e ect on application output)
and aggregated to obtain AVF. Duan et al. [/9] use Boosted Regression Trees to model the
relationship between AVF and various performance metrics. Nair et al.§0] introduce a
rst-order mechanistic model for AVF, with inexpensive pro ling to calculate AVF and
explore factors that a ect AVF. In addition to AVF, Sridharan et al. [ 81] introduce the
concept of Program Vulnerability Factor (PVF) and provide the method of calculating this
measure. Sridharan et al. 2] conduct detailed analysis of PVF to explain AVF behaviors.
Papadimitriou et al. [83] perform a comprehensive study comparing AVF and PVF for Arm
CPUs. The concept of Hardware Vulnerability Factor (HVF) [84] is used to measure the
probability of a hardware fault propagating to software layer. Recently, Layer Vulnerability
Factor (LVF) and Kernel Vulnerability Factor (KVF) are de ned to measure the resilience
of convolutional neural networks on GPUs 85]. The KVF and LVF are also discussed and
evaluated for object detection applications [86].

In addition, error propagation analysis (EPA) has been introduced to reliability analysis.
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Li et al [52] study the error propagation of di erent kernels in GPGPU applications. Chan
et al. [87] use invariants to study error propagation in multi-threading applications using
software-level fault injection. TraceSanitizer B8] improves EPA by eliminating the e ects
of non-determinism in the traces mainly from non-deterministic memory allocations and
thread scheduling. Trident [89] analyzes error propagation at di erent levels to predict
the percentage of SDC outcomes for the whole application and its instructions. Machine
learning has also been used for resilience estimation. Guo et a@(] propose PARIS, which
uses a regression model to predict application resilience. G-SEPMJ] incorporates di erent
machine learning models to achieve accurate and e cient soft error prediction for GPGPU
applications.

Neutron beam experiments 92, 93, 94, 23, 95 are used for resilience assessment.
Chatzidimitriou et al. [ 95 compare the resilience estimation results using microarchitecture-
level fault injection with neutron beam experiments for ARM CPUs. Although neutron
beam experiments can provide accurate results, they are not always feasible, and it is hard
to precisely control fault occurrence and analyze the related error propagation.

Fault injection technigues are applied in the CPU domain at di erent levels to evaluate
CPU application resilience, such as microarchitecture level and software leved4, 83, 89,
96, 97, 98, 99. Prior work [100 101, 102 has done architectural vulnerability analysis
by focusing on exhaustive fault injection experiments. Application-level fault injection
techniques are widely used in evaluating error-resilience characteristics for both CPU(Q3
104 and GPU applications [L05. They are generally fast and can still provide detailed
information. Palazzi et al. [106 compares the resilience estimation results coming from
fault injections at the compiler's intermediate representation (IR) level and assembly-level.
Papadimitriou et al. [83] inject single-bit faults into di erent hardware components (i.e.,
microarchitecture-level), assembly-level, and IR-level, and identify the pitfalls in reliability-
aware system design. Fault injection experiments often exhibits large fault site space.
Various works aim at reducing and pruning the application fault site space. Relyzerdg]

analyzes applications to generate a subset of fault sites for fault injection. Approxilyzer99|
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is built on top of Relyzer [98] to identify vulnerable instructions which lead to SDC outputs.
MeRLIN [64] accelerates the fault injection campaign for reliability assessment by pruning
dead or invalid entries of the hardware structure, by grouping similar fault sites, and

eventually pruning fault sites.
3.2.1 GPGPU Application Resilience Analysis

Similar to the CPU domain, architecturally correct execution (ACE) analysis, neutron
beams, and fault injection are all common methods of GPU reliability study. Vallero et
al. [107] propose a framework to access and compare the reliability of AMD and NVIDIA
GPUs using fault injection and ACE analysis. This study shows the importance of joint
evaluation of reliability and performance. Neutron beams are used to evaluate the resilience
of neural networks applications performing object detection on GPUs10§. Lunardi et
al. [109 uses neutron beams combined with arti cial fault injection experiments to study the
e cacy of ECC and Fin Field-E ect (FInFET) layout, and they observe that an improved
transistor layout like FINFET is more e cient in ensuring reliability comparing to ECC.
Hari et al. [110 combine neutron beam experiments and fast fault injection to estimate the
SDC rates of GPU applications.

Fault injection is commonly used to evaluate the resilience of GPGPU applications]],
33, 36, 40, 105 111, 112 113. SWIFI [105 injects faults by modifying the source code
of the program. The process is simple and fast but is too coarse-grained to accurately
capture resilience features at ner levels. GPU-Qin 36] modi es the GPU debugging
tool cuda-gdb[47] to inject single bit faults at the microarchitecture level. SASSIFI [40]
directly injects faults into low-level SASS instructions with the help of assembly-language
instrumentation. Tselonis et al. [54] propose GUFI to validate the feasibility of using the
commonly used GPGPU simulator, GPGPU-Sim P], to study the reliability of GPGPU
applications. SIFI [113 is a single-bit fault injector built for AMD GPUs. NVBItFI [ 61]
is a fault injector for NVIDIA GPUs built on top of NVBIit [ 60], which is a dynamic

instrumentation library built for NVIDIA GPUs.
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All the works presented in this dissertation follow the process of studying reliability via
fault injection at various ISA levels, which is much faster and feasible than beam injection
while being also reasonably accuratesy, 61]. GPGPU-Sim with PTXPIlus mode is validated
for reliability research in GUFI [54], and is used for works presented in Chapter 4 6. For the
characterization study presented in Chapter 7, gpuFI-4 $9] is used for microarchitecture-
level fault injection, and NVBItFI [ 61] is used for software-level fault injection. To the best of
our knowledge, Chapter 7 presents the rst comprehensive characterization study to compare
the GPGPU application resilience estimation results obtained from microarchitecture-level

and software-level fault injection.
3.2.2 Fault Site Selection Techniques for GPUs

Typically, the large number of fault sites leads to high cost of exhaustive fault injection
campaigns. To remedy this problem, fault site selection has been used to reduce the cost of
fault injection campaigns. In addition to random sampling [36, 40, 62, 63, there are also
di erent ways to prune the fault site space. Within the CPU context, di erent solutions
exist [64, 98]. However, directly transferring such techniques to GPU applications is not
straightforward because GPU applications spawn hundreds to thousands of threads, still
leading to a huge unreachable exhaustive fault site space. Nie et al][leverage GPU-speci c
features to prune the fault site space without sacri cing accuracy for GPGPU applications.
PRISM [114 explores a set of features to predict GPU application resilience using linear
regression and similarity analysis. PCFI L11] accelerates fault injection guided by program
counters to predict fault injection outcomes.

While the majority of the above works focus on the single-bit fault model (i.e., one
bit ip per execution), Sangchoolie et al. [L19 consider the impact of multi-bit faults
for CPU applications. In addition, Chatzidimitriou et al. [ 116 performs a detailed and
comprehensive study on the impact of multi-bit faults on a CPU considering various
components. The vulnerability of multi-bit faults signi cantly increases, especially for

important hardware structures. Both of the above works are designed for CPU applications,
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and they are focusing on the reliability assessment and characterization, rather than
proposing a methodology to speed up resilience estimation for multi-bit fault models. Nie
et al. [3] propose pruning technique for GPUs considering multi-bit faults happening in
di erent threads. The work presented in this dissertation in Chapter 4 extends the pruning
resilience estimation methodology J] for two di erent multi-bit fault models: (a) multi-bit
faults happening in the same word and (b) multiple single-bit faults in di erent words in

the same GPU thread.
3.2.3 Input-dependent Resilience Analysis

There exists a common limitation of the above works in both the CPU and GPU domains:
all of them are input-dependent. In other words, fault injection experiments have to be
re-performed for every unique input. In the CPU domain, researchers have investigated
the e ect of input on reliability. Li et al. [ 117 study the impact of di erent inputs on the
probability of silent data corruption (SDC) for CPU applications. Their solution, vTrident,
is compiler-based and bounds the SDC probability under multiple inputs using fault injection
results obtained by only one input. Inspired by software testing, Minotaur [L1§ leverages
techniques from the software engineering domain to speed up the reliability analysis for
CPU applications. Speci cally, they use the test-case minimization concept to minimize
the inputs selected for reliability assessment and use binary search to nd inputs that are
small but representative. The above two solutions focus on sequential execution and while
well-suited to the CPU domain, they cannot be directly applied to GPU applications as
analysis needs to be performed for every single thread. Given the number of threads and
huge exhaustive fault sites in GPGPU applications, straight-forward application of the
above techniques is not viable.

There has been some work considering di erent inputs or execution set-ups in GPU
domain. Previlon et al. [119 evaluate the e ects of input sizes, values, and execution
parameters on GPU application resilience. This study illustrates that di erent inputs

and/or execution parameters do change application resilience. Previlon et al1p( show
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the e ects of input parameters and thread block sizes on GPU application resilience. These
observations illustrate the impact of input on GPU application resilience but do not show
how to predict application resilience for multiple inputs. Here we point out two di erent
but related concepts: input type and input size. Input type refers to the actual input that
the application admits: e.g., integers or oats and their range of values. Input size refers
to the actual number of input elements. In Chapter 5 we consider the e ect of input size.
To our best knowledge, Chapter 5 presents the rst methodology in the GPU domain for
estimating application resilience for arbitrary large inputs given the smallest possible input
of the same type. This is achieved by identifying how CTA patterns are organized and

evolved as a function of the input size.

3.3 Fault Tolerance Schemes

In order to protect computer systems and applications, a commonly-used strategy is error
correction codes (ECC), which enables single-error-correction and double-error-detection
(SEC-DED). ECC is commonly used to protect register les, caches, and DRAM. ECC
has typically high overhead [L21]. Jaulmes et al. [L12]] analyze data ow dependencies
to evaluate the vulnerability of the memory pages at runtime to make the decision of
enabling/disabling ECC for memory pages. In addition, ECC can only deal with single and
double errors, and components such as arithmetic logic units (ALUs) and load-store units
(LSUs) are not protected.

Many studies have tried to explore more protection techniques for di erent environments
and applications. To improve the resilience of HPC clusters, Ma et al.]22] dynamically
scale the frequency of the CPU cores and GPUs to control temperature to avoid thermal
throttling. The scheduling and resource selection scheme in a GPU cluster is improved to
maximize the number of stable GPUs to ensure the reliability of high-priority or critical
applications [123. GPU Snapshot [L24] is designed to reduce the overhead of checkpointing
in GPU-dense HPC systems by incremental checkpointing, transfering checkpointing states

asynchronously, and o oading checkpoint tasks to host CPUs. Lee et al. 125 study the
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resilience when scaling up a GPU-dense HPC system, and measure the performance when
applying di erent check-pointing protection techniques. Fang et al. [L12§ propose a dynamic
migration model which improves the reliability of GPU clusters using task scheduling
considering the GPU status related to reliability, such as temperature, fan speed and
power consumption. For deep neural network (DNN) applications, Ranger]27 improves
DNN resilience by restricting value ranges to mitigate critical faults that lead to SDC
outputs, because of the monotonicity of operators and the inherent resilience of DNNs. The

restriction bounds of di erent layers in Ranger are obtained o ine from the training data.
3.3.1 Soft Error Protection for GPUs

In this subsection, we speci cally discuss soft error protection mechanisms designed for
a single GPU. Lee et al. 128 propose GPU architecture aware instruction scheduling to
reduce thevulnerable periodof data objects, i.e., the time from producing the data until
the last access of the data object. SwapCoded29 uses software-hardware cooperative
mechanisms to reduce the overhead of software-enforced instruction duplication for GPU
application execution. Dos et al. L3(Q evaluate the reliability and reliability tradeo of
object detection and classi cation applications running on GPUs and use algorithm-based
fault tolerance (ABFT) to reduce the SDC rates of general matrix multiplication (GEMM)
operations in CNNs. They propose to further improve the reliability of the maxpool layer by
evaluating if the value of the element to propagate is reasonable. Checkpointing/recovery is
also proposed41], where check points are de ned in various application locations, and the
program can recover from the checkpoint. Penny131]] is a compiler-based scheme which

integrates parity-checking and recovery to protect GPU register les.
3.3.1.1 Redundancy-based Fault Tolerance in GPUs

Redundancy-based solutions are used to protect GPGPU applications from error29.
Such solutions rely on double execution43, 45, 132, for error detection, calleddual-modular
redundancy (DMR), and triple execution [50] for error correction, called triple-modular

redundancy (TMR). For example, to improve the resilience of image compression applications
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running on GPUs in the space, TMR is used to triplicate the whole kernel (K-TMR), or
alternatively, triplication can be performed at the thread level (T-TMR) by triplicating every
thread [71]. Dimitrov et al. [ 137 rst evaluate the overhead of introduced redundancy at the
kernel level, thread level, and instruction level and show that at all levels the overhead can be
over 90%. Wadden et al. 43] take a deeper look at two di erent ways of applying redundant
multithreading (RMT) at the granularity of CTAs (i.e., intergroup RMT and intragroup
RMT) and present the trade-o between overhead and resilience coverage. Mahmoud et
al. [45] choose instruction-level redundancy as it is transparent to programmers and propose
SINRG, a collection of several software and hardware optimizations, to further reduce
overhead. Another instruction-level redundancy solution is ArmorAll [133, a compiler-
based GPU framework which selectively duplicates instructions. ArmorAll explores how to
reduce protection redundancy at the instruction level, and requires re-compilation. There
is also work carried out to correct errors with reduced overhead? ] as compared to a naive
implementation of TMR with triple overhead.

Several studies have explored the usage of partial protection at di erent granularities.
Mittal et al. [ 134 improve the resilience of GPU register le by compressing the register
values to reduce the number of vulnerable bits, and then use selective hardening to protect
the portion of register les that store the compressed data. Goncalves et al1B5 discuss
the trade-o of application accuracy and resilience, and propose to selectively protect only
a subset of registers to improve application fault tolerance by relaxing accuracy. Kadam et
al. [57] propose a data-centric reliability management solution for GPUs by identifyinghot
blocks(i.e., one or several most accessed memory blocks) and selectively protect these hot
blocks to nd a balance between resilience and protection overhead.

While the aforementioned solutions all focus on comparing and analyzing various
redundancy-based protection solutions and seeking opportunities to reduce redundancy
overhead, thepartial protection via remapping methodology proposed in this dissertation
in Chapter 6 approaches this problem from a totally di erent perspective. We focus on

reducing the portion of threads that require protection and on organizing the threads in
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such a manner that results in more reliable software.
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Chapter 4

Fault Site Pruning for Multi-Bit
Fault Models

Understanding the resilience of systems and applications is the rst step in reliability
research. E orts have been put on exploring methods to accelerate resilience estimation
process. For GPGPU applications, most of the proposed techniques only focus on the
single bit fault model [1, 114, 111]. Nie et al. [3] propose pruning technique for GPUs
considering multiple single-bit faults in di erent threads. In this chapter, we present
resilience estimation techniques for more extended multi-bit fault models: (a) multi-bit
faults in the same word (Section 4.2); (b) multiple single-bit faults in di erent words

accessed by the same thread (Section 4.3).

4.1 Benchmarks and Inputs

In this chapter, we study 10 applications (16 kernels) carefully selected from two popular
benchmark suites, Rodinia 9] and Polybench B8. The selected applications and their

number of threads are shown in Table 4.1.
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Table 4.1: Selected Benchmarks and the Number of Threads in Each Benchmark Kernel.

Suite Application Kernel | # Threads
HotSpot K1 9216
K1 2304
K-Means Ko 5304
K1 512
- Gaussian K2 4096
Rodinia K125 512
K126 4096
PathFinder K1 1280
K44 32
LUD K45 256
K46 165
2DCONV K1 8192
MVT K1 512
Polybench 2MM K1 16384
GEMM K1 16384
SYRK K1 16384

4.2 Multi-bit Faults in the Same Word

To extend fault site pruning [1] to multi-bit faults in the same word, we rst examine
whether the four steps of progressive pruning can also apply to this fault model. To this
end, we follow the steps of fault site pruning 1] as introduced in Chapter 2.2.3.1 with 2-bit
and 3-bit faults in the same word. The results are remarkably similar to those with a single
bit faults and are not shown here in the interest of brevity. We conclude that the rst three
pruning steps (i.e., thread-wise, instruction-wise, and loop-wise pruning) directly apply for
the single-word multi-bit model. Bit-wise pruning, the fourth step, needs to be adjusted to
consider the e ect of injecting two (or three) faults within a word.

We start with considering 2-bit faults in the same word. For a 32-bit register, there
32
2
increases the fault site space. Following the steps outlined in Chapter 2.2.3.1, we aim

are in total = 496 di erent combinations of bit ips. This change dramatically

to identify the number of 2-bit samples that can capture the reliability prole. For a

32-hit register, the exhaustive combination set of 2-bit faults (Iexicographically ordered)
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is f(0;1);(0;2);:::(0;31);(1;2);:::(1;312);:::(30; 31)g. Note that combinations as those
shown above, do include consecutive (burst) bit ips. Within this space, we evenly select
samples such that the selected combinations are separated by equal bit intervals. For
example, when setting the number of samples to be 16 per word, then we inject faults in
the f(0; 16); (1;17);(2;19); :::; (15; 31)g locations.

For each of the applications, we select a set of representative instructions covering
di erent operand types and di erent threads to perform 2-bit fault injection on the entire
space, i.e., 496 combinations. We show the results o# di erent instructions from 2DCONV
and MVT in Figure 4.1, when the number of selected samples ranges fro@ito all 496

possible combinations. Typically, after sampling 32 combinations, resilience stabilizes.

(a) 2DCONV (b) MVT

Figure 4.1: Impact of bit-wise pruning on 2-bit fault injection outcomes of di erent instruc-
tions from (a) 2DCONV and (b) MVT. Percentage of outputs stabilizes at 32 combinations.

!
Similarly, in the case of 3-bit fault in the same word, there are in total 332 = 4960
di erent combinations. Figure 4.2 shows the percentage of di erent outputs in various

instructions using 3-bit fault in the same word model when the number of selected samples
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varies from 4 to 496Q For 3-bit faults, 64 samples can capture the resilience pro le.

(a) 2DCONV (b) MVT

Figure 4.2: Impact of bit-wise pruning on distribution of 3-bit fault injection outcomes of
di erent instructions from (a) 2DCONV and (b) MVT. Distribution stabilizes at 64 bits.

In general, when multiple bits are ipped within the same word, the same steps can
be used compared to single-bit errors but bit-wise pruning requires more combinations
(and subsequently more experiments). In general, the number of exhaustive fault sites
increases one order of magnitude for 2-bit faults, then another order of magnitude for 3-bit,
but bit-wise pruning only doubles and triples the number of fault sites for 2- and 3-bit,
respectively (details per benchmark are not shown in the interest of brevity).

Summary: Fault site pruning [1] can be extended to multi-bit faults in the same word
fault model:

1. Thread-wise, instruction-wise, and loop-wise pruning steps stay unchanged.

2. Bit-wise pruning requires more samples of bit positions comparing to the single-bit

case.
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4.3 Multiple Single-Bit Faults in Dierent Words Accessed
by the Same Thread

In this section, we rst discuss the assumption when considering multiple single bit faults in
di erent words accessed by the same thread, then we present the estimation methodology.
Lastly, we evaluate our technique by comparing to the baseline results obtained from the

random fault injection campaign.
4.3.1 Estimation Methodology

We rst state a necessary assumption to extend fault site pruning ] designed for single-bit
fault injection to the context of multiple single-bit faults n di erent words accessed by the
same thread.

Assumption: We assume that multiple single bit errors in a single thread are inde-
pendent, i.e., they do not interact with each other After injecting one fault, an error may
propagate to the dynamic instructions that are executed next. Injecting a subsequent fault
to a register of an upcoming dynamic instruction that is already a ected by the previous
fault injection has very low probability to revert the register to its original correct state.

We rst estimate the thread resilience, then use the di erent thread resilience pro les
to calculate the kernel resilience. Note that this estimation method is built on fault site
pruning [1] using the fault injection results from experiments on the single-bit fault model.
We aim to leverage the fault injection results from the single-bit fault site pruning to predict
error resilience, but not to perform the most accurate resilience estimation.

We start with considering two single-bit faults in the same thread. For a particular
thread, rstly one fault site is selected either randomly or based on progressive pruningl].
If the rst fault injection does not cause the program to crash, then a second fault site
is selected within the same thread. Assuming that the distribution of single-bit fault
injection outcomes of one thread isx% masked y% SDC, and z% other outputs such

that x% + y% + z% = 100%, then the thread resilience of a two-bit fault injection can be
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calculated as follows:

1. maskedb = x% X%,

2. SDC% =x% y%+y% x%+y% y%,

3. other% =1 maskedo SDC%.

Similarly, when considering multi-bit faults in the same thread, for every thread, we
obtain the outcome of multi-bit fault injection recursively. Injecting m faults can be
decomposed into two steps. First, injectm-1 faults. If m-1 faults do not cause the program
crash, then one more fault is injected. Assuming that the thread resilience pro le with a
single fault injection is x1% masked y1% SDC, and z1% other outputs and the resilience
pro le of m-1 fault injection outcomes isxy 1% masked ym 1% SDC, and z,, 1% other
outputs, then the outcome of m faults is

1. maskedo = X, 1% X1%,

2. SDC% = xXm 1% y1%+ym 1% X1%+ym 1%  y1%,

3. other% =1 maskeds SDC%.

With the resilience of every thread, we can aggregate the kernel resilience following
the same way as the pruning in single-bit models, see Equation 4.Res(kernel) is the
resilience of the whole kernelRes(thd;) is the resilience of thread i, andfreq (thd;) stands

for the frequency of thread i in the whole kernel.

X
Res(kernel) = Res(thd;) freq(thd;): 4.1)
i=1

4.3.2 Evaluation

We compare the error distribution of injecting x-bit faults with pruning against the baseline
obtained from 60,000 random fault injection experiments X 2 [1; 10]). Then, we present
how the error resilience pro le of an application changes with an increasing number of

injected faults.
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4.3.2.1 Accuracy

We start with comparing the outcomes obtained using the extended progressive fault site
pruning technique against baseline. Figure 4.3(a) shows the distribution of two single-bit
fault injection outcomes for every benchmark kernel, when faults are injected into the same
thread. The results obtained by pruning technique are still close to baseline, for most
benchmark kernels. On average, the di erences in terms of the percentage ofaskeq SDC,
and other outputs are 1:52%, 2:65%, and 1:64%, respectively. In addition to double-bit, we
also present the comparison of three single-bit fault injection outcomes, see Figure 4.3(b).
Di erences with baseline start to become more visible when compared to the double-bit
case (see Figure 4.3(a)). On average, the di erences in terms of the percentagensésked

SDC, and other outputs are 1:94% 3:42% and 2:58%, respectively.

(a) Outcome of injecting two single-bit faults

(b) Outcome of injecting three single-bit faults

Figure 4.3: Comparison of pruning against ground truth (baseline) for (a) two faults and (b)
three faults in the same thread.
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Furthermore, we notice that for some benchmark kernels with three fault injections
(including LUD K44, LUD K45, LUD K46, MVT, 2MM, GEMM, and SYRK), there are
already almost nomaskedoutputs (i.e., masked 5% in Figure 4.3(b)). For these kernels,
it is clear that there is no need to inject more faults to them, they clearly do not have any
resilience to more faults as all outcomes ar8DC or other. Similar observations are also
con rmed in [3] for multi-bit faults in di erent threads.

As shown in Figure 4.4, when injecting more faults into the same thread, the di erence
of pruning and baseline results is getting larger. For most kernels, the di erence is always
within 5% for all three types of outputs.

We summarize how the average discrepancy (across all kernels) changes over an increasing
number of faults in Figure 4.5. The average di erences ofmasked SDC, and other outputs
for 10 faults are all below6%: 2:64%, 5:64%, and 5:46%, respectively.

Summary: The di erence between the distribution of fault injection outcomes obtained
by the proposed fault site pruning technique andbaselineis acceptable, i.e., on an average

of 3% for up to 3-bit fault injection and 6% for up to 10-bit fault injection.

(a) maskedoutputs (b) SDC outputs (c) other outputs

Figure 4.4:. Impact of the increasing number of injected faults in the same thread on the
discrepancy with baseline for (a)masked (b) SDC, and (c) other outputs.

4.3.2.2 Impact of Multiple Single-Bit Faults in the Same Thread

So far, we have shown that the distribution of fault injection outcomes obtained through
the proposed progressive fault site pruning technique is close to the distribution achieved by
the baseline under the context of multiple single-bit faults injection. Therefore, we further
present how error resilience characteristics change over increasing number of faults using

the result given by the proposed pruning method.
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Figure 4.5: Mean error versus baseline for multiple single bit faults in the same thread
calculated across all kernels.

(a) MVT (b) HotSpot

(c) K-Means K2 (d) Gaussian K126

Figure 4.6: Error resilience changes over increasing number of injected faults in the same
thread for representative benchmark kernels.
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