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ABSTRACT We model the propagation of SHF OFDM signals around vehicles and buildings since these
are the most common elements present in urban environments that could lead to complex radio frequency
signal scattering. Scenarios involving temporary hidden node situations, which we term transient occlusion
events, are simulated and compared to scenarios where a line of sight transmission event occurs. Sets of
fingerprints generated from signals recorded in full-wave 3D finite difference time domain simulations of
these two different types of situations are compared, and features in the fingerprints corresponding to the
occlusion of a transmitted signal by a vehicle or a building are identified. The features we identify in the sets
of fingerprints have promise to be used with machine learning algorithms to automate the detection of hidden
nodes and to provide an understanding of node behavior in an environment. When combined with knowledge
of the existence of scatterers such as vehicles and buildings in the immediate neighborhood of a device, this
information can be exploited to determine the likelihood of obstructed vs. concluded transmissions for both
civilian and military applications.

INDEX TERMS Wireless communications, SHF, 5G networks, FDTD simulations, electromagnetic mod-

eling, electromagnetic scattering.

I. INTRODUCTION

In both cognitive radio networks and military applica-
tions, adapting wireless communications networks to utilize
mmWave frequencies will create a host of operational chal-
lenges. Of these, one prominent concern is the scattering
behavior of mmWave frequency signals in various envi-
ronments. In urban environments consisting primarily of
buildings and vehicles, it will likely become difficult to deter-
mine the difference between instances when a node has ended
a transmission and when a node artificially appears to have
concluded its transmissions, but is actually hidden behind
an object in the environment. We call the latter scenario a
transient occlusion event since these scenarios will often be
temporary and will cause either a full or partial occlusion
of the signal, resulting in a drastically reduced received sig-
nal strength. In cognitive radio (CR) networks, for instance,
a device’s assessment of spectrum usage might then indicate
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the existence of a vacancy in the spectrum, while in reality
the channel might still be in use and an attempt by the CR
to transmit on that channel would cause interference with
the primary user. In military applications, the occlusion of a
transmitter by a scatterer might result in the false conclusion
that a jamming effort has been successful.

Here, we model the propagation of 9 GHz frequency sig-
nals around vehicles and buildings, since these are commonly
encountered scatterers in urban environments and are likely
to impact strongly the propagation paths of high frequency
waves [1]. Scenarios with potential hidden node situations are
simulated using high fidelity full-wave FDTD techniques and
are compared to scenarios where a transmission event occurs
in an environment void of any obstructions. Sets of finger-
prints generated from signals recorded in the two different
types of situations are compared, and features in the finger-
prints corresponding to occlusion of a transmitted signal by a
vehicle or a building are identified. The features we identify in
the sets of fingerprints have promise to be used with machine
learning algorithms to automate the detection of hidden nodes
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by recognizing various changes in a received signal as the
progressive occlusion of a transmission. If the signals trans-
mitted by the node under consideration are then no longer
detected, such an event can be identified as a scenario where
the node is still transmitting, but is either temporarily hidden
by a scatterer moving into the area or has itself moved behind
a permanent feature of the built landscape. When combined
with knowledge of the existence of scatterers such as vehicles
and buildings in the immediate neighborhood of a device,
having an understanding of node behavior in a particular
environment permits the determination of the likelihood of
obstructed vs. concluded transmissions in both civilian and
military applications.

Il. BACKGROUND

Research into the development and operation of next genera-
tion networks has become an area of wide interest with the
advent of 5G-New Radio (NR). Within the last two years,
a multitude of publications has been added to the litera-
ture, focusing largely on constructing channel and ray-tracing
models to predict path loss and signal strength in cluttered
or highly trafficked indoor spaces [2], [3]. These include
modelling the overall channel response for massive MIMO
in crowded theaters and subway stations [4], and mapping the
field strength and path loss in offices and corridors to model
channel propagation of 38—73 GHz frequencies [5], [6], [7].
Others have applied machine learning techniques to experi-
mental measurements to predict the path loss and coverage of
5G networks rather than employing empirical or deterministic
models [8]. Although the training data consist of measure-
ments made outdoors and around obstructions, they do not
provide a complete understanding of the complex scattering
undergone by high frequency signals. Rather than trying to
predict path loss and signal strength, which would provide
an understanding of whether a communications link could be
reliably maintained, our work focuses on studying scenarios
where a transmitted waveform becomes nearly indistinguish-
able from the ambient noise. The application of the dynamic
wavelet fingerprint technique allows for transmissions to be
identified in a received signal even when the signal strength
drops significantly.

Since 5G networks are intended to be deployed reliably
in both rural and urban areas, network models will need
to take into account the complex scattering and multipath
behavior of signals caused by obstacles in the environment.
The most commonly used deterministic modelling meth-
ods include ray-tracing and finite difference time domain
(FDTD) simulations. While FDTD simulations are more
computationally intensive than ray-tracing implementations,
they take into account complex scattering phenomena such as
multipath, fading, and shadowing that are not inherent in ray-
tracing methods. Combined ray-tracing/FDTD techniques
have been used to predict electromagnetic field strengths in
large scale urban areas and estimate the exposure levels that
can be expected with varying numbers of network users [1].
The extent of the electromagnetic field exposure and the
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absorption of mmWave frequencies in biological tissues have
also been studied using simulations based on the finite ele-
ment method [9], the FDTD method [10], and a hybrid
ray-tracing FDTD method [11].

Ray-tracing and FDTD methods have been leveraged to
obtain the reflection and transmission coefficients of rough
surfaces like wood and plasterboard in the 28 GHz frequency
band in order to understand propagation behavior in indoor
environments [12], while the FDTD method alone has been
applied to determine the effect of the human body on indoor
propagation at 26 GHz [13] and to predict path loss model
parameters in an office environment at 28 GHz [14]. The
FDTD method has also been applied to estimate the power
distribution of networks using the 2.4 and 5.2 GHz bands,
with a focus on predicting the strength of the signal that
could be detected outdoors [15]. Network coverage and path
loss of signals within these same frequency bands through-
out office spaces have also been studied using ray-tracing
simulations [16]. Several surveys discuss the work that has
been conducted in channel modelling and estimation for
5G networks [17], [18], [19].

However, none of these publications considers the effects
of scatterers in the environment on the transmitted waveform
itself or the consequences of node and scatterer mobil-
ity. In this work, we examine the effects of scattering on
actual OFDM signals, and identify scattering artifacts in the
received waveform that indicate occlusion of a node by a
feature of an urban environment.

The main contributions of this work are as follows:

1) We analyze and characterize the propagation of OFDM
waveforms in complex scattering scenarios using full-
wave 3D FDTD simulations, allowing us to explore
the effects of scatterers and multipath, shadowing, and
fading behaviors in the environment on the received
waveform.

2) We convert raw time-domain waveforms to binary
images using an amplitude agnostic wavelet-transform
based technique, which allows us to consider the
question of distinguishing between LOS and occluded
transmissions as an image processing problem.

3) We exploit the strong frequency dependent behavior of
RF scattering to identify features of a received signal
fingerprint that correspond to occlusion of a transmit-
ter.

4) We propose a framework for the prediction of trans-
mitter occlusion events in urban environments that is
based on the automatic detection of features related to
scattering artifacts present in an occluded signal.

lll. METHOD

First introduced by Kane S. Yee in 1966 as a method of find-
ing a numerical solution to Maxwell’s equations, the FDTD
technique has in the decades since then been applied not only
to electromagnetic scattering problems, but to acoustic and
elastic scattering problems as well. Here, 3D FDTD simula-
tions are used to model the propagation of 9 GHz frequency
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signals around scatterers in the environment. A 9 GHz center
frequency was chosen since it satisfied the Courant stability
condition for the 0.5 mm spatial step used in the simulations,
but we expect the results of our work to extend to frequen-
cies above 9 GHz. The received signals recorded within
the simulations are analyzed using the dynamic wavelet
fingerprint (DWFP) technique, which has proven to be an
effective way of identifying scattering artifacts in a recorded
waveform [20].

The accuracy of the FDTD simulations we developed was
verified by benchmarking simulation results using experi-
mental measurements made with a set of universal software
radio peripherals (USRPs). The experimental setup included
two X310 USRPs equipped with UBX 160 MHz daughter-
boards and VERT 2450 omnidirectional antennae with 3 dBi
gain. In our initial validation stage, experimental measure-
ments made with the set of USRPs around a 6 cm radius metal
cylinder were used to calculate the magnitude of the forward
scattered wave and were compared to the corresponding sce-
nario modelled in the FDTD computational space. Since the
scattered field E*° is defined as

Escat Etotal _ Einc 1)

where E/@ and E™¢ are the total electric field and incident
electric field, respectively, we were able to determine the
scattered wave component in both the FDTD scenario and
in the physical scenario by measuring separately the total
field and the incident field and then calculating the difference
between the two.

To obtain experimental values, signals were collected every
5 cm along a horizontal axis running 10—45 cm radially from
the outer edge of the cylinder to record the total electric
field, and then the signals were recorded again without the
cylinder while leaving the USRPs in the same positions to
measure the incident wave. By subtracting the incident wave
measurements from the total field measurements and then
taking the absolute value, we were able to obtain approximate
values for the magnitude of the scattered wave at various
distances from the scatterer.

As indicated by the plot in Fig. 1, the normalized mean
experimental values for the forward scattered wave measured
with the USRPs correlated well with the normalized values
calculated from the simulation results for the same scattering
scenario.

The second stage of our FDTD verification work involved
transmitting and recording 100 MHz bandwidth Gaussian
pulse signals modulated to a center frequency of 2.5, 4.0,
or 5.0 GHz with the USRPs in several different outdoor scat-
tering scenarios. These environments contained a variety of
objects with differing material properties and were compared
directly to corresponding FDTD simulations. Propagation
around six types of scatterers was studied: building corners,
foliage in the form of trees and dense shrubs, a stationary
food truck, a concrete pillar, a seated person, and a stone wall.
In each scenario, the transmit and receive USRPs were placed
between 0.5-2.0 m from the scatterer. Signals collected using
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FIGURE 1. The normalized magnitude of the forward scattered wave
plotted as a function of the distance of the receiving node from the outer
wall of the 6 cm radius metal cylinder. The solid black line represents the
FDTD results, and the red crosses represent the experimental values
calculated from the USRP data.

the USRPs were compared to the FDTD results using the
DWEFP method. Using image processing techniques, features
relating to the shape, complexity, and area covered by the
fingerprints were calculated from each significant object in
the sets of fingerprints and plotted as a function of time, and
the correlation between the sets of feature plots was analyzed.
Doing so ensured that our simulations correctly characterized
interactions between signals and various scatterers commonly
encountered in outdoor environments. To perform a compari-
son between simulated wave propagation and physical signal
propagation, simulations were run in which the Gaussian
pulse input was transmitted and recorded at the Rx node sev-
eral times over the course of a simulation. This allowed for the
identification of consistent patterns across sets of signals with
greater certainty than would have been possible by comparing
a single simulation-derived waveform to a series of physical
signals.

In order to model communications similar to 5G-NR net-
works, the simulations presented here used as the input signal
a segment of a 500 MHz bandwidth orthogonal frequency
division multiplexing (OFDM) packet that was resampled
according to a time step satisfying the Courant stability con-
dition of the FDTD code, making it suitable for use within a
simulation with a 5 mm spatial step. By using a windowed
segment of an OFDM modulated packet as the input sig-
nal for these simulations, the fingerprint features identified
as being associated with particular scattering scenarios will
be consistent with those that are likely to occur in actual
deployed 5G-NR networks, since these networks will consist
of OFDM-based waveforms [21], [22]. Since the OFDM
waveform being used as the input signal had a 500 MHz
bandwidth, it was modulated to a 9 GHz center frequency
in order to ensure that all the frequency components of the
modulated signal remained under the 10 GHz frequency
limit set by the spatial resolution of the FDTD simulation.
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The OFDM waveform modulated to a 9 GHz carrier fre-
quency results in an input signal spanning the 8.75-9.25 GHz
area of the spectrum, which is within the resolvable frequency
range of simulations using a 5 mm spatial step. In order to
ensure that the features identified in sets of fingerprints were
actually indicative of transient occlusion events and did not
occur just for a specific OFDM symbol, three input signals
were created from randomly selected sections of the resam-
pled 500 MHz bandwidth OFDM packet. Each scattering
scenario was then modelled three times, once for each of the
input signals.

A set of ten scattering scenarios were created to simu-
late transient occlusion events in urban surroundings. Five
of these scenarios modelled transmission and reception of
OFDM signals when two nodes were positioned a meter
above the ground at various points on opposite sides of a
truck, and the other five scenarios modelled situations where
the two communicating devices were located near or on
adjacent sides of a building. LOS communication scenarios
with the Tx and Rx nodes in the same positions as in the ten
NLOS simulations were also modelled to compare against the
scattering scenarios, allowing for inferences about how tran-
sient occlusion events may be distinguished from concluded
LOS transmissions to be made.

IV. SCATTERING FROM A VEHICLE

In order to explore the modifications to the received signal
that are caused by trucks, a series of simulations were exe-
cuted modelling propagation of an OFDM waveform around
a vehicle. In these simulations, the Tx and Rx nodes were
placed at different points around a CAD model of the front
half of a truck, so that the full size of the simulation space was
3.5 x 3.5 x 2.5 m and consisted of nearly 250 million grid
points. Using a high performance computing (HPC) cluster,
simulating the transmission and reception of an approxi-
mately 8000 sample OFDM signal in this space required
approximately 180 hours to complete. Simulations of 12,000
time steps, which allowed for the entirety of the transmitted
signal to be recorded at the receive node several meters away,
required 68—72 GB of memory on an HPC subcluster. For
each of the scattering scenarios we modelled, we also simu-
lated signal propagation in the corresponding LOS scenario.
By comparing the LOS and NLOS situations, we were able to
determine which features in the received signal were related
to the presence of certain scatterers in the environment.

In the first simulation space, the nodes were placed on
opposite sides of a truck, 3.0 m apart, each 1.5 m down from
the front of the vehicle and 0.5 m from the side of the vehicle
as shown in Fig. 2. For the second propagation environment,
the Tx node was positioned 0.5 m from the front right corner
of the truck while the Rx node remained where it had been
located in the previous scenario such that the separation
distance was increased to 3.15 m. The next NLOS simulation
had the Tx node moved to be in line with the outermost part
of the front fender, with the Rx node still 1.5 m down the side
of the truck, resulting in a node separation of 3.35 m. Similar
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FIGURE 2. Configuration of the simulation space used to model
transmitter occlusion by a vehicle, Scenario 1.

to the composition of the first simulation space, the fourth
NLOS scenario had the nodes 3.0 m apart and 0.5 m from the
front of the vehicle, while in the last NLOS model the Tx and
Rx nodes were positioned at the front corners of the hood of
the truck. In all of the simulations concerning scattering from
a vehicle, the nodes were set at a height of 1 m above the
ground. The electromagnetic constitutive parameters for the
metal exterior of the vehicle were set as ¢, = 1.0, u, = 1.0,
with electric conductivity o = 1.0 - 107 S/m [23], [24]. For
each of the three OFDM input signals, five simulations were
run with the Tx/Rx nodes placed at the described positions on
either side of the vehicle.

V. SCATTERING FROM A BUILDING

After modelling occlusion events featuring a vehicle as the
scatterer, scenarios involving OFDM signal propagation near
and around building corners were modelled. In each of
the five scattering scenarios, the simulation space contained
a 2.0 x 2.0 x 1.0 m corner of a brick building exterior,
with 20cm thick walls and an air-filled building interior. The
first two NLOS simulations covered an area of 2.5 x 2.5 x
1.0 m, while the other three consisted of a 3.0 x 5.0 x 1.0 m
simulation space, resulting in grids of between 25 million and
60 million cells. The run times for these simulations averaged
25—60 hours, and required 12—30 GB of memory. The elec-
tromagnetic constitutive parameters for the face of the brick
building were set as €, = 3.58, u, = 1.0, with electric
conductivity o = 3.8 - 1072 S/m [24], [25]. As with the
vehicle scattering simulations, sets of LOS communications
were modelled using node configurations identical to those
in the five NLOS scenarios.

For the first occlusion simulation, the nodes were arranged
on adjacent sides of the building at a distance of 1.5 m
from the corner and 0.25 m away from the wall, so that a
diagonal distance of approximately 2.5 m existed between
them as shown in Fig. 3. In the following scattering scenario,
the Rx node remained at the point 1.5 m from the corner,
while the Tx node was located at the corner so that the nodes
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FIGURE 3. Configuration of the simulation space used to model
transmitter occlusion by a building, Scenario 1.

were 1.75 m apart. In the last three NLOS scenarios, the Rx
node was set 2 m out from the wall and 1.5 m down from the
corner. The Tx node in the third scattering environment was
placed 2 m away from the corner towards the receiver so that
it was 2.0 m away from the Rx node. In the next model, the
Tx node was moved close to the corner, so that the distance
between the nodes increased to just under 3.0 m. In the final
simulation environment, the Tx node was positioned further
down along the wall so that the direct path of communication
between the nodes was occluded by the building.

VI. ANALYSIS OF RECEIVED SIGNALS USING THE DWFP
The recorded physical layer signals were filtered and ana-
lyzed using the dynamic wavelet fingerprint (DWFP) method,
which uses a wavelet transform to convert time domain sig-
nals into two-dimensional binary images resembling sets of
fingerprints. This method has been used successfully over
the last decade to analyze a wide range of signals, includ-
ing structural health monitoring and flaw detection [26],
radio-frequency identification clone detection [27], analyzing
topics extracted from Twitter [28], [29], and communicating
through ice in the Arctic [30].

Wavelets are sets of basis functions that were developed
to provide compact local support for non-stationary, non-
periodic signals. Since local signals vanish outside a short
interval of space or time, representing such signals using
global bases would require extreme cancellation, and achiev-
ing a reasonable accuracy would necessitate many additional
terms of the Fourier series. Allowing the wavelet parameters
to change continuously supplies the requisite support for
an accurate representation of the signal. Under the wavelet
transform, the signal is decomposed into a series of expansion
coefficients useful for signal filtering, denoising, and recon-
struction applications. Wavelets within the same family are
orthogonal, which facilitates computation of the expansion
coefficients.
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The continuous wavelet transform of a continuous
function s(¢) is defined as
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The constants a, b € R are the scaling and translation param-
eters, respectively, and each pair (a, b) relates to one value of
the integral C(a, b). The translation parameter corresponds to
the time localization of i, which contains time information
that is generally lost during Fourier analysis, while the scaling
parameter corresponds to the sizing of the mother wavelet.
The scale value is associated with the frequency composition
of the signal s(¢), where large a values accentuate low fre-
quency content and small a values relate to high frequency
content.

By discretizing the scaling and translation parameters, the
computational expense of calculating the wavelet transform
decreases. Rather than evaluating the integral in (2) for all
values of a and b, computations are only carried out for
discrete nodes. The discrete wavelet transform requires both
the wavelet function and a scaling function, which together
fully cover the frequency content of a signal. These functions
provide the basis for iterative signal decomposition where
low frequency components, referred to as approximations, are
detected by the low-pass scaling function, and high frequency
components, or details, are detected by the high-pass wavelet
function. Under this decomposition scheme, details from the
first several levels can be filtered out prior to implementing
the reverse transform to remove unwanted noise from the sig-
nal. The DWFP algorithm uses a wavelet transform to denoise
and convert time domain signals into two-dimensional black
and white images resembling sets of fingerprints. Spatial
features extracted from these fingerprints can be incorporated
into feature vectors and used for the development of machine
learning classifiers.

Under the DWFP method, the CWT in (2) is evaluated
for finite ranges of the scale and translation parameters,
producing an array of coefficients C(a, b). The coefficient
array C(a, b) is then normalized so that for all ¢ € C(a, b),
—1 < ¢ < 1. After being normalized, C(a, b) is segmented
into slices which are then projected onto the time-scale plane
and labelled using an alternating pattern of ones and zeroes.
The final result is a binary image I(a,b), where the pixel
dimensions a and b are the wavelet scale and translation fac-
tors, respectively. A more detailed explanation of the DWFP
technique and a full derivation of the equations may be found
in [32].

All simulation results have been analyzed using the DWFP
technique, which allows us to draw comparisons between
signals of vastly differing magnitudes and requires no a priori
knowledge of the parameters of the transmitted waveform.
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All signals were denoised and converted to sets of fingerprints
using the Symlet 6 family of wavelets. Since the bandwidth
of the OFDM signal was 500 MHz, the fingerprints were
created using a maximum wavelet scale of 1000 to exhibit the
broad frequency content of the signal. Figures 4 and 5 contain
examples of the sets of fingerprints generated from two sets
of simulations.

A. USING PIXEL DENSITY TO DIFFERENTIATE BETWEEN
OCCLUSION EVENTS AND LOS TRANSMISSIONS

In each set of fingerprints generated from the pre-transmission
OFDM signals there are areas where several consecutive
individual fingerprint objects do not span the entire wavelet
scale (y-axis), but contain frequency content primarily within
the highest end of the bandwidth range that is represented by
the lowest scale region. These same sparse high scale areas
are also present in the sets of fingerprints generated from the
results of the various LOS scenario simulations. However,
a comparison between the LOS scenario fingerprints and
the occluded signal fingerprints shows that when an OFDM
signal interacts with a scatterer, whether a building corner or
a vehicle, the set of fingerprints generated from the received
signal is more uniformly dense over the full wavelet scale
than it is in the absence of a scatterer, because of diffraction
and differing arrival times of multipath components. After
processing the data from all simulations and generating sets
of fingerprints from the received signals, the pixel density was
plotted for different scale ranges as a function of time in order
to highlight the differences between the localized frequency
content of received LOS transmissions and occluded signals.

The pixel density refers to the quantity of one-valued
pixels in a certain area of a set of fingerprints. Each set of
fingerprints is defined as a binary image I(a,b) where the
pixel dimensions a and b are the wavelet scale and translation
factors, respectively, and all pixel values are either zero or
one. Since the wavelet scale is related to signal frequency,
extracting the pixel density feature from a set of fingerprints
provides information about the localized frequency content
of a particular section of a signal relative to the entire signal.
This feature was calculated by first subdividing the scale
axis of the set of fingerprints into horizontal slices. Since the
wavelet scale for the sets of OFDM signal fingerprints ranges
from a = 1 : 1000 and most of the differences between tran-
sient occlusion event signals and LOS signals were observed
in the highest scale area, the scale dimension of the fingerprint
array was divided into five bands of 200 scale values. Then
for every time step, the pixel density in each of the five scale
ranges was determined. These values were smoothed and
plotted as a function of time to facilitate comparison between
simulation results. Figures 6—7 contain plots of the pixel
densities for the highest wavelet scale ranges of the sets of
fingerprints generated from the simulation results.

As the transmitted signal becomes more fully occluded, the
pixel density in the set of fingerprints becomes more highly
concentrated across all time steps in the wavelet scale range
from a = 801 1000, which is the lowest area of the
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frequency range covered by the OFDM signals. This phe-
nomenon is well illustrated by the set of fingerprints in
Figs. 4—5 and the smoothed pixel density plots in Figs. 6—7.
In each of the other scale bands, the pixel density features
extracted from the LOS and occluded signals align closely.
There are some scenarios where the a = 601 : 800 scale
range exhibits the same differentiation between LOS and
NLOS transmissions as the highest scale range does, but
these are often not as pronounced and the sparse regions span
only a couple hundred time steps. An automatic detection
algorithm was then developed to locate these sparse high
scale areas by identifying regions where the pixel density did
not exceed 15% of the wavelet scale band for a span of at
least 400 time steps. These thresholds are both modifiable
parameters within the function, and were defined based on
the pre-transmission signal fingerprint characteristics. After
identifying sparse high scale regions in the set of fingerprints,
these areas were bounded in the plots to facilitate quantifi-
cation by the user. In the smoothed density plots shown in
Figs. 6—7, the detected areas devoid of high scale content are
bounded by solid red lines.

VII. RESULTS AND DISCUSSION
As the wavelength of a signal decreases, its propagation
behavior becomes more sensitive to obstacles in the environ-
ment, and the likelihood that the received waveform exhibits
artifacts resulting from interactions with those scatterers
rises. Therefore, it might prove increasingly challenging in
some environments to distinguish between occasions when a
transmission has concluded and when it has simply become
difficult to detect over ambient noise due either to a node’s
mobility or to the arrival of a scatterer in the environment.
We have explored the application of the DWFP technique to
results from simulations modelling the described occurrences
with the intention of differentiating between these scenarios.
Prior simulations highlighting the frequency dependency
of scattering environments have shown that increasing the
carrier frequency from 5 GHz to 10 GHz resulted in a received
signal exhibiting significantly more complex diffraction and
multipath components. In these simulations, a truck was
inserted into the simulation space after one pulse had been
transmitted with LOS communications, so that the body of
the truck was then blocking the direct path between the
two nodes. Following the arrival of the scatterer, a second
pulse was transmitted. The top plots in Figs. 8a—b show the
received time domain signals for the 5 and 10 GHz center
frequencies, respectively. The first pulse, which was received
prior to the arrival of the vehicle, is immediately evident,
while the second pulse, the reception of which was impeded
by the scatterer, is not easily visible in the time domain.
Beneath the time domain plots are sets of fingerprints gener-
ated from the outlined segments of the received signal. In both
signals, the second pulse is visible and comparable to the first
pulse after being converted to the fingerprint domain. The
sets of fingerprints show that while the pulses carried on both
the 5 GHz and 10 GHz frequency signals were perceptible at

VOLUME 11, 2023



M. M. Rooney, M. K. Hinders: Identification of Transient Radio Frequency Occlusion Events in Urban Environments

IEEE Access

x10®

Time Step

(a) NLOS scenario

Magnitude
o o o
o o o
s 3 3
E 8 &
I I I

Wavelet Scale

4000

5000

6000

10000 12000

7000 8000

Time Step

(b) LOS scenario

FIGURE 4. Time domain plots and sets of fingerprints generated for the received signal recorded in the vehicle scattering
scenario 1 simulation and the corresponding LOS scenario using OFDM signal 1.

the Rx node on the opposite side of the vehicle, the pulse that
had been modulated to the 10 GHz center frequency exhibited
stronger scattering artifacts after having been occluded by the
metal truck.

In order to perform a quantitative comparison of the impact
of increased frequency on the scattering behavior of an RF
waveform, the second received pulses in Fig. 8 from the
simulations were analyzed using the DWFP. Since the signals
recorded within the simulations are noiseless, the occluded
transmission is still visible in the time domain if the area of
the waveform containing that pulse is enlarged sufficiently,
as shown in Fig. 9 for the 5 and 10 GHz signals, respec-
tively. The ridge count feature of the sets of fingerprints
were extracted for each pulse, and a comparison between
graphs of the number of ridges present over time were cre-
ated. The ridge count metric highlights the more pronounced
difference in arrival times of the multipath components of
the 10 GHz signal, indicated by the dual peaks in the ridge
count feature plot, and revealing the imbrication of the scat-
tered components of the received waveform. At the lower
center frequency of 5 GHz, the scattering artifacts are not
evident. Based on these results emphasizing the increased
impact of the scattering environment on higher frequency
RF signals, we concluded that this heightened scattering
behavior would be integral to the identification of occlusion
scenarios.
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All the scattering simulations modelled situations where
a transmission was to some degree occluded or influenced
by a feature of the built environment. The type of occlusion
event was determined according to the length of the minimum
NLOS path between the Tx and Rx nodes, as defined in
Table 1. In the vehicle simulations, scenarios 1 and 2 were
considered full occlusion situations since the combined dis-
tance of the two nodes from the front of the vehicle was
equal to or greater than 2 meters. When the nodes were
configured such that the combined distance from the corners
of the front fender was between 1.0 and 1.5 m, the scenario
was labelled a partial occlusion event. Therefore, this label
was applied to vehicle scattering simulations 3 and 4. The
propagation model in which the nodes were placed precisely
at the front corners of the vehicle, simulation environment 5,
was defined as a slight occlusion event. In the building corner
simulations, the first and fourth scenarios were labelled as
partial occlusion events. The shortest NLOS paths between
the two nodes in these simulation spaces were approximately
3 meters. Scenario 2 was considered a slight occlusion situa-
tion since there was a LOS path between the transmitter and
receiver, but both nodes were within 0.25 m of the building,
allowing for the creation of a strong scattering environment.
No direct occlusion of either node was apparent in scenario 3,
but the presence of the building corner in the vicinity would
be sufficient to induce a scattering environment. Finally, the
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FIGURE 5. Time domain plots and sets of fingerprints generated for the received signal recorded in the building corner scattering
scenario 1 simulation and the corresponding LOS scenario using OFDM signal 1.

TABLE 1. Definitions of the types of occlusion events modelled in
the 3D FDTD simulations.

Type of occlusion event | Minimum NLOS path
Full Greater than 4.5 m
Partial 3.0-4.0
Slight Less than 2.5 m

fifth building corner scattering scenario was identified as
a full occlusion sccenario, since the shortest NLOS path
between the nodes exceeded 4.5 m and the transmitter was
2 m away from the building corner. All environments where
the nodes were able to maintain a clear path of communi-
cation in the absence of nearby scatterers were considered
LOS simulations.

Since the first part of the DWFP algorithm filters the
noise from the waveform under consideration, the set of fin-
gerprints produced for an OTA transmission received under
LOS conditions match closely those produced for the pre-
transmission signal. Therefore, we were able to conclude
that features in the transient occlusion event signal finger-
prints that are not present in the LOS signal fingerprints
are the result of interactions between the transmitted signal
and the built environment. Because high frequency signals
scatter more strongly than lower frequency components and
are more susceptible to rapid attenuation, we anticipated
more prominent lower frequency reflections and multipath
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artifacts in signals received during occluded transmission
scenarios as well as in instances where the distance between
communicating nodes was several meters. Signals with
shorter wavelengths result in lower levels of diffraction [31],
so NLOS signals recorded at a receive node are less likely
to contain the complete range of high frequency content that
comprised the transmitted signal.

Our analysis of the signals obtained from modelling tran-
sient occlusion events using the smoothed pixel density
feature indicated that the highest frequency components scat-
ter more strongly than the lower frequency content, and in
the case of scattering from a building corner, are absorbed
by the material. This conclusion is reinforced by the visu-
alisation of the waves propagating in the simulation spaces,
shown in Figs. 10—11, where the wavelengths of the signals
at the receive node are slightly longer than those measured
at the transmitter. Therefore, at the receive node, the lower
frequency content is more dominant. A comparison between
the highest frequency (lowest scale) content in the transient
occlusion event and LOS scenarios shows that some of the
higher frequency content is lost after the wave propagates
around the side of the building. The visualizations of the z-
component of the electric field in Figs. 10—11 also convey
the significant spatial dependence of scattering in the 9 GHz
frequency band: a shift of only a few centimeters in any direc-
tion may move a device into an area of greater constructive
or destructive interference.
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FIGURE 6. Plots of the smoothed pixel density feature for all five vehicle scattering scenarios using the first OFDM input signal. The solid
line represents the results from the transient occlusion event simulation, while the dotted line represents the results from the LOS
scenario. The shaded area bounded by the solid red lines indicates automatically detected areas devoid of high scale content in either the

LOS or NLOS signal.

For the building corner simulations, the scenarios where
there are no anticipated exclusively high frequency content
areas may be regions of higher interference which are shown
in the stills from the propagation models. Scattering is also
highly spatially dependent, so it may be possible that by
moving even several centimeters away, results more consis-
tent with those expected would be obtained. In addition, the
diffracted and multipath components present in the received
signal are often offset by several hundred to tens of hundreds
of time steps depending upon the NLOS distance between
nodes. As a result of these scattering phenomena, it can be
inferred that segments of the signal spanning the full fre-
quency range may be superimposed on subsequent sections of
the signal when they are recorded at the receive node. In some
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instances, these superpositions may coincide with solely low
scale regions, while others may coincide with areas where the
frequency content covered the full frequency bandwidth.

In the simulation results for vehicle scattering scenario 1,
one sparse high scale area was identified in each of the
three LOS signals, an example of which is highlighted by
the shaded area in Fig. 6a. Of the three total sparse areas
detected in the LOS simulation results, none were present
in the transient occlusion event model results. The number
of detected sparse areas in the LOS signals corresponding
to vehicle scattering scenario 2 increased to five since some
of the original regions with no high scale content were split
into two sections by a small object in the binary image that
exceeded the low pixel density threshold of the detection
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LOS scenario. The shaded area bounded by the solid red lines indicates automatically detected areas devoid of high scale content in either

the LOS or NLOS signal.

algorithm. Once again, no sparse high scale regions were
identified in the NLOS signals, as exhibited in Fig. 6b. The
results for vehicle scattering scenarios 3 and 4 (examples
provided in Figs. 6¢ and 6d, respectively), both of which
were labelled as partial occlusions, showed that one quarter
of the number of sparse regions detected in the LOS signals
could be observed in the signals recorded while a scatterer
was occluding the transmission. Finally, in the fifth vehicle
scattering model, labelled a slight occlusion scenario based
on the node configuration with respect to the scatterer, two
sparse areas were observed in the NLOS signal while three
similar regions were evident in the LOS signal. An example
of these results using the first OFDM input signal is shown
in Fig. 6e. Thus, it could be inferred that as the occlusion of
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the transmitted signal by a vehicle became more substantial,
the number of anticipated primarily high scale content areas
in the associated set of fingerprints decreased.

The models where the transmitted signal was interacting
with a building corner demonstrated similar quantities of
detected sparse high scale areas for varying levels of occlu-
sion. An example of the results for building corner scenario 5,
which modelled a full occlusion of the transmitted signal,
are provided in Fig. 7e. Three areas were identified in the
LOS signals as having no high scale content, while no such
regions were detected in the NLOS signal. The results from
the partial occlusion events simulated in scenarios 1 and 4
(example results provided in Figs. 7a and 7d) each contained
two detected sparse high scale areas in the smoothed pixel
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density plots. While the automatic detection algorithm iden-
tified three sparse areas in the corresponding LOS signals for
scenario 1, a fourth probable region exists that was centered
around time step 5500 of the first LOS signal. Similarly,
although only two sparse areas were definitively identified
in the pixel density plot for the scenario 4 LOS results,
two additional probable sparse regions are centered around
time steps 6000 and 7000 of the first and third LOS signals,
respectively. The characteristics of these regions were just
outside the bounds of the parameters set to indicate positive
identification of a sparse high scale area. Building corner
scenario 2 characterized slight transmission occlusion, and as
shown by the pixel density plot from one set of the simula-
tions in Fig. 7b, two sparse high scale areas were detected in
the occluded signals while three such regions were located
in the LOS simulation results. Although the third building
corner simulation environment did enable LOS communi-
cation between the transmitter and receiver, the presence of
the building corner near the two nodes created a scattering
environment, so this was labelled a potential NLOS scenario.
The pixel density plots showed that one area of sparse high
scale content was identified in the NLOS signal fingerprints,
while three sparse regions were found in the LOS signal
fingerprints.

While this distinction between the frequency content com-
prising specific regions of received occluded and LOS signals
is apparent in the fingerprint domain, it would not be obvi-
ous from analyzing the time domain signals alone that the
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frequency content of the signal was altered as a result of inter-
actions with a scatterer. Though changes in the magnitude
and signal strength of a received signal would be detected,
this alone would not be sufficient to make inferences about
a node’s surroundings, since such changes could merely be
the result of an intentional reduction in transmission power
or of increasing distance between nodes in a LOS environ-
ment. Applying the DWFP technique to received signals has
allowed us to identify features within the sets of finger-
prints which have promise to be used with machine learning
algorithms to automate the prediction of imminent transient
occlusion events in urban settings.

If we recognize that changes in the set of fingerprints gen-
erated for a received signal correspond to transient occlusion
events, then if the signal becomes at any point impossible
to detect at the receiver, one can infer that the transmit-
ter has become completely occluded by an element in the
environment. However, by monitoring these gradual changes,
a system should be able to indicate that the absence of a
transmitter is not permanent and that the receiver can expect
the transmissions to become detectable again imminently.
Conversely, if transmissions seem to have concluded and no
evidence of partial or gradually increasing levels of occlusion
are identified in the fingerprints of the recently recorded
signals, the receiver may surmise that the transmitting node
has intentionally ceased communications.

Since transmitted packets will contain many OFDM sym-
bols in the payload, we expect fingerprints generated from

68061



IEEE Access

M. M. Rooney, M. K. Hinders: Identification of Transient Radio Frequency Occlusion Events in Urban Environments

x10°®

4

Amplitude

1000 1500 2000 2500

Wavelet
Scale
=)

g

s NARRR!

2000

N
S
S

1000 1500 2500

4500 5000 5500

3000
Time Step

3500 4000

3000 3500 4000 4500 5000

Time Step

Ridge Count
S o o

N

| | | |

o

500 1000 1500 2500

3000 4000 4500 5000
Time Step

(a) (Top) The time domain plot of the second pulse in the received signal for the 5 GHz frequency simulation. (Middle) The set of fingerprints
generated for this segment of signal is shown directly below the time domain plot. (Bottom) A plot of the ridge count feature for the set

fingerprints.

3 x107

Amplitude

500 1000 2500

Wavelet

500 1000

3000 5500

Time Step

4500 5000

&~ o

Ridge Count

N

[\ |

o

500 1000 1500 2000 2500

3000
Time Step

(b) (Top) The time domain plot of the second pulse in the received signal for the 10 GHz frequency simulation. (Middle) The set of fingerprints

generated for this segment of signal is shown directly below the ti
fingerprints.

me domain plot. (Bottom) A plot of the ridge count feature for the set

FIGURE 9. Plots of the received pulses for NLOS simulations using (a) 5 GHz and (b) 10 GHz center frequencies, highlighting the increased complexity of

scattering artifacts at higher frequencies.

full packets to contain a high number of sparse pixel den-
sity areas. For example, in one pre-transmission 50 us
OFDM signal, our automatic detection algorithm identified
approximately 200 such regions. Therefore, in an analysis
of transmissions lasting tens of seconds, one may expect to
observe several thousand exclusively high frequency content
areas. If an automated system could monitor the existence of
content in the high scale areas of a set of fingerprints and
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track the regularity of such instances over time, it should be
able to recognize potential transient occlusion events as they
are about to occur in real time. This could be achieved by
setting thresholds to alert a user when the number of solely
low wavelet scale fingerprint areas drops by increments of
25%, so that when roughly 75% of the expected areas have
disappeared over a set amount of time, the system can declare
with high confidence that a transmission is being occluded
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FIGURE 11. The visualization of the z-component of the electric field
during the simulation of scattering from a building corner at time step
t = 7500.

by a scatterer in the environment. A proposed rudimen-
tary framework for predicting/determining the probable the
level of signal occlusion is provided in Table 2, while the
pseudocode for a real-time detection system is provided in
Algorithm 1.

In our analysis of transient occlusion event simulations,
we found that signals occluded by buildings were impacted
less than those occluded by vehicles. In addition to exam-
ining the scattering effects resulting from interactions with
urban environments, we also compared the magnitudes of
the occluded signals to those of the corresponding LOS sim-
ulations. The magnitude of the received signal before and
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TABLE 2. Proposed basic framework for predicting the probable the level
of signal occlusion.

Predicted occlusion
Full occlusion
Partial occlusion
Slight occlusion
No occlusion

Expected sparse regions observed
0% < x < 25%
25% < x < 50%
50% < x < 75%
5% < x < 100%

Algorithm 1 Transient Occlusion Event Detection
1: for iterationi=1,2,...do
2: Record transmissions on center frequency f for T
time steps
3: Apply the DWFP algorithm to the time-domain
waveform
4: Calculate the pixel density of /(a, T') for the highest
wavelet scale band
5 Run the sparse region detection algorithm
6: Record the number of identified sparse regions S;
7: Calculate (S;)/(Si—1)
3
9

if (S;)/(Si—1) < 0.75 then
: Notify user of potential occlusion event

10: If previous iterations are available, calculate
(8)/(Si—y) for n = 2, 3 to determine degree of occlusion
as defined in Table 2

11: else if (S;)/(S;—1) > 0.75 then

12 No signal occlusion detected, continue to next
iteration

13: end if

14: end for

after the Tx node moved around the corner of the building
differed by less than 45 dB, while the magnitude of the
received signal before and after the Tx node was obstructed
by a truck differed by roughly 150 dB. This indicates that
the arrival and departure of vehicles and other metal bodies
within a device’s environment will have a stronger impact
on its ability to receive and transmit information effectively
than will, to some extent, the movement of a node around a
building corner.

One main advantage of implementing the DWFP to detect
transient occlusion events in real-world military scenarios
is that it provides a means of making an informed decision
about the practicality of continuing jamming efforts, thereby
preserving battery power and energy expenditure. Rather than
continuing to cause interference to a target node that may
no longer be transmitting, our proposed method would allow
the jammer to gauge the efficacy of its electronic attack
efforts and suspend jamming if it is no longer necessary.
In commercial scenarios, incorporating our proposed algo-
rithms into CR devices would enable a node to refrain from
causing potential interference to other communications links
by evaluating the veracity of an apparent vacancy in the chan-
nel. This would result in fewer interruptions to the primary
user’s service. For devices equipped with edge computing
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capabilities, our proposed algorithms could be incorporated
into nodes of a decentralized network, enabling an exchange
of information about transient occlusion events in the local
area between neighboring nodes on an intermittent basis and
providing individual nodes with a better understanding of the
larger environment. One limitation of our work is that our
study concentrates on signals that do not utilize a frequency
hopping based protocol, so our proposed framework would
require some modifications to be made for practical use in
instances where the target network employs a frequency hop-
ping spread spectrum protocol. One of the main challenges
that will be encountered in the real-world implementation of
our occlusion detection algorithm will be amassing a training
dataset composed of signals collected in urban environments,
where the set of scatterers represented within the data exhibits
a realistic level of variation. This would have to include
different types of vehicles, ranging from small passenger cars
to large delivery trucks, and buildings composed of a wider
array of materials, with varying levels of ambient noise and
under different weather conditions.

VIil. CONCLUSION AND FUTURE WORK

We have modelled the propagation of 9 GHz frequency sig-
nals around vehicles and buildings, since these are the most
common elements present in urban environments that will
lead to complex signal scattering. Scenarios with temporary
hidden node situations, which we termed transient occlusion
events, were simulated using a high performance computing
cluster and were compared to scenarios where a LOS trans-
mission event was concluded. Sets of fingerprints generated
from signals recorded in 3D FDTD simulations of the two
different types of situations were compared, and features in
the fingerprints corresponding to occlusion of a transmit-
ted signal by a vehicle or a building were identified. The
differences we identified between the pixel density feature
in the sets of fingerprints resulting from transient occlusion
events and in those resulting from LOS transmission events
have promise to be used with machine learning algorithms
to automate the detection of hidden nodes and to provide
an understanding of node behavior in an urban environment.
When combined with knowledge of the existence of scatterers
such as vehicles and buildings in the immediate neighborhood
of a device, this information may be instrumental in determin-
ing the likelihood of obstructed vs. concluded transmissions
in both civilian and military applications.

Future work will focus largely on obtaining an extensive
set of experimental data related to transient occlusion events.
Refining and implementing the automatic occlusion event
detection framework we have proposed through the incorpo-
ration of experimental data would facilitate the development
of an automatic system for real-time occlusion detection and
prediction. Additional work might also include developing
and executing simulations in which the nodes and various
scatterers moved in a realistic path through a large compu-
tational space. This might be accomplished by designing the
simulation environment such that a small area of the space

68064

containing the node moves in a sliding three dimensional
window through the full space, so that only a localized por-
tion of the grid would be updated at each time step. This
implementation of the FDTD method could allow for a larger
simulation environment to be modelled while also keeping
the computational expense to a minimum. Real-world data
mirroring these models could be obtained and analyzed in
tandem with simulation results to explain various features
observed in the recorded signals and to obtain a more com-
plete understanding of how mobility impacts received signal
strength, path loss levels, and the behavior of the scattering
environment.
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